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ABSTRACT 

The Soviet Union collapsed in December 1991, bringing an end to four decades of 
the Cold War. A system of tight centralized controls has given way to chaotic freedom 
and un-managed, entrepreneurial capitalism. Of immediate concern to most world leaders 
has been the control and safety of over 30,000 Soviet nuclear weapons. After 1991, the 
Soviet, centralized system of management lost one key structural element: a reliable 
"human factor" for nuclear material control. The Soviet systems for physical security and 
material control are still in place in the nuclear inheritor states - Russia, Ukraine, 
Khazakhstan, and Belarus - but they do not restrain or regulate their nuclear industry. In 
the chaos created by the Soviet collapse, the nonproliferation regime may not adequately 
temper the supply of the nuclear materials of the new inheritor states. This could permit 
organizations or states seeking nuclear weapons easier access to fissile materials. New 
initiatives such as the United States Cooperative Threat Reduction program, which draws 
upon U.S. technology and expertise to help the NIS solve these complex problems, are 
short-term tactics. At present there are no strategies which address the long-term root 
problems caused by the Soviet collapse. This thesis demonstrates the extent of the nuclear 
control problems in Russia. Specifically, we examine physical security, material control 
and accounting, regulation and enforcement, and criminal actions. It reveals that the 
current lack of internal controls make access to nuclear materials easier for aspiring 
nuclear weapons states. 






EXECUTIVE SUMMARY 


Title: Entrepreneurial Proliferation: Russia's Nuclear Industry Suits the Buyer's Market 

1. Background: The collapse of the Soviet Union has left Russia and the other nuclear 
inheritor states with the formidable challenge of managing a vast nuclear industry that is 
ailing from neglect and outdated control methods. There are more than 950 nuclear sites 
throughout Russia and the other nuclear inheritor states, ranging from power plants to 
weapons dismantlement facilities, that are in questionable physical and administrative 
order. Poor economic conditions in Russia, breakdown of Soviet nuclear controls, rise of 
entrepreneurial criminal elements coupled with high international demand for nuclear 
materials have stimulated an illegal nuclear trade. There have been instances of weapons 
grade plutonium and uranium being smuggled out of the country. The quantity and quality 
(more weapons grade plutonium and uranium) of smuggled nuclear material have 
increased steadily over the past four years. International attention focused on the 1994 
arrests in Germany involving materials ranging from weapons grade plutonium and 
uranium down to rare strategic nuclear related minerals and information whose origins are 
believed to be from within the Newly Independent States (NIS). There have been 
numerous documented cases of nuclear smuggling, and so it is important to realize that the 
new threat posed by entrepreneurial proliferation is not and can not be restrained using 
current nonproliferation regimes. 

Given the Soviet collapse, our basic research question asks: What is the scope of 
the international nuclear proliferation threat created by the decaying nuclear industry 
within the NIS? To answer this we first examine the nature of the Soviet collapse and the 
absence of order that followed. The nuclear programs and institutions that existed under 
Soviet rule are still present, though some of their names have changed. Corruption runs 
rampant throughout the system, it weakens efforts to control the nuclear industry, this will 
be demonstrated in Chapter II. 

The chaotic environment following Soviet rule was filled with corruption, criminal 
activity, and raw entrepreneurial spirit. Though emphasized throughout the thesis, 
Chapters III and IV concentrate on the internal and external criminal elements, including 





organized crime, corruption of officials, border control problems, and market demands for 
fissile materials. The international demand for nuclear materials has been and is being met 
by criminal elements operating within a corrupt social milieu. 

Chapter V discusses some of the major assumptions of past and present 
nonproliferation programs. This is done to demonstrate the intended mission of these 
policies and how this role has often failed to prevent nuclear proliferation by determined 
actors. Through study of the Bank of Credit and Commerce International case, we will 
show how nonproliferation programs have been circumvented to meet the nuclear desires 
of determined nations seeking nuclear weapons. Second, we will demonstrate how these 
international regimes are ill equipped to handle the new proliferation threat posed by the 
collapse of the Soviet nuclear empire. The threat from the NIS today is one of non-state 
criminal actors attempting to obtain nuclear materials for resale internationally. Current 
nonproliferation programs and policies do not adequately address this aspect of the new 
proliferation threat. 

The internal regulation of Russia's nuclear industry is outlined in Chapter VI. 
President Yeltsin's directives that establish specific authority over Russia's civil and 
military nuclear institutions will be examined to study Russia's efforts at preventing 
unauthorized nuclear exports from within its borders. Flaws in these directives and 
corruption within institutions, such as Minatom, will be analyzed to illustrated the internal 
obstacles facing resolution to Russia's nuclear problem. Chapter VI also details the 
background and effectiveness of current Russian security measures and material control 
and accounting programs. The results of this show that the safety aspects of the nuclear 
industry, based mostly on the "human factor," are being undermined by the systemic chaos 
existing throughout present-day Russia. 

Chapter VII introduces the Cooperative Threat Reduction (CTR) program, also 
known as the Nunn-Lugar Act, which was designed to reduce the threat of weapons of 
mass destruction from the NIS. We outline specific spending programs supported under 
the CTR and demonstrate that these measures often fall short of anticipated results. The 
reasons the CTR generally fail are that most programs offered are mild, short-term tactics 
that provide treatment to symptoms of a larger, systemic problem. As a result, the major 



problems associated with societal decay persist and remain largely unattended by policy 
makers. 

The concluding chapter offers mostly long-term solutions designed to address 
Russia's problems from different angles. Short-term solutions are limited to enhancement 
of the current nonproliferation regime and other quick fixes. However, we, as two Naval 
Lieutenants who face the operational reality as it exists today and will exist tomorrow, are 
concerned about providing solid evidence of the new proliferation threat posed by the 
collapse of the Soviet Union. It is believed that this evidence will stimulate. 
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I. INTRODUCTION 


A. MAIN THEMES 

The sudden and catastrophic collapse of the Soviet Union left behind a legacy of 
over 30,000 nuclear warheads and hundreds of ill-protected nuclear storage and 
production facilities. The demise of the Soviet Union established four new nuclear states, 
Russia, Ukraine, Khazakhstan, and Belarus, spanning eleven times zones. The absence of 
Soviet central authority has created economic, social, and political chaos with rapidly 
increasing criminal activity. Diversions of nuclear materials are reported in the 
international press several times per week. Thousands of miles of loosely controlled 
borders are allowing entrepreneurs to smuggle extremely valuable nuclear and strategic 
commodities to eager buyers throughout the world. Simply stated, we face a new and 
potentially less predictable nuclear proliferation threat. 

Imagine the following; Iraq subsequent to the Gulf War was operating a significant 
covert nuclear weapons program. It included 7,000 scientists, 20,000 workers, and an 
estimated cost of $5-10 billion dollars. They used multiple techniques to obtain weapons 
quality fissile materials, Electromagnetic Isotopes (EMIS), Chemical separation, 
Plutonium reprocessing, and Spinning centrifuges. Secret nuclear weapons program this 
size required an enormous clandestine logistical support system. Highly specialized 
equipment, such as nuclear triggers, computers, high-temperature furnaces, and 
electron-beam welders, needed to be imported overtly or otherwise. Hundreds of 
specialized buildings were constructed with massive amounts of energy available to the 
labs. 

Much of the technical assistance that was imported from the West were dual-use in 
nature, but after the program was closely examined by UN inspectors, it was shown that 
these technologies had only one purpose, to build nuclear weapons. The UN inspectors 
have also estimated that the Iraqi program was 8 to 24 months away from nuclear 
weapons completion at the start of the Gulf War. Iraq faced numerous hurdles and great 
hardships in running its successful program. What needs to imagined here is the Iraqi case 
when the materials needed for nuclear weapons may now be readily accessible in Russia 
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and the other inheritor states. Certainly the Gulf War would have been a completely 
different situation. 

In the following chapters we discuss the environment that led to (and the 
magnitude of) the systemic collapse of the Soviet Union. The criminal influence within 
society, government, and the military industrial complex outlines the foundation of 
discussion on the diversion of nuclear materials. The nonproliferation regime targets 
nation-state actors as the entities spreading nuclear materials. The regime as a whole, 
expects nation-state actors to be the primary enforcement mechanisms. Russia is not able 
to effectively deliver this service, and so, the current nonproliferation regime cannot be 
expected to stem this new proliferation problem. 

B. CHAPTER SUMMARIES 

Chapter II provides a brief description of the major system-wide problems the 
Soviet Union faced prior to its collapse. It will be seen that the extent of confusion is 
greater than that experienced by any nuclear power in history. The collapse was not 
merely an economic depression, but a society wide, systemic breakdown. This point is 
very important to our discussion because much of what the world assumes a society can 
accomplish depends upon an infrastructure that functions "reasonably well." We show 
that this infrastructure does not perform adequately and that the lack of administrative 
control and order are making nuclear diversions more possible. 

Chapter III discusses the manner in which criminal and corrupt elements have been 
able to move into the power void furnished by the collapse. It will discuss in detail criminal 
access to fissile materials, as well as the criminal and corrupt elements operating within 
Russia and the other nuclear successor states. Appendix A is a compilation of four years 
of open-source accounts concerning criminal diversions of nuclear materials and it 
illustrates the scope of criminal activity in nuclear proliferation. 

Chapter IV compliments Chapter III by illustrating the ease of which smugglers 
can and do move any materials internationally. Specifically, it shows how nuclear 
materials smugglers are able to transport their cargo through Europe, the Middle and Far 
East, without being detected. Appendix B consisits of four maps that illustrate both the 
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actual routes that these smugglers frequently use, and the access that these smuggling 
routes provide to numerous nuclear test, research, and weapons facilities. 

Chapter V summarizes the international mind set behind the specific programs and 
treaties as they went into effect. It is shown that the assumptions the international 
community uses as a frame-work for nonproliferation programs are the nation-state as 
"actor" in origin. While these are not bad assumptions since the actors have generally 
been nation-states in the past, if the nation-state no-longer functions effectively, these 
nonproliferation programs may also not function effectively. A brief case study is included 
in Chapter V to discuss the overall effectiveness of nonproliferation programs, illustrate 
the current demand for these materials, and show that those with the desire to obtain these 
materials will be difficult to deter. Appendix C contains excerpts from congressional 
testimony discussing the ease that non-government organizations (NGOs) are able to 
move contraband including nuclear materials, internationally. 

In Chapter VI the regulation and physical security aspects of the nuclear industry 
within Russia and the nuclear inheritor states are examined. The purpose here is to 
address the possible short-comings present in these programs and determine if they 
currently possess the cohesion necessary to answer the security issues raised in the first 
four chapters. Material Control & Accounting (MC&A) practices are also evaluated and 
examined in light of the assistance Nunn-Lugar is attempting to supply to this region. 
Appendices D and E provide detailed explanations of MC&A and defense conversion 
programs and their specific focus of aid shall be. 

Chapter VII deals directly with Nunn-Lugar, now known as the Cooperative 
Threat Reduction (CTR) program. We will discuss the use of CTR funds and the effect 
this aid has had on programs such as defense conversion and weapons dismantlement, in 
light of this new source of proliferation possibilities. Appendix F, describes the 
Department of Defense's position on all the programs discussed in Chapters VI and VII. 

The conclusion section is titled "Recommendations" because many problems in 
today's dynamic world do not have simple answers. Physicists call simple equations linear 
and unanswerable questions "nonlinear." We believe the Soviet collapse represents a 
non-linear problem. The case study in this chapter, concerning drug smuggling, is an 
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example of what happens when a linear solution is applied to a non-linear problem. Care 
must be taken to avoid this mistake in the case of the Soviet Collapse. Our answers deal 
with possible long-term solutions that may have a chance of solving these great systemic 
problems Russia and the inheritor states now faceing. Appendix G is a trade agreement 
between the United States and Russia that we feel represents a legitimate long-term 
solution the concerns discussed in this thesis. 

C. KEY FINDINGS 

The first finding of this thesis is that criminal, military, and civilian entities within 
Russia and other new nuclear inheritor states possess access to nuclear facilities 
throughout the region. Second, individuals and organizations can, with relative ease, 
remove, transport, and smuggle various types of nuclear materials, technology and 
information to destinations in Europe, the Middle East, Asia, and the Americas. Third, 
we believe this smuggling is made possible by the chaotic conditions resulting from the 
collapse of the Soviet infrastructure. The physical security, police forces, and the political 
leadership are currently incapable of addressing these problems. Forth, since present 
nonproliferation arrangements and policies assume that a functioning government and 
orderly social infrastructure are necessary to facilitate nonproliferation policy 
implementation, this same nonproliferation regime may not be effective in the NIS. Until 
Russia and the inheritor states regain control and order, these nonproliferation programs 
will likely produce marginal results. Fifth, U.S. efforts to assist the nuclear NIS under the 
Cooperative Threat Reduction Act offers some short-term solutions, but may not address 
the long-term, systemic problems plaguing the NIS societies. 

These five key findings lead us to believe that since nuclear materials, technologies 
and information are now readily available internationally, nations and non-state actors will, 
if they desire, be able to obtain these materials from this new and accessible fissile 
materials source. 



A. 


BRIEF HISTORY OF THE SOVIET COLLAPSE 


"Our society is ripe for change, and the need for 
change has cleared its own road." 

Mikhail Gorbachev, 1987' 

"Workers of the world...WE'RE SORRY!" 

-sign at counter-demonstration during the 
seventy-second anniversary celebration of the 
Bolshevik Revolution in Moscow, November 7, 1989. 2 

To understand properly the new proliferation threat, one must first comprehend 
the systemic problems that the Soviet Union faced prior to its collapse. It was a 
society-wide infection that brought about the collapse and is responsible for the magnitude 
of depth of the crash. The various programs of the nonproliferation regime that were 
negotiated by nation-states, signed by nation-states, and implemented by nation-states, 
assumes in part, that nations are functioning reasonably well and can control their internal 
institutions. For a nation to fulfill its international treaty obligations it must have 
functioning institutions, this is a reasonable assumption. What will be shown here is that 
Russia and the other nuclear inheritor states are not functioning adequately in most areas, 
legal system, police and security forces, banking systems and many other areas. This leads 
us to question whether nonproliferation programs based on these assumptions can work. 
Lastly, to understand why the criminal elements and porous borders are so dangerous, we 
will present a picture of the environment from which these threats arose. 

When Gorbachev came to power in 1985, he intended to create a kinder and 
gentler Soviet Union. He envisioned less corruption, more openness, and sustained 


1 Michael Kort, The Soviet Colossus. The Rise and Fall of the USSR (Armonk, 
New York, M.E. Sharp, 1993), 289-291. 


Ibid. 






economic growth. Instituted was some of the greatest political, social, and economic 
reforms attempted in recent Russian history. These reforms were in no way intended to 
undermine party influence or destroy the USSR as an entity. It was an effort to streamline 
an inefficient machine and get the Soviet Union back on track economically, socially, and 
in the sense of Lenin, spiritually. Gorbachev however, faced too much internal opposition 
from too many sectors, political, economic, and militarily to achieve success. The reform 
attempt failed, because of the many fissures within the Government and society. Many 
powerful factions did not want change and effectively stalled it. Nonproliferation regimes 
assume and require reasonable cohesion in governments to facilitate these nonproliferation 
programs. The Soviet Union did not possess the cohesion required in its institutions to 
save the Federation under Gorbachev's leadership. Russia and the other inheritor states do 
not currently possess the level of cohesion necessary to operate complex and highly 
technical programs to detect and deter the diversion of nuclear materials from their nuclear 
programs. 

B. THE SOVIET LEGACY 

The Soviet Union was built upon the graves of her people, from the Bolshevik 
Revolution, to the collectivization of Stalin, to Hitler's Panzer Divisions and a self-initiated 
Cold War. For seventy years it was the fear of the whip and bayonet that pushed the 
Soviet peoples forward. The combined of the horrors of Collectivization, the Great 
Terror, World War II and the threat of nuclear war during the Cold War, are what 
supported the Soviet economy. This was and the succesor states still possess the 
institutions of a highly industrialized nation, with a skilled and educated work force, Yet it 
was and is unable to adequately feed its people. The the Soviet Union was a nation that at 
one time was the world's leading producer of oil, gas, cast iron, steel, and tractors. The 
USSR pioneered space exploration, had the largest natural gas distribution network, and 
the worlds deepest oil wells. 3 The Soviets maintained the largest merchant marines, and 
deployed one of the worlds largest and technically advance military forces in history Most 

3 Stephen White, After Gorbachev (Cambridge, Cambridge University Press, 1993), 
103-148. 
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significantly, the USSR built and maintained a nuclear arsenal that was only rivaled and 
held in check by the American nuclear "TRIAD." 

However by the late 1970's, it was evident that deep seated problems were 
growing and needed to be solved. The greatest of these problems was the rate of 
economic growth, which had fallen consistently from the 1950's to the early 1980's as 
illustrated in the following graph: 


TABLE 2,1 


Soviet economic growth, 
percent, %) 

1951-1985(average annual rates of growth, official data in 

Produced 

Gross 

Gross 

Labor 

Real 

national 

indust. 

agric. 

prod'y 

incomes 

income 

ffTNPi 

prodn. 

prodn. 

in indus. 

per head 


YEAR_ 

1951-56 11.4 

1956-60 9.2 

1961-65 6.5 

1966-70 7.8 

1971-75 5.7 

1976-80 4.3 

1981-85 3.6 

(Gorbachev takes power) 


13.2 4.2 

10.4 6.0 

8.6 7.2 

8.5 3.9 

7.4 2.5 

4.4 1.7 

3.7 1.0 


8.2 7.3 

6.5 5.7 

4.6 3.6 

5.8 5.9 

6.8 4.4 

4.4 3.4 

3.4 2.1 


This graph is based upon Narodnoe khozyaistvo SSSR 1922-1972 gg.(Moscow: 
Statisika, 1972), p.56, Narodnoe khozyaistvo SSSR za 70 let (Moscow: Finansy i 
statisika, 1987), pp. 58-59. 4 

It should be noted that these figures project a stronger picture then what may have 
been true. The figures failed to account for the increase in the population of about 0.9 
annually during this time. 5 They also excluded the steady increase in "over reporting," 6 
which equaled a full three percent of total production by the 1980s or up to a third in the 


Ibid. 

Ibid. 


Kort, The Soviet Colosus: The Rise and Fall of The USSR, 151-289. 











cases of cotton and road transportation. 7 These figures did not allow for price increases or 
a change in specifications. This practice of inflated bookkeeping led to the serious hidden 
problems that began surfacing in the late 1970s. By 1985 Gorbachev's administration had 
serious problems throughout their entire political, social, and economic institutions. 

The real fact is that most Soviet production only exacerbated the crises as it did 
not produce legitimate, or real wealth. For instance, more tractors were made than there 
were workers to use them. The surplus tractors were too inferior in quality to world 
market standards to export. This inferior production quality is illustrated by the fact that 
more people were employed fixing and repairing farm equipment than were employed in 
producing farm equipment. The USSR produced twice as much steel as the United States, 
yet produced only a fraction of the finished goods. 8 In addition, while the Soviet industrial 
machine used 2 to 2.5 times as much energy, natural resources, and materials as the West 
in production, it still produced inferior goods. 9 

Compared to the rest of the world, the per capita standard of living fell from 56th 
place in 1976 to 70th place in 1982. They suffered from chronic declines in returns on 
investment, low labor productivity, and by the early 1980s, a relatively low and backward 
level of science and technology, placing the Soviets 10 to 15 years behind most western 
countries. 10 The Stalinist command economy had failed to produce a sustainable pattern of 
growth and the initial apparent prosperity (some 30 years worth), was to a large degree 
caused by poor book keeping practices, and excessive diversion of resources into military 
expenditures. The West is now approaching a post-industrial society, in which service 
industries and knowledge are key indicators of economic stability and modernity. Russia 
is being left behind. Seventy years of trying to instill socialism failed to create a just and 
effective society. When the society collapsed, so did the assumptions that nonproliferation 

7 White, After Gorbachev. 101-127. 

8 Ibid. 

9 Richard Sakwa, Gorbachev and His Reforms (New York, Prentice-Hall, 1990), 
268-295. 


Ibid., p. 26-57. 



programs base effective controls upon, those being a well organized, orderly and 
controlled society. 

Due to the huge Soviet bureaucracy, corrupt politicians, poor managers, and 
communist hard-liners who refused to assist the reforms, Gorbachev's goal of a more 
compassionate socialism and Soviet Union was destined to fail almost from the beginning. 
The following graph illustrates the severity of the Soviet collapse during Gorbachev's five 
effective years of governing: 


TABLE 2.2 

Soviet economic growth, 1986-1991 (official data in percent, %) 



1986-90 

(average) 

1986 

1987 

1988 

1989 

1990 

1991 

National income 
produced 

4.2 

2.3 

1.6 

4.4 

2.4 

-4.0 

-15.0 

Industrial 








output 

4.6 

4.4 

3.8 

3.9 

1.7 

-1.2 

-7.8 

Agricultural 








output 

2.7 

5.3 

-0.6 

1.7 

1.3 

-2.3 

-7.0 


Sources: Narodnoe khozyaistvo SSSR v 1989 g. (Moscow: Finansy i statistika, 1990), 
pp.8-9; Ekonomika i zhizn', 1991, no. 5, p.9, and 1992, no.6, pp. 13-16." 

The collapse in the Soviet economy was the overall result of many simultaneous 
factors. The crash, when it came, was greater in magnitude than the Great Depression's 
effect on America. 12 It was also something Gorbachev, the Soviet bloc, and Russian 
society as a whole could not experience and remain intact. The infrastructure of the 
military as well as the economy and body politic were severely shaken. The people had no 
corporate wisdom to fall back upon. All truth had been framed and supplied by the Party, 

11 White. After Gorbachev . 101-127. 

12 The Great Depression in America forced unemployment rates up to between 30% 
and 50%, the stockmarket crashed, but the nation still worked. 
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so when the Party fell from legitimacy so did an entire belief system, based upon the 
Marxist-Leninist myth of socialism. The Russian state still has the parts needed for the 
machine to work, but cannot enforce effective nonproliferation policies and programs. 
Export controls will likely never be effective if a nation has little or no control over its 
borders, as is discussed in Chapter IV. 

It is not the purpose of this thesis to explain in depth how or why Gorbachev's 
reforms failed and caused the collapse of the Soviet Union. The real issue here is the new 
proliferation threat that is facilitated by that collapse. Nuclear proliferation for profit by 
those who have no political or moral agenda, is what is occurring in Russia today due 
directly to this collapse. This very brief synopsis explains how vast and rapid the crash was 
and still is. It is this current chaos that increases the likelihood of this proliferation threat. 
The Russian people and those in the nuclear successor states, have lost all that they 
believed in, and expected from their system. Their people will do what is necessary to 
survive. This thesis does not presume to pass judgment on these people nor their actions, 
its purpose is merely to delineate this very real threat, and described the chaos from which 
it is now arising. 

Conclusion 

A nation must have the functioning institutions necessary, such as police forces, 
intelligence networks, science and technology industries, and leadership, to operate and 
execute its day to day functions. These are the basic "house-keeping" programs that keep 
the nation working, garbage collection, mail delivery, highway repair, and providing safety 
for its citizens. To operate the complex and technical programs that are proscribed under 
the nonproliferation regime requires another level of effeciancy that these nations do not 
currently possess. Russia and the NIS basic infrastructures are in disarry. Russia, due to 
the massive collapse, does not possess the capability to feed her people, and now we want 
her to insure the security of a massive nuclear industry. Export controls, CTR, Laboratory 
to Laboratory, and defense conversion may be effective programs for the United States 
but do little to address Soviet Unions systemic collapse. And as a result little can be done 
to stop individuals and criminal groups from diverting, transporting and selling fissile 
materials. 
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The collapse of the Soviet Union has left the social, political, and economic arenas 
open to any entity to step in and fill the power vacuum. In the political arena in all of the 
successor states, ethnic nationalism has risen to prominence in many new political parties. 
In many other areas such as banking, produce, clothing, and weapons exportation, it has 
been criminal elements that move into the power vacuums left by the communist collapse. 
These criminal elements have permeated the society so completely, the legitimate 
governments of the NIS are unable to prosecute them effectively. As a result these 
organizations have de facto control over many of these nations industries, including 
possible access to the inheritor states nuclear materials. We reveal the extent of control 
organized crime groups hold within the NIS, and described the serious threat generated by 
criminals obtaining fissile materials for resale abroad. 

A. CRIME IN THE WAKE OF THE SOVIET COLLAPSE 

Accounting to a U.S. Department of Justice study, there were 245,652 violent 
criminals serving time in state prisons in 1986. These criminals had victimized 
approximately 409,000 persons: about 79,300 had been murdered, 51,000 had been 
assaulted, and an additional 20,400 "other" types of violence were committed. Those 
criminals in prison in 1986 alone had killed nearly fifty percent more Americans than had 
died in the ten plus years in the Vietnam War. 13 

Violent crime is not the only criminal threat facing America today. It has been 
estimated that world wide trade in smuggled goods exceeded $200 billion dollars in 1994. 
Of that, more than $100 billion was illegal narcotics, and 90 percent of this total came into 
the United States that same year. To put these figures and the total volume into 
perspective, for the same year of 1994, internationally traded oil totaled $200 billion, and 
automotive products equaled $250 billion. 

13 Wayne LaPierre, Guns. Crime, and Freedom (Washington, Regnery Publishing, 
Inc., 1994), 101. 





The United States Justice Department estimates that various law enforcement 
bureaus stop about ten percent of the total drugs smuggled into the United States. When 
successful, these investigations lead to more than 100 cases a year where law enforcement 
officers are implicated or charged with corruption and corroboration. 14 This in light of the 
fact that the United States has been fighting a massive "war on drugs" for years. 

These are just a couple of examples of the criminal problems and corruption a 
large nation faces on a daily basis. The United States is financially, socially, and 
economically sound, governed by a "rule of law." It has massive police forces, national 
guards, and military forces to deal with these threats directly, and it still cannot gain 
adequate control of its drug and violence problems. Given this, how much more difficult 
would it be for Russia and the other Newly Independent States (NIS) to maintain law and 
order after their economic, political, and social order has collapsed? As seen from the 
American example, crime in today's world is inevitable. In the Russian case we show that 
"inevitable" criminal activity when combined with access to fissile materials poses a threat 
of international significance. 

Is the Russian state security system able to manage the criminal threat? If not, are 
the organized and unorganized criminal elements inside the nuclear inheritor states even 
interested in the nuclear materials? Is there a criminal element within the nuclear inheritor 
states that has the influence and financing to either purchase or take by force, nuclear 
weapons materials and technologies and then resell them on the open or black markets? 

Initial evidence found in open sources indicates that there are very strong criminal 
factions and corrupt governmental elements within these states. It is evident that these 
elements not only desire to sell but are currently and actively involved in obtaining nuclear 
material, if they have not already done so. The significance to the discussion here is that 
these acquisitions and sales occur illegally. Are there currently nonproliferation programs 
that address this illegal activity by non-state actors. The answer is no. Internally, since the 
collapse of the Soviet Union there are effectively no internal enforcement agencies with 
enough resources to stop this either. 


Berkeley Rice, Trafficking (New York, Charles Scribner's Sons), 191. 
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B. COUNTERARGUMENTS 

Critics tend to attack the above argument from several different directions. This 
chapter counters those arguments and delineates in a clear manner exactly how much 
control or influence criminal elements bring to bear over the military and governmental 
infrastructure. It will demonstrate to what extent these factors can or could adversely 
effect international stability and exhibit a serious international threat. Most major 
arguments fall into the following categories. . we will demonstrate that they are incorrect. 

1. There are no Russian organized crime groups of any significance, influence, or 
power. There are only small time regional thugs. 15 

2. The crime groups that do exist, as well as any other non-state actors and 
organizations (such as terrorists or political blackmailers), do not have, and cannot raise 
the capital necessary to purchase these types of materials. 16 

3. Crime groups do not possess the technical expertise to ascertain authenticity or 
turn any acquired materials into useful devices.' 7 

4. There is no credible evidence that there is a market for nuclear materials, most 
purchases have been made by German secret police. It is their sting operations that are 
creating the perceived demand. 18 

5. There is no physical evidence that weapons grade materials have ever left or 
been successfully smuggled out of Russia. By July and August of 1994 this argument had 
been disproved with the discovery of weapons grade plutonium in Baden-Wuerttemberg. 

15 Dieter Schroder, "BND Official Denies Existence of Nuclear Mafia," from 
SUEDDEUTSCHE ZEITUNG, in Daily Report Western Europe. FBIS-WEU-94-163, 21 
August 1994, p. 8. 

16 Ibid. 

17 Peter Zimmerman, "Technical Barriers to Nuclear Proliferation," in Zachery S. 
Davis and Benjamin Frankel eds.. The Proliferation Puzzle: Why Nuclear Weapons Spread 
and What Results. (Frank Cass, 1993); 345-355. 

18 Dieter Schroder, "The Situation is Not Yet Dramatic Enough," from 
SUEDDEUTSCHE ZEITUNG, in Daily Report International Affairs. FBIS-WEU-94-164, 
24 August 1994, p. 4 
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Germany's BKA (Federal Office of Criminal Investigations), and the United States 
Department of Energy (DOE), maintain that the plutonium is of Russian origin. 19 In light 
of this and numerous other discoveries this argument is no longer seriously considered. 

6. The last major argument still within the scope of the following addresses the 
possibility that the Russians are creating this threat themselves to receive aid from the 
United States and Western Europe. This is aid that many believe they neither need or 
deserve. 20 This argument is supported by the fact that Moscow is currently producing new 
fourth generation fighter and attack aircraft to rival U.S. front line forces (as seen at the 
Paris Air Show this past year). Also in production are new light and heavy tanks, ships, 
and submarines. 21 Giving Russia more financial aid according to this scenario, will only 
allow them to spend more in areas they believe important. It is noted here that these 
arguments are proposed by a large range of experts; the intelligence community, law 
enforcement community, and nuclear science community. 22 

C. RUSSIA’S CRIME SITUATION: HISTORICAL BACKGROUND, 
PRESENT SIGNIFICANCE 

Russia for the past 500 years operated a shadow economy, or black-market, that 
grew into its own after the Bolshevik revolution of 1917 “ Experts note that this type of 
criminal element is present in any country with a strong repressive regime. These criminal 
groups will play an important role in the average citizen's day to day life, but ultimately 

19 Initialed report, "Nuclear Flea Market," from DIE ZIET, in Daily Report 
International Affairs. JPRS-TND-94-0006-L, 29 July 1994, p. 1. 

20 Schroder, "The Situation is Not Yet Dramatic Enough," FBIS, p. 4. 

21 Steve Gallant, "The Failure of Russia's Defense Conversion," Jane's Intelligence 
Review 6, no.7 (July 1994): 304. 

22 The open source materials will be found in Appendix A at the end of this text. 
This information will be referred to throughout the text and includes a substantial listing of 
most known cases of nuclear proliferation at this sub-state, entreprenurial level. 

23 Mikhail Heller and Aleksandr M. Nekrich, Utopia in Power (New York, 
Touchstone Books, 1992), 13-50. 
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hold little financial and militant power when compared to the state. This could be said of 
Russia prior to the collapse in 1991 and to an even larger extent today 24 Extorting money 
from business-persons is not on the same level of sophistication as acquiring and moving 
nuclear materials internationally. 

Organized criminals in the NIS, like their counterparts in other countries control, 
specific spheres of influence such as prostitution, burglary, extortion, and drugs. This 
though, is the only real power that criminal groups can obtain and use. 25 This is not to say 
that there are not many of these groups to contend with, some 4,000 separate criminal 
groups have been identified as operating within Russia and the NIS by 1992. 26 Quantity 
does not necessarily reflect quality, or even a significant power and financial base. 
Realistically as far as criminal organizations go only the Colombian drug cartels, with 
income estimated in the billions of dollars, can afford the nuclear materials in question. 27 
Few would argue that Russian criminal organizations control that amount of capital. 

The cases reported have been brushed aside as a few disillusioned employees 
among the millions of employees still within the Russian nuclear weapons and research 
facilities, whose loyalty can be questioned. 28 As Mr. Shaposhnikov, the last defense 
minister of the USSR, stated in late 1991, that due to the loyalty problem, one hundred 
percent of nuclear weapons and materials, plus or minus five percent, were under control. 


24 Charles Gati, The Block That Failed (Bloomington and Indianapolis, Indiana 
University Press, 1990), 191-221. 

25 Melinda Liu, "The FBI vs. Russia's Mafia," Newsweek . 25 July 1994, p. 28. 

26 This number reflects a major and dramatic increase in the overall total of criminal 
organizations operating in Russia and the NIS. Independant experts from the Russian 
research corporation, (RAU), published the 4,000 group figure. Also included in the study 
was the fact that more than 1,000 of these groups had inter-regional or international 
connections, displaying quite high levels of sophistication. This study is found in The 
Current Digest of the Post Soviet Press. 10 March 1993, p. 12. 


Rice, Trafficking . 155-161. 

Schroder, "BND Official Denies Existence of Russian Mafia," FBIS, p. 9-10. 






It should be noted that this figure corresponds to a minimum of 1,500 weapons that may 
or may not be under any control at all. 

1. Brain Drain: U.S. Assessment 

The possible brain drain is also a legitimate threat or concern, especially since 
anyone of these capable Russian experts, can with little effort walk out of the country. 
These scientists and technicians may not be the best in the world when compared to what 
the West has to offer, but to a third world or developing nation, they could represent a 
"quantum leap" in technologically expertise. It now appears evident that these 
professionals can and will seek employment in areas other than Russia and the NIS. Their 
best marketable skill is knowledge that most international leaders do not want to see 
spread. North Korea was accused, in 1993, by the Russian press of attempting to recruit 
sixty-four Russian missile experts. The men in question were stopped from boarding a 
plane in Moscow, whose destination was Pyongyang. They indicated that their salaries 
were to be $3,000 a month. Their current pay is less than $20 dollars a month. 29 CIA 
reports released to the Chicago Tribune in October of 1993 quoted CIA officials as saying 
that China, Iran, and Iraq had followed the North Korean example by actively and 
successfully recruiting Russian nuclear scientists and engineers. The CIA went on to say 
that it appears that the Russian attempt to stop the exodus of scientists has basically 
collapsed, it is just far too easy to leave, and to take your notes with you. 30 National 
Security aids under the Bush administration indicated their findings led them to believe 
that many of these departing scientists were able to smuggle out high-tech weapons 
components, selling them to the highest bidder. The State Department concurs with this 
assessment. 31 

29 Seymour Hersh, "The Wild East," Atlantic Monthly (June 1994): 61-86. 

30 Editorial, "Russian Technology For Sale," Chicago Tribune. (October 1993). 
Currently Iran is still actively seeking nuclear power technology from Russia and China. 
The Clinton administration had hoped to stop sales of this nature to Iran when President 
Clinton visited Russia in May 1995. At this time it appears that the mission failed if not 
totally at least partially. 


Ronald Kessler, The FBI (New York, Pocket Books, 1993), 12-20, 71-75. 
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Brain Drain: Russian Assessment 


Official statistics from the Counterintelligence Service of the Russian Republic 
show that there is an ongoing 'brain drain' of top scientists. The data demonstrates, just in 
pure numbers, that forty percent of the top theoretical physicists are working abroad, as 
are twelve percent of experimental physicists. 32 The demographic breakout of the data is 
more revealing. Of the remaining scientists in Russia, 13 percent would leave immediately, 
40 percent would not rule out leaving, and 15.4 percent are firmly against leaving. 
Additionally, the age breakdown demonstrates that those willing to leave more readily are 
quite young. Willing emigrants scientists include 25 percent of those under age 30 and 67 
percent of those under age 40. All totaled, "Almost 80 percent of young scientists are 
thinking of emigrating... 1 ' while 93 percent of those over age 50 wish to stay in Russia. 33 

The decline of personnel engaged in the sciences began as far back as 1986, where 
there was a drop of four percent. This trend is also seen in the number of graduate 
students engaged in science: dropping from 97,400 in 1985 to 92,100 in 1990. In 1991, 
with the Soviet collapse, the number of scientists suddenly dropped twenty percent. From 
1986-1991, 979,000 personnel dropped out of Russian science, a decline of over thirty 
percent. In fact, with the sudden Soviet collapse there developed a chance for new 
scientific mobility. Over 629,000 R&D scientists found themselves outside Russian 
territory, free to stay in the new state or leave for foreign employment. By January 1993, 
personnel working in Academic and industrial science dropped 24 percent and 30.4 
percent respectively. 34 

While many of the scientists are going abroad, a good share of them are moving 
from the scientific community to the industrial and entrepreneurial sectors within Russia. 


32 ”xy program Underscores Problem of Brain Drain," from MOSCOW RUSSIAN 
TELEVISION NETWORK: 'PLANERKA,' in JPRS Report Central Eurasia. 
JPRS-UST-95-008, 15 February 1995, p. 1. 

33 Ibid. 

34 "Statistical Information on Russian Brain Drain," Khimiya I Zhizn x in JPRS Report 
Central Eurasia, JPRS-UST-94-025, 21 October 1994, p. 1-2. 
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Even so, the emigration of scientists is increasing and is expected to remain steady for the 
next couple of years. One Russian official feels that since science employment trends lag 
behind economic trends by about three years, the decline will persist, with the youngest 
and most active leading the exit. Additionally, the decline in the scientific community is 
not being managed by the government, but instead following "the laws of Darwinian 
natural selection.” 35 There is no planning or management of the scientific resources, 
leaving the uncontrolled decline in the hands of market forces. The departure of the 
intellectual elite is depriving Russia of a resource badly needed, where economic recovery 
and political and social stability are intrinsically linked. If present declines are not checked, 
the Russian government will "[no] longer have to discuss preservation of the nation's 
scientific potential, but how to create it anew. 1,36 

One conclusion drawn from Russia's brain drain is that short-term collateral 
deficiencies due to decreased scientific inputs can be covered by the older and remaining 
scientists. However the medium and long-range implications for Russia are more serious. 
Long-term research and development for civilian industry and more so military industry, 
will suffer from stifled innovation and foreign competition. Indigenous scientific 
capabilities, the backbone of long-term economic and intellectual growth, do not develop 
over night and must be maintained. 

A second conclusion, and one that is directly applicable to this thesis, is the 
transfer of knowledge from Russia to other parts of the world. CTR funds for the NIS in 
general help create the International Science and Technology Centers (ISTC) is each state. 
However, only Russia has seen a marked investment in this enterprise. The overall, 
long-term nature of the ISTC program not clear. According to CTR directives, the length 
of the ISTC program is up to three years with no procedures or guarantees for 
continuation. What happens when the ISTC funds dry up is anyone's guess, but the 
unemployment of hundreds or thousands of nuclear scientists seems highly likely. 


Ibid., p. 3-4. 

Ibid., p. 5. 
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Based on the U S. and Russian brain drain assessments, the arguments that 
disgruntled employees incompetently selling material and technology are much less 
dangerous than a strong criminal organization doing the same is intuitively incorrect. 

3. Rebuttals 

The argument that disgruntled employees incompetently selling material and 
technology are much less dangerous than a strong criminal organization doing the same. 37 
Georgiy Kaurov, Information Chief of the Ministry of Nuclear Energy, went as far as to 
claim that this "speculated" movement of nuclear materials has been created completely by 
the press looking for a great story. Kaurov and Interior Minister Viktor Yerin state 
unequivocally that there have been no thefts of nuclear material, and most definitely one 
cannot prove that anything seized to date can be directly or positively identified as having 
been removed from Russia. 38 

Paul Muenstermann, Vice President of the German BND (Federal Intelligence 
Service) has stated that his organization has no knowledge of a "nuclear Mafia" existing 
either inside or outside of Russian borders. Konrad Posner told a reporter of the 
Hannoversche Allgemeine Zeitung (March, 1994), that the "Russian Mafia" had no access 
to nuclear facilities and that there was no evidence that other countries had access to or 
recruited Russian nuclear experts. 39 The difficulty is how does one determine reliable 


37 David M. Lowy, "Understanding Organized Crime Groups in Russia," 
(Department of National Security Affairs, Naval Postgraduate School, June 1994): 42-57. 

38 It should be noted that Russian officials, and the Soviet officials before them 
denied, signing a non-aggression pact with Nazi-Germany, denied selling T-55 tanks and 
artillery to Serbs/Bosnian Serbs, denied murdering entire villages and using nerve gas on 
Afghanistan rebels (combatants and non-combatants), as well as denying the dumping of 
spent nuclear reactor cores in the Baltic Sea and Arctic Ocean. Having misled in the past, 
their claims lack a semblance of veracity today. Christain Schmidt-Haeuer, "Isotopes From 
the Preserving Jar," from DIE ZIET, 

JPRS-TND-94-006-L, 29 July 1994, p. 9-11. 


Ibid. 
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estimates or indications of the existence of undetected nuclear smuggling and the groups 
participating in it? 

It has been argued that there is no legitimate international market for nuclear 
materials and technologies. First, 10.5 kgs of uranium (HEU and LEU) should sell on the 
open market for as much as $825 million dollars, and in theory considerably more on the 
black market. 40 Prices such as this would seriously strain non-state actors' financial 
reserves. Second, in the German cases, three of the four samples of weapons grade 
materials that made it to the West were purchased by undercover agents conducting 
"sting" type operations. These operations were specifically designed to trap sellers and 
their couriers. In Bremen, Germany, the countries chief prosecutor feels there is no 
nuclear market in Germany and that the intelligence officials are only enticing criminals to 
bring extremely dangerous materials onto German soil 4 ' 

The arguments against entrepreneurial nuclear proliferation, that have been briefly 
stated above may initially seem credible. But when viewed in light of the large body of 
evidence concerning nuclear material diversions, which is taking place internationally, the 
real significance of this legitimate danger will become overwhelming. 

4. Organized Crime in Russia and the NIS Regions 

The Soviet black market and criminal elements were highly integrated into all 
aspects of Soviet society, including the upper echelons of government. 42 As noted earlier, 
these groups reached their state-sponsored height under Brezhnev, and with the failure of 
Gorbachev's glasnost and peristroika were able to move into the powerful position they 
maintain today. 43 This position is being sustained through brutal tactics and violence. 

40 Zimmerman, "Technical Barriers to Nuclear Proliferation," 345-355. 

41 In light of these sentiments the same officials all agree that these materials do 
indeed appear to be coming from facilities, research or otherwise, that are located inside 
Russia and the other Newly Independent States. It is their belief it is the odd disgruntled 
or rogue employee perpetuating the crime, not an organized syndicate. Bruce W. Nelan, 
"Formula For Terror,” Time . 29 August 1994, p. 46-51. 

42 Heller and Nekrich, Utopia in Power. 603-652. 
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Combined with a shrinking police force and an inadequate legal system, full of corruption 
and loopholes, has helped cement these criminal elements into society. 44 When added to 
the fact that government officials can be bribed, threatened, or murdered, prosecution is 
easily avoided. 45 In this unique environment one cannot expect the international 
nonproliferation regime to work, no one is effectively in control. 

Now these crime groups have gone international. 46 According to the Federal 
Bureau of Investigation (FBI), connections inside the United States alone for Russian and 
Eurasian organized crime groups include the cities of New York, Miami, Los Angeles, and 
Chicago. 47 Total international connections are currently being traced, with unknown 
resources in Israel, Belgium, Poland, and Austria, but it could be years before all 
international connections are discovered. 48 As these groups expand and grow, increased 
organizational size and complexity will point towards a greater level of sophistication and 
technical resources. These levels would not be approachable in the near future were it not 
for these international contacts and Russian societal collapse. 

Another indication of increased sophistication and complexity according to the 
Russian Corporation RAU, larger groups are absorbing many of the smaller, less powerful 
groups similar to conglomerates taking over smaller businesses. 49 This allows the crime 

43 Hersh, "The Wild East," 61-67. 

44 Ibid., 68-71 

45 The intimidation of government officials is not the only tactic these groups and 
others use, most recently several news personalities have been gunned down on Moscow 
streets. It is believed to be because of their vocal opposition to these gangs, as well as 
government and military corruption at all levels. These murders have even included 
American Embassy officials, this subject will be discussed in greater detail later in this 
same chapter. 

47 Kessler. The FBI. 73-75. 

48 Ibid. 

49 Ibid., 12-75. 
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group to expand efficiently into other lucrative areas. However, the question still remains, 
do these criminal elements or individuals possess the financial power and coercive strength 
to broker international deals involving nuclear materials? 


5. Supply and Demand in Entrepreneurial Proliferation 

It has been argued that the amount of capital necessary to purchase nuclear 
materials on the international market is staggering. Even if a state meets the advanced 
technological requirementss, the costs will be in the hundreds of millions or billions of 
dollars to finance the venture. 50 When a country desires nuclear weapons its program must 
move underground, in which the costs associated can rise exponentially, as was seen in the 
case of Iraq shortly after the Gulf War. Iraq had massive oil revenues and could afford a 
black program. 51 The financial drain upon the economy was significant and may not be 
acceptable to the populace of either a more politically liberal or less wealthy nation. 
However, North Korea proved that technology and financial resources may not always be 
necessary to achieve weapons status. Here, an economically crippled and relatively 
isolated, backward, third world nation conducted what appears to be an extremely 
successful nuclear weapons program. North Korea has effectively forced international 
leaders to negotiate with it on a super-power level. Both of these cases occurred under the 
full auspices of the NPT, the IAEA, export controls, and safeguards programs in effect 
and working as intended. The IAEA did become suspicious of North Korea which led to 
further investigation of its program, which brought us to the current situation. What this 
really indicates is that the United States, and the world, can be misled by a country that 
has the desire to do what is necessary to obtain nuclear weapons technology. This thesis 


50 Zimmerman, "Technical Barriers to Nuclear proliferation," 345-355. 

51 Iraq was in fact not running one expensive nuclear weapons program, but rather 
several expensive nuclear weapons programs simultaneously. It was attempting to build 
breeder reactors to produce plutonium, and were attempting chemical refining, 
ultra-high-speed spinning centrifuges, and electromagnets to process U-238 into weapons 
grade U-235. Estimates, from UN inspectors, now place the multiple Iraqi programs at 
two years or slightly less from a successful weapon at the out break of the Gulf War. It is 
anyone's guess how far away Iraq is now after its recent major set back. William Burrows 
and Robert Windrem, Critical Mass (New York, Simon & Schuster, 1994), 1-22. 

22 



states that with the collapse of the Soviet Union, nations intent on aquiring nuclear 
weapons will now find the process much simpler. A Department of Energy Threat 
Assessment report on the activities of the "Russian Mafia,' 1 released in November of 1993 
included the following findings: 

1. 4,000 crime groups of various size and influence are operating inside of Russia. 
This corresponds with most other estimates from intelligence agencies world wide. 

2. A significant number of groups have merged some or all activities with corrupt 
government and police officials. 

3. Forty percent of private businesses and sixty percent of state-owned companies 
have been corrupted by organized crime. 

4. The "Russian Mafia" may own half the nation's commercial banks, and 50 to 80 
percent of the shops, hotels, warehouses, depots, and service industries in Moscow. 
Businessmen are forced to pay on average 15 percent of their income for protection, either 
to a private security force (ex-KGB and GRU officers) or to the Mafia. 

5. Corruption within the officer corp of the army appears to be high. In February 
of 1993, Russian officials announced that 3,000 officers had faced disciplinary actions for 
questionable business practices, and an additional forty-six general officers faced 
court-martials on corruption charges. The corruption was the selling of large quantities of 
all types of conventional weapons. 

6. The organized criminals now have access to the latest in communications and 
surveillance technologies and equipment. 52 

It can be seen that an organized Russian Mafia does, in fact, exist. From the above 
few examples, it can be supposed that they have access to large financial resources 
through their alleged national and international dealings. This combined with the 
mismanagement of $1.4 billion, between 1992 to 1994 from the U S. State Department's 
Agency for International Development (AID), and one is talking big money.” Based on 

52 Hersh, "The Wild East," 61-86. 

53 Russian organized crime groups obtain access to these funds several different 
ways. But most rely mainly upon Russia's own fiscal irresponsibility and decentralized 
banking system to fraudulently get low-interest loans which they intend to never repay, 
others use computer "Hackers" to crack into small bank systems, looting what they can 
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a U.S. Embassy estimate in Moscow, it appears that through sophisticated counterfeiting 
techniques, the organized criminal elements absconded with between thirty and fifty 
percent of the funds for privatization. This accusation has been supported by CIA and AID 
officials. 

Conclusion 

In reality these criminal groups do possess the financial resources necessary to 
purchase nuclear materials and the coercive power to remove by force these materials if 
need be. Organized crime in the NIS is huge, there are 4,000 seperate groups, that control 
50 percent of the regions banking, 60 percent of the government owned businesses, and 
collect at least 15 percent of 80 of the total profits of all privately owned businesses. They 
also possess ties to politicians, special forces within the military, and contacts around the 
world, including the United States. 54 Organizations such as this have not been taken into 
account by the world community and its nonproliferation regime. 

6. The Death of Michael Desaro 

The Russian organized crime elements apparent financial strength, with their 
militant or violent enforcement and coercive power, make them a veiy dangerous entity in 
the nuclear black-market arena. Their influence can be seen in the following case. 

On 13 November 1993, Michael Desaro, an American Embassy contract employee 
was found dead in a blood filled bath tub in his Moscow apartment. The apartment had 
been stripped of everything of value. The Moscow police autopsy "revealed" that Mr. 
Desaro had died of heart failure and no crime had been committed. Upon protest by 
American Embassy officials for a further investigation, the police stated that Mr. Desaro 
was actually gay and threw a gay party the night before his body was discovered. They 
held to their conclusion that he had probably died of heart failure, case closed. American 
doctors, upon review of the autopsy concluded that there was no presence of heart 

before being discovered. And lastly simply taking advantage of corrupt financial managers, 
which skim off the top (this example is what the UN has faced world wide in their aid 
programs, percentages, some times very large, simply disappear into some ones pocket). 
Ibid. 



disease. However, too much of the body was missing to accurately determine the cause of 
death. 55 The full weight of the U.S. Embassy and State Department could produce no 
further results. Mr. Desaro had at the time of his death been compiling documentation of 
the previously mentioned theft of privatization funds by the Russian "Mafia" for the 
embassy and the AID organization. One is left to his or her own conclusions, but it 
appears that organized crime can do practically anything inside Russia with impunity, to 
include circumventing export controls or many other nonproliferation programs in effect 
today as is seen in detail in Chapter VII. 

Externally the situation is just as grim. Internationally known weapons dealer Alfred 
laekle was arrested in Tengen on Lake Constance, with 100 million dollars available for 
the purchase of weapons grade plutonium and "other" nuclear materials for an unidentified 
group. 56 Due to diplomatic reasons the two Spaniards and one Colombian arrested have 
not been publicly identified, but speculation could point to the North Koreans, Iraq, or a 
host of other nuclear hopefuls. In an interview with Welt Am Sonntag, in Bonn, a woman 
identified as Dina N., with close business ties to Mr. Jaekle stated that she could mediate 
the purchase of nuclear materials, or place one in contact with the proper military people 
and scientific institutions for direct negotiations. Swiss sources confirm she also has ties 
with the Russian military, and had at one time worked for the KGB, and that she still 
maintains that relationship today. 57 


55 Ibid 

56 Alan Cowell, "Questions Raised on Russian Plutonium Deal," New York Times . 
(17 May 1995): Editorial Section, and Schroder, "The Situation is Not Yet Dramatic 
Enough," from SUEDDEUTSCHE ZEITUNG, in Daily Report Germany. 
FBIS-WEU-94-164, 21 August 1994, p. 4. 

57 A.L., Initialed Report, "Weapons Grade Plutonium Impounded in Weichs," from 
WELT AM SONTAG, in Proliferation Issues. JPRS-TND-94-016, 7 August 1994, p. 
10-11. 
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D. ARE NUCLEAR MATERIALS TOO EXPENSIVE IN TODAY’S NEW 


WORLD ORDER? 

We have seen that criminal groups possess cash and international connections, but 
are these financial capabilities and close relations with ranking military and governmental 
officials even necessary? The Russian economy as seen in Chapter II, is abysmal. The 
once elevated workers and scientists in the nuclear industry are now paid nothing, granted 
no privileges, and still expected to maintain the most significant and sophisticated weapons 
and research facilities next to that of the U.S. in the world. When a technician makes the 
equivalent of $100 dollars a month, how much does one need to bribe them? In America, 
the most prosperous nation in the world, the entire Walker "spy ring" was bought for what 
amounted to a few thousands of dollars. 

No matter what the estimated costs of nuclear material and technology in the 
legitimate nuclear market may be, the asking prices on the non-legitimate nuclear market 
have been no where near the projected value of the material involved. On November 27, 
1993, in Bursa Turkey, three Georgians were arrested while attempting to sell 4.5 kgs of 
uranium. The asking price was $150,000 dollars, the true value was estimated at a value of 
several million dollars. 58 The groups selling are asking what appear to be very reasonable 
prices. Granted there have been a large number of hoaxes, but according to the German 
BND, most of their cases were legitimate. 59 

What is visualized in the smuggling of nuclear materials is a picture of warheads 
weighing hundreds, if not thousands of pounds, or large containment vessels of plutonium. 
This is not necessarily the case. In actuality, the gray metal plutonium comes in two-pound 
bars, or gravel-like pellets, 60 and is highly toxic, one grain can cause lung cancer. 
However, its radioactive alpha rays do not penetrate very far, so thick lead shields are not 
required for transportation. 61 The above combined with the fact that since the collapse of 

58 Editorial, "To Ban The Bomb," The Economist v. 2,27 August 1994, p. 10-11. 

59 Schroder, "BND Official Denies Existence of Nuclear Mafia," FBIS, p. 9-10. 

60 Bruce W. Nelan, "Formula For Terror," Time. 29 August 1994, p. 45-55. 

61 Ibid. 
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the USSR, Russia has thousands of miles of nearly unmonitored border. A good smuggler 
will choose a route with little danger of detection. 62 

E. WHAT IS THE TRUE NATURE OF THE DEMAND FOR NUCLEAR 
MATERIALS? 

Nations in the past have sought to aquire nuclear weapons. We believe that 
nations will continue this behavior in the future. This section shows that there are entities 
- states and non-state actors - attempting today to aquire fissile materials and technologies. 
They want to sell these items to others or to use for their own purposes. 

To determine if there is a market for these materials we must show that there are 
legitimate cases outside of the highly publicized German instances After all, has the West, 
in running sting operations of the size and sophistication of those in Germany, artificially 
created a perceived demand for these materials. If so, then all threat assessments may be 
greatly exaggerated. Russian officials to this day claim no significant evidence has arisen 
indicating any of the material seized positively originated in Russia. 63 They also claim that 
all nuclear material is positively accounted for, but this may not be the case. (See Chapter 
VI.) No accurate records had been kept before 1984 in most of Russia's nuclear of 
industries. (See Chapter VII.) For several years super tankers carrying oil have been sold 
on the black market by using doctored manifests. Documents will frequently read, 
120,000 rubles for 10 water faucets, the next bill will read 10 rubles for a thousand water 
faucets. There is no accounting accuracy or even general accountability. 64 Of course if 

62 This type of smuggling may now not even be necessary. As nations leap into 
Russia with aid and organizations of all types, these provide legitimate covers for the 
movement of nuclear and other sorts of materials. The Iranians have established legitimate 
air freight operations inside several of the Newly Independent States. These cargo planes 
are loosely regulated. In fact flights leaving the country back to Iran with less than 15,000 
lbs of cargo do not need custom inspectors to monitor loading, or even get a written 
confirmation of what it is being shipped. 

63 Schmidt-Haeuer, "Isotopes From The Preserving Jar," JPRS, p. 9-11. 

64 Julie Corwin and Douglas Stranglin, "The Looting of Russia," U.S. News and 
World Report 116, no. 9, 7 March 1994, p. 36. 
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one cannot prove at a specific point in time that one had something in their possession, 
then one cannot prove that they no longer have it either! 65 This is one the point we are 
making: IAEA accounting practices cannot be applied where no accurate accounting and 
control have been enforce. 

Russian Admissions: 

What do the Russians publicly admit? Mikhail Yegorev, Interior Minister Viktor 
Yerin's first deputy and commanding militia general in the fight against organized crime, 
stated that over the past one-and-a-half years, authorities have investigated 74 cases of 
removal of radioactive material from various sites. Yegorev's investigators have 
successfully captured one entire group of nuclear thieves. 66 Sergey Stepashin, head of the 
Federal Counterespionage office (formerly the KGB), acknowledges that his forces 
repelled 53 separate violent "terrorist" attacks aimed at nuclear facilities. 67 The terrorists 
were armed with automatic weapons, flat-bed trucks, and large powered cranes. Finally, 
Russia's Justice Minister, Yurij Kalmykov revealed in Cyprus in June of 1994, that 
organized crime groups "appear" to possess most of the components needed to build a 
bomb. (If they have not already built and sold one or more of its components on the 
black-market.) After his statements Kalmykov was visited four separate times by 
Counterespionage officials to learn the details of his documented evidence. 68 This is 
another example of the lack of inter-agency communications, accountability, and controls 
within Russia. 69 


65 The above example goes even further, the water faucets may not even be real 
faucets. Smugglers had been illegally moving pure nickel out of Russia, formed as water 
faucets. Another scam is to set up a false company, get "loans" from pre-established 
accounts in Switzerland, using strategic or precious metals for collateral. The fake 
company then defaults on the fake loan and the "collateral" is then seized. This is similar to 
how the drug cartels laundered money in the 1980's. 

66 Schmidt-Haeuer, "Isotopes From The Preserving Jar," JPRS, p. 9-11. 

67 A.L. Initialed Report, "Weapons Grade Plutonium Impounded in Weichs," JPRS, 

p. 6-8. 
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Additional Brief Examples . 

-From 1991 to 1992 an employee of the Podoslk Research Institute near Moscow 
systematically stole 45-percent enriched uranium 235, by using small deviations on a scale. 
He compiled 1 5kg on his balcony. 70 

-In 1992, three men were arrested in Ishevsk, who wanted to sell uranium rods 
weighing 140kg altogether. After their arrest the nuclear fuels site that they worked at in 
Glasov (Udermurtia), was inventoried, the results indicated that 300 plus kg of uranium 
was missing. 71 

-On October 29, 1993 in block III of Chernobyl, it was discovered that 123 grams 
of fuel were missing. 72 

The list of incidences is too great to cover in its entirety here, please refer to 
appendix A, for further examples and documentation. 

The materials seized and thus available on the international market include the 
following; weapons grade plutonium, highly enriched uranium, cesium-173, cobalt-60, 
stronium-90, and even a new substance called "Red Mercury, a yield enhancing material." 
Lastly, complete and functioning warheads are possibly being offered for sale. 73 


69 Even more startling are the claims of army Special Forces Sgt. 1st class (Ret.) 
Keith Idema, made in an interview with Jim Morris. Mr. Idema was working as a security 
advisor in Lithuania in the early 1990's, and through his contacts in the Lithuanian police 
learned that they had arrested former Soviet GRU agents for attempting to sell SADM's 
(Special Atomic Demolition Munitions, i.e., backpack nukes). The bad news was that this 
had been the third shipment of four, Mr. Idema's sources indicated that four had probably 
gone to Iraq, the others to parts unknown. 

70 Peter Scherer, "Illegal Dealings in Nuclear Material Soaring," from DIE WELT, in 
Proliferation Issues. Germany . JPRS-TND-94-006-L, 20 April 1994, p. 2 

71 Ibid. 

72 David Hearst, "Ukraine Facing Damning Report on Nuclear Safety," from The 
Guardian, in Daily Report Russia. FBIS-SOV-94-088-A, 21 April 1994, p. 4. 

73 Darrin Goodsir, "Customs to Maintain Trade in Nuclear, Strategic Commodities," 
from South China Morning Post, in Proliferation Issues East Asia . JPRS-TND-94-016, 8 
August 1994 p. 2. 
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It is not that difficult to move these materials. Artillery pieces (shells) are small 
enough to be transported by one individual. Legitimate sellers have been arrested in 
Germany, Turkey, Ukraine, the Baltic states, Hong Kong, Macao, Poland, and Spain. 74 
The Hesse Office of Criminal Investigations (LKA) has reported a marked increase in 
illegal trafficking. Three incidents of fissile material smuggling were reported in 1991, nine 
in 1992, and thirty in 1993. From January 1992 until early 1995, close to 300 incidents of 
nuclear trafficking were reported from all over Germany to the Federal Office of Criminal 
Investigations. According to German sources, the smuggling seems to be dominated by 
Russians, Chechins, Poles, and Czechs. 75 The "hot" material is frequently smuggled into 
Germany by way of the Baltic States, Poland, and southeastern European countries. There 
are even reports of material arriving from Siberia aboard military transport aircraft. 76 It 
appears that the network, market, and availability of nuclear are large. The enforcement 
agencies in Russia and the other inheritor states do not appear to be capable of containing 
this serious nuclear threat. 

Conclusion 

The evidence is compelling. There are, in fact, highly organized, extensive in 
scope and power, criminal elements actively operating inside Russia. They are involved in 
all arenas of commerce and government. They are taking any means and course necessary 
to increase their income and one would be terribly naive to believe that they would avoid 
the high profit potential of selling nuclear materials on the open market. There is also 
ample evidence that private individuals are attempting to do the same, although a bit more 
ineptly. These materials are there for the taking, access is not that limited, and as has been 
discussed, once in possession, transportation out of the country is simple. 

The assumption of massive expense that was at one time associated with the 
acquisition of nuclear materials is quite possibly no longer present. In all documented 
cases, individual material right up to weapons have been reasonably priced, from a few 


Ibid. 

Scherer, "Illegal Dealing in Nuclear Material Soaring," JPRS, p. 2. 
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hundred dollars to a few million. Opposing arguments ignore this significant evidence and 
thus deny an extremely dangerous new proliferation threat. 

With no political agenda, except that of profit, how does one identify future 
sources of nuclear materials. How does one stop nations from seeking weapons when it 
may be easier to acquire weapons than ever before? Even when the world had earmarked 
Iraq and North Korea as states that might seek nuclear weapons in the future, it was still 
surprised by the extent and size of their nuclear programs. Nations that desire nuclear 
weapons may now have access to a ready source of fissile materials provided by organized 
criminals. This could pose a balance of power shift on a monumental scale. The success 
of one group, either a nation-state or sub-state actor, could result in a cataclysmic event. 





IV 


This chapter builds on the previous chapter's discussion of the criminal element by 
explaining the ease of which nuclear materials could be moved internationally. 
Specifically, the open borders of the Russian Federation tie in directly to the means used 
by organized crime to transport and smuggle their goods between Russia and the rest of 
the world. The porous borders also present a major problem for the current 
nonproliferation regim, because programs such as export controls often assume effective 
management of the border regions to ensure proper policy implementation. This chapter 
will demonstrate how porous borders, particularly in Central Asia, are opening up Russia's 
highly sophisticated nuclear and space technologies to the black markets of Europe and 
the rest of the world. 

A. BORDERS AND SMUGGLING 

The borders of the Russian Federation are vast and difficult to guard and monitor. 
The transfer of materials and goods range from agricultural products, to strategic minerals 
and military hardware, to technology and knowledge. Realistically, some of this trading is 
illegal and occurs virtually unchecked by government authority. Of concern to this thesis 
is the smuggling of nuclear materials and related technologies. To better understand the 
comprehensive problems associated with Russia's porous borders, we can examine specific 
areas where smuggling is known to take place and is becoming a great concern to the 
international community. 

Most of the attention and investigation into nuclear smuggling is focusing on the 
Baltic regions and the countries of Eastern Europe. The Baltic countries, specifically 
Estonia, are widely accepted as being the central place for thriving legal and illegal trading 
practices. Located near many of the industrial regions of Russia and connected by vast 
rail and road systems, every conceivable "commodity" passes through the ports and 
borders of the Baltic states. Trade between Russia and Europe pass through this area and 
are increasing at astounding rates. The ports and merchant sections are controlled almost 
entirely by the organized crime elements discussed in Chapter Two. Many of these group 
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members are former Russian soldiers who remained here after leaving Soviet-Russian 
military service. 77 Nuclear materials recovered in Germany last year are believed to have 
passed through the Baltic region and originated in Russian nuclear facilities. Countries 
such as the Czech Republic, Romania, and even Turkey have also made arrests in 
conjunction with significant quality nuclear materials. 

If one were to study a world map, the correlation between where these "nuclear" 
arrests are being made and the major industrial-trading centers of Europe becomes visible. 
Germany is renowned for its industrial and technical infrastructure. Prague is flooded by 
foreigners and international entrepreneurs. Bucharest and Constanta offer cheap and 
extensive transportation complexes built up under the Soviet era. 78 Istanbul is, and has 
been for centuries, the crossroads for trade between Asia, Europe, and Russia. Trading 
routes of the past remain today. Although the nature of the traffic may have shifted from 
silk and spices to narcotics and immigration, the basic premise still exists: commodities 
and technologies transferred happen because there are profits to be made from supply and 
demand. For anyone, especially the nonproliferation regime, to assume today that nuclear 
materials and related technologies are magically excluded from such economic forces is 
both naive and dangerous. 

B. THE STANS 

The region that requires greater attention, and is often ignored, is the southern 
border of Russia and the countries of Central Asia. The area contains enormous resources 
related to nuclear weapons and other WMD. Bathing this area also are the chaotic waters 
of economic and political degradation. With industrial production down over fifty percent 
from the days of Soviet domination, the World Bank estimates unemployment rates in 


77 WilliamE. Schmidt, "Latvia's Worry: What to do With All Its Russians,” New 
York Times. 1 March 1994, p. A3. 

78 Having traveled to Romania, the port of Constanta is very modem and immense. 

It is the fourth largest port in the World and is a virtual ghost-town looking for any type of 
shipping business 
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Central Asia run at thirty-five percent, while real wages have fallen up to sixty percent 
since 1991. 79 

The concern most often sited when referring to Central Asia is the increasing drug 
production and trafficking taking place. Fueled by poor economic conditions, the 
production and trafficking (and use) of opium and heroin amount to thousands of tons per 
year, providing a valuable "cash crop" for local economies. The real extent of these 
operations is not known, but regional and international officials present a dismal picture 
that is only getting worse. Although some countries have stiff penalties for apprehended 
drug dealers, like Uzbekistan's death penalty, local smugglers and police officials admit 
that "only the fools and the small fry get caught." 80 If the death penalty does not deter 
drug smugglers, then how will export controls deter nuclear smugglers. 

The problem extends over a region that is roughly twice the size of Europe, where 
border controls are among the worst in the world. "Most cars pass between Uzbekistan, 
Tajikistan, Kyrgyzstan and, in the north, Kazakhstan, without incident or inspection. 
Some frontiers simply have stop signs.” 81 Despite attempts at replacing or retraining 
border guards, the economic reality of the situation (as discussed in Chapter II) often 
overpowers the idea of stopping the drug trade. First, considering the value of narcotics 
to local economies, it is hard to convince local authorities to cut off this source of income 
to their people. Second, bribes to border authorities, who earn approximately $45 per 
month in pay, can reach a minimum of $200 per vehicle. The only vehicles inspected are 
those who cannot afford the bribe. 82 As seen elsewhere in the NIS, the incentive for 
personal profit outweighs that of moral duty. Without a strong concept of moral duty, 
there can be no legitimate enforcement of order. 


Michael Specter, "Opium Finds Its Silk Road In Chaos of Central Asia," New 
Times . 2 May 1995, p. A4. 
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The Russian government, already strapped for cash, is trying to help the situation 
as best it can. In Turkmenistan, Russia has increased its presence along the 
Turkmen-Iran- Afghanistan frontier by placing more officers in charge of border units. The 
Soviet collapse left this border, all 2,472 km, with thirteen trained Turkmen officers to 
watch over it. Russian presence here is intended to help train more Turkmen officers and 
to eventually withdraw. Even with Russia's assistance, the border units remain 
undermanned. 83 Increasing CTR funds for border guard salaries may be a short-term 
solution, but smugglers will still be able to pay the bribes that allow their wares to pass. 

Trade between Iran and Turkmenistan is steadily increasing and seven border 
crossing have been established. In fact, Iran is building its trade ties with almost of 
countries in this region as well as the Caucasus. With border guards underpaid, or 
sometimes not paid, their susceptibility to bribes is a critical factor in the ever increasing 
area of smuggling. Drugs and arms flow almost freely through border crossings as well as 
the numerous non-guarded mountain passes and the Caspian Sea. 84 

All across Central Asia narcotics, and weapons, are transported using almost every 
conceivable means of transportation. Official Russian trucks are driven by Tajik drivers so 
that plausible denial can be used if something goes wrong. Russian border officials will 
use their helicopters to deliver opium for those who have enough cash. Even small, 
private planes and commercial airlines are used for trafficking. 85 

The information presented here lays the groundwork for a potentially greater 
problem. Consider this region and overlap: (1) the opium production and trade areas; and 
(2) the nuclear production and storage facilities. This has been done on the maps in 
Appendix B. What is presented now is the recipe for potential disaster, if it has not 
already happened. In Eastern Kazakhstan, opium production fields lay close to and south 
of: (1) the SS-18 ICBM base at Zhangiz-Tobe; (2) the huge LEU production plant, 

83 "Border Troops Chief Views Russia-Turkmensitan Military," from 
NEZAVISIMAYA GAZETA, in JPRS Report Central Eurasia. JPRS-UMA-95-003. 13 
January 1995, p. 1-3. 
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85 Specter, "Opium Finds Its Silk Road," p. A4. 
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Ulbinsky Metallurgy, at Ust-Kamenogorsk; (3) the Baikal Nuclear Test Facility at 
Semipalatinsk; and (4) Kurchatov, the site of possible nuclear weapons assembly plant. 
Further north, in Russia, there are the nuclear facilities in Altay, Novosibirsk, Tomsk, and 
Krasnoyarsk. In central Kazakhstan, opium production fields are positioned east of the 
Baikonur space and missile test complex. To the north of this region lie the SS-18 ICBM 
base at Derzhavinsk and the uranium mining facility at Stepnogorsk. North of this region, 
in Russia, there is the vast nuclear facilities in Orenburg, Chelyabinsk, and Sverslovsk. 
Finally, in western Kazakhstan, there exists a fast breeder reactor and uranium mining site 
near Aktau on the Caspian Sea. 

C. SPACE PROGRAM 

The Russian space program is another potential source of concern for WMD 
technology proliferation. The home of the program is base at Baikonur Space Center, 
Kazakhstan. Once a crown symbol of Soviet (and Russian) power, the space agency is 
dwindling away Due to lack of fiinding, many of national space programs are being put 
on hold or terminated. Work of thirty-four of seventy projects has halted, and funding for 
1994 programs amounted to less than ten percent of 1989 levels. The 1995 budget is 
under $300 million, compared to NASA's $14 billion. As a result, officials plan to send 
25,000 of the 40,000 space employees back to Russia in the next year. Many of the 
engineers have already fled and many others would leave if given a viable opportunity. 
Leninsk, the town that supports the Baikonur facility, has seen its population drop by one 
half, to 50,000, over the past three years. The threat of proliferation coming from this 
area is that of heavy-lift rocket technology that could be applied to the delivery of WMD. 
As stated by Russian officials, the population of Leninsk "would drop more if people here 
had any place else to go." 86 

As demonstrated by the discussions on Russia's "Brain Drain" in Chapter III, as 
well as porous borders which help promote a vigorous smuggling empire throughout 
Central Asia, one can see the danger of technology and scientific transfer into regions 

86 Michael Specter, "Bleak Times Where Sputniks Once Soared," New York Times . 
21 March 1995, p.Bll. 
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desiring advanced missile and ICBM capabilities. From neighboring countries like 
Pakistan, India, Iran, and Iraq, to far away countries (tied together through diplomatic and 
underworld channels) in Latin America and East Asia, the demand for advanced lift 
technologies are real and should not be ignored. 

The combination of poor economic conditions, an expanding drug and organized 
criminal element, and the close proximity to some of the most advanced nuclear and space 
technology, personnel and material in the world, make Central Asia a proliferation 
warehouse. The centers for the drug trade in Osh, Tashkent, and Samarkand are all within 
a day's drive to most of the Central Asia region and across easily penetrable borders. 87 

The implicit scenario drawn from the this milieu is a chilling one. In the immediate 
region, we have numerous countries and factions desiring nuclear and ballistic missile 
technologies. Take your pick from the usual suspects of Iran, Iraq, Pakistan, India, and 
even China. However, if you look at the extent of the drug trade and the connections to 
cartels in Europe, Latin America, 88 Asia, and yes, the United States (the world's leading 
consumer of heroin) 89 , the potential for undetected nuclear proliferation is very real. The 
money exists, the supply and demand exist, and the means exist. This is something not 
addressed by current nonproliferation programs. 

Finally, CTR funding to Kazakhstan has been sparse. Money for the MC&A, 
export controls, and other ways to get the least bit grasp on the nuclear industry of this 
troubled region remain mostly on paper. Despite Project Sapphire the greater extent of 
the nuclear issue remains unattended. It is an issue growing out of control and may very 
well be beyond traditional solutions offered by policy makers and the nonproliferation 
regime advocates. 


87 Ibid. 

88 "Paper Analyzes Drug Smuggling Routes," from DAGENSNYHETER, in JPRS 
Report International Affairs. JPRS-TDD-95-003-L, 26 November 1994, p. 1-3. 

89 Specter, "Opium Finds Its Silk Road," p. A4. 


38 



V 

This thesis is not about the nonproliferation regime and it will not discuss the 
regimes numerous programs in detail. This chapter furnishes a brief description of what 
the nonproliferation regime represents and what it has been intended to achieve. The Bank 
of Credit and Commerce International case study, included in the chapter provide an 
excellent example of the ways a non-state entity may be able to circumvent many of the 
nonproliferation regime detection and deterrent policies. 

A. THE NONPROLIFERATION REGIME 

The nonproliferation regime is not one program or policy, it is composed of 
numerous treaties, accords, and enforcement agencies. The nonproliferation regime is an 
entity or institution similar to the British Constitution, no one document or accord 
provides for all of the regime's functioning parts. With the British Constitution it is the 
Magna Carta and the Aristocracy class, that the rest of the Constitutional frame-work 
evolved from and now revolves around. 90 The nonproliferation regime also receives its 
focus from two major fixtures. The Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT), and the International Atomic Energy Agency (IAEA). The NPT is the soul of the 
nonproliferation regime, while the IAEA acts as the regime's primary regulatory arm. The 
NPT, which was signed in 1970, and IAEA represent the apexes of the world communities 
search for a solution to the threat posed by the proliferation of nuclear weapons. 

The NPT and IAEA are not the only significant programs of the nonproliferation 
regime. For instance, beginning in 1974, a series of laws required that unclassified nuclear 
information be withheld from sensitive nations when, in the judgment of experts, it could 
help those nations produce nuclear weapons. The Atomic Energy act places controls over 
data that would assist in weapons production or acquisition. The Nuclear 
Non-Proliferation act does the same. The export Administration Act specifically calls for 


90 Dudley Julius Medley, A Students Manuel of English Constitutional History 
(London, Simpkin, Marshall, Hamilton, and Kent & CO., 1907), 33-40. 
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safeguards against the transfer of even unclassified technologies of any type, that might 
significantly contribute to the conventional or nuclear posture of other nations. 91 

The successful control of dual-use technologies has also been a major member of 
the nonproliferation regime. Dual-use technologies would be anything that possesses a 
benign function, but also could be legitimately used to facilitate nuclear weapons 
programs. The actual concept is simple. The Pershing missile contains 250,000 separate 
parts. One does not need to control all 250,000 parts, just many of the primary ones 
necessary for the weapon to function. On a Pershing missile this would include the ablative 
nose cone, electronic stage separators, pumps, and navigation hardware. This is not an 
inclusive list but presents the general idea behind this concept. 92 

The various programs and accords the make up the nonproliferation regime 
originated as dialogue between nations in the international arena. These discussions took 
place in the United Nations (UN), regional forums, and between bi-lateral super-powers. 
The focus in the international arena is upon nation-state actors. Countries negotiate and 
sign treaties as a nation and then act in concert to fulfill their respective treaty obligations, 
at least this is the theory. When sub-state actors become involved in the international 
environment, again the world community looks to state actors to address the situation. In 
the example of terrorism, nations know that they can expect reprisals, loss of financial and 
military aid if they allow or support terrorist groups internationally. Countries such as 
Jordan, Syria, and recently Libya have forced the terrorist groups that once operated 
within their borders to stop operations or have forced these groups to flee to safer venues. 

A major assumption made by this thesis is that Russia and the other inheritor states 
due to the current problems will have a very difficult time effectively managing and 
enforcing many, if not all aspects of the nonproliferation regime. Russia today is having 
difficulty keeping the water running and the electricity on in Moscow, let alone being able 
to adequately monitoring its borders. The nonproliferation regime has many great 
programs for denying nuclear materials and making it considerably difficult for nations to 
attain nuclear weapons. What needs to be addressed is how to bring a nation back up to a 

91 Windrem and Burrows, Critical Mass. 188-189. 
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level where it can again adequately follow these programs. As Kathleen Bailey notes, "any 
nation with enough money and dedication can build a nuclear arsenal. And if a nation 
studies the lessons of how other countries (e g., Israel, India, South Africa, Iraq, and 
North Korea) have gone about hiding their programs. . . it may even be possible to build a 
secret arsenal." 93 We concur with this assessment, and when added to the current situation 
in Russia and the other inheritor states, it may now be even easier to cheat. In the past it 
was believed that non-state actors could not gain control of any type of nuclear weapons 
materials because the magnitude of the system prevented it. We have shown this to be an 
incorrect assumption after the collapse of the Soviet Union. 

B. ILLICIT NUCLEAR PROLIFERATION BY NON-STATE ACTORS 
UNDER THE NPT AND IAEA SAFEGUARD REGIME 

1. The Bank of Credit and Commerce International 

The Bank of Credit and Commerce International (BCCI), was founded in 1972 by 
a Pakistani businessman named Agha Hasan Abedi. It began supposedly to be Islam's entry 
into the world of international banking. She was to rival Bank of America, Chase 
Manhattan, Lloyd's of London, Barclays, and the German Deutsche Bundesbank. 94 What 
they turned out to be was a nefarious international institution that left death, destruction, 
and financial ruin in their wake. 

BCCI acted as a secret international cash transmission network for what may have 
been thousands of illegal and gray transactions involving drug trafficking, conventional 
arms and technologies transfers, and money laundering. Most significantly they provided 
the transfer of funds and acted as brokers for the movement of nuclear materials to Iraq, 
Argentina, Libya, and Pakistan. 95 

93 Kathleen Bailey, "Problems Facing Nuclear Disarmament," Paper presented at 
"The Nuclear Nonproliferation Treaty: Review and Extension," Lawrence Livermore 
Laboratory, 19-20 July 1994. 

94 Burrows and Windrem, Critical Mass. 142-143. 

95 Hearings Before the Subcommittee on Terrorism, Narcotics, and International 
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BCCI through the 1970's, 1980's, and early 1990's operated illegally in many 
forums with impunity from treaties and laws such as the NPT, IAEA safeguards, and 
National and International Banking Regulations. BCCI was not a small shadow 
organization, it was high visibility and high finance. They possessed between 20 and 30 
billion dollars in assets, employed more than 12,000 people from 83 different countries, 
with over 400 branch offices in at least 70 nations including America, Switzerland, 
Columbia, Pakistan, England, the Cayman Islands, Iran, Nambia Nigeria, South Africa, 
South Korea, Hong Kong and a host of others. Bank of America had been an initial 
investor; they acquired Independence Bank in Encino, California, Central Savings in 
Miami, Florida, and National Bank of Georgia in Atlanta, Georgia, all illegally. 96 They held 
accounts for Manuel Noriega, the Columbian Drug Cartels, Daniel Ortega, Abu Nidal, 
Ferdinand Marcos, and Saddam Hussein. 97 The U.S. Central Intelligence Agency (CIA) 
and British Intelligence had accounts with BCCI, as did Adnan Khashoggi, the millionaire 
Arab arms dealer. 98 The bank maintained a 1,500 member intelligence and enforcement 
branch head quartered in Karachi. 99 It would pay bribes, head off potentially dangerous 
investigations, transfer weapons, and if necessary kill people. 100 They also channeled 
money for the National Security Council (NSC) to the Nicaraguan rebels. 101 

Operations of the Committee on Foriegn Relations, The BCCI Affair. (Washington, U.S. 
Government Printing Office, 1992) Sen. John F. Kerry, Chairman. This is a five volume 
record of almost 3,000 pages of testimony beginning on 1 August 1991 and concluding 
after intermittent breaks on 14 May 1992. vol. 1,2-67. 

96 Mark Potts, Nicholas Kochan, and Robert Whittington, Dirty Money. BCCI: The 
Inside Story of the World’s Dirtiest Bank (Washington D C., National Press Book, 1992), 
9-25. 

97 James Ring Adams, and Douglas Frantz, A Full Service Bank. How BCCI Stole 
Billions Around the World (New York, Pocket Books, 1992), 3-9. 

98 Kerry, The BCCI Affair, vol. 1, 27-31, vol. 2, 421 -474. 

99 Burrows and Windrem, Critical Mass. 143-145. 

m Kerry, The BCCI Affair, vol. 253-254. See Appendix G, for further documents. 

101 Adams and Franz, A Full Service Bank. 189-190. 
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All this was done a few steps ahead of the law and auditors like Price Waterhouse, 
which gave the bank multiple clean bills of health. In all fairness though, the bank had as 
friends and supporters the likes of former president Jimmy Carter, Secretary-general of the 
UN Javier Perez de Cuellar, former ambassador to the UN Andrew Young, Carter loyalist 
Burt Lance, and had donated funds to the Bush election campaign, to name a few. 102 None 
of these gentlemen had anything to do with the banks illegal activities. They were used as 
cover, credibility, and legitimacy. 

Keeping close tabs on a multi-national corporation like BCCI is an extremely 
difficult task in part because in the United States alone, over the two financial wire 
clearing systems, the CHIPS and the Fed Wire . . . at least 1.3 TRILLION dollars a day 
moves through the system! Nobody knows where this money comes from and a lot of the 
time no one knows where it is going. 103 Internationally the system is just too difficult to 
track. With 10's of thousands of commercial shipping vessels, each with hundreds of cargo 
containers on board, moving daily, no customs agency could be expected to catch all or 
most of the drugs, weapons, or nuclear contraband being moved. This is exactly how 
BCCI was able to operate, and this is how smugglers continue to operate today. 

BCCI moved large weapons and huge amounts of narcotics illegally all over the 
world without getting caught, and assisted terrorists to do the same (see Appendix C). 104 
But what is most significant here is that BCCI assisted several nations in the quest for 
nuclear weapons and are the ones most responsible for Pakistani's successful nuclear 
program. Senator Kerry's investigation also indicates that the bank assisted terrorist 
groups in acquiring the same nuclear materials as the nation-states involved. 105 In 1983, 


102 Potts, Kochan, and Whittington, Dirty Money, 14-15. 

103 Kerry, The BCCI Affair, vol. 3, 51-54. 

104 Ibid., vol. 2, 6-117. Appendix C includes evidence given to the Senate 
Subcommittee, showing several illicit arms transfers including Centurion Tanks, and F-86 
Saber Jets. 

105 Ibid., vol. 1,248-250. 
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Dr. A.Q. Khan stole plans for a uranium enrichment factory from the Netherlands, and this 
plant was later built in Pakistan. BCCI paid for his legal defense, they also got him safely 
out of the country prior to arrest. BCCI financed the attempted illegal purchase of high 
speed nuclear triggers for implosion devices. In 1987 they were caught attempting to 
purchase 50,000 pounds of maranging steel C-350. This is a very high strength steel used 
in centrifuges. Berillium, a yield enhancing substance was also unsuccessfully purchased 
illegally. These are a few of the only semi-successful and failed attempts, Senator Kerry's 
investigation though led to the conclusion that BCCI was a major contributor to Pakistan's 
successful nuclear weapons program. 106 

The BCCI scandal is a prime example of an organization with little or no political 
or moral agenda easily circumventing existing legal barriers to almost all international 
criminal activities, up to and including the spread of nuclear weapons technologies. 

Score Card of International Non-Proliferation's Successes 

This example shows that these programs have difficulty addressing what can be 
done by a sub-state multi-national organization intent upon proliferating nuclear weapons 
technology. They are not even looked at by the proper controlling agencies. What was not 
discussed here were the other successful nuclear proliferation cases that took place while 
these treaties and aggreements were enforce. India, and its "peaceful" detonation, have 
now aimed these same "peaceful" weapons at Pakistan. Pakistan may now have weapons 
aimed at India. Israel, Iraq, South Africa, and North Korea have succesfiilly entered into 
the nuclear arena. 

Briefly what the above case indicates is that many of the proliferation myths 
believed do not apply in today's world. These countries did not have the huge 


106 Ibid., vol. 1, vol. 2, vol. 3, and vol. 5. 

Burrows and Windrem, Critical Mass . 145-154. The Congressional 
sub-committees findings show that BCCI was from its inspection a major player in 
obtaining an Arab nuclear bomb. They bought and sold anything and everything, some of 
the evidence appears in appendix C. The BCCI web is so large that everything it was 
involved in may never be known, but the fact that it dealt with every major Arab nation 
that desired nuclear weapons technology, as well as with Argentina, Libya, and North 
Korea, one can only speculate at how greatly nuclear materials were disseminated in these 
regions. 
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technological, science, and industrial super-structures that were believed to be necessary 
to produce nuclear weapons. Except for Iraq, they did not have the financial wherewithal 
and depth to support an expensive program. And they were not adverse to the moral and 
political pressure the world places upon proliferators. As a result the following also 
occurred. 

North Korea, has been a poor, isolated, and technologically backward nation since 
the 1950's, yet they successfully went nuclear, and now can bring the collective world to 
the negotiation table. Then there are the new nuclear nations by default, Belarus, Ukraine, 
and Kazakhstan, who were created because of the collapse of the Soviet Union. They 
appear to be falling in line but what about all their weapons and materials. With no 
accurate measures or controls it can never be known for certain if they have spread 
weapons elsewhere. 

The Japanese admitted to possessing the capability of being able to assemble 
defensive nuclear weapons on very short notice. It is unknown if this is hours, days, or 
weeks. Regardless then of their current NPT adherence, they must be considered as 
"virtual proliferators" and when national interest dictates they will become actual 
proliferators. It must then be believed other technologically advanced nations possess a 
similar capability. For instance, Germany currently possesses all the required technologies, 
tools, and materials to build weapons. Currently, today both Argentina and Brazil have at 
least publicly backed away from their pursuit of nuclear weapons. But that was not due to 
worlds nonproliferation regime, it was due to the United States stepping into their 
recurring crises situations in South America and dictating that we would not allow them to 
go nuclear against each other, or else they might face a real nuclear power. 

This should not be construed as a diatribe against international non-proliferation 
programs, and the regime itself but rather examples of their periodic shortfalls. No 
program could be perfect in an environment where each nation has their own perception of 
threats real, or otherwise. A nation will do what is in its best interest to survive 
internationally. This has never been more true recently with the end of the Cold War and 
the draw down of the U.S. war machine. Regionally now, nations will be looking inward 
for security because the USSR and United States will not rush in and jockey for power or 


45 





try to support every regime that needs it, for example the Chomoro Islands, Liberia, 
Rwanda, Somalia, or Bosnia-Herzegovina. As a result regional conflicts will be solved 
much more locally. This could increase the international demand for nuclear weapons and 
even if not, the following still remains true, that Iran, Iraq, North Korea, Taiwan, India, 
Pakistan, Libya, Angola, Israel, Saudi Arabia, the UAE, Ukraine, and others will choose 
to keep the weapons they already possess, build more, or attempt to acquire a nuclear 
capability. With the collapse of the Soviet Union these capabilities and technologies are 
currently much easier to obtain, as explained in the followind two chapters. 

Since WMD were used in the Tokyo subway attacks and terrorists have struck 
here in the United States multiple times, it would be wrong to assume that these types of 
organizations would be adverse to the use, sale, and movement of nuclear devices and 
materials in the future. Thus they must also be viewed as both a legitimate threat and 
market place for these materials as well. 
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VI 


This section of the thesis addresses Russian and American assessments of the new 
proliferation threat posed by the Soviet collapse. It displays the inadequacy of Russia's 
internal nuclear control measures and outline why Russian nuclear experts believe that 
international nonproliferation programs do not effectively help restrain what they see as 
the new proliferation threat. 


A. REGULATION OF THE NUCLEAR INDUSTRY 

The Russian Federation has the agencies in place for the control and safety of their 
nuclear industry. One key element that is missing is a clear national policy that will 
delineate the legislative and administrative responsibilities between the agencies. The 
three main safety bodies are the Ministry of Atomic Energy (Minatom), the Sanitary and 
Epidemiological Authority (Goskomsanepidnadzor), and the Federal Nuclear and 
Radiation Safety Authority (Gosatomnadzor or GAN). Presidential Instructions 137 
(1991), 283(1992), and 636(1993), establish GAN as the overriding authority for nuclear 
safety of all civilian and military nuclear industries. The decisions of GAN are binding on 
"all state management agencies, companies, organizations and military divisions located 
on Russian Federation territory, irrespective of such bodies' affiliations or form of 
ownership, and also upon officials and citizens." 107 

The present system by which GAN carries out its duties is based on the old Soviet 
system of safety regulations and standards. One of GANs primary goals is the 
transformation of this system into a modem, legally based structure that will set nuclear 
safety standards on a solid national basis. GAN currently oversees greater than thirteen 
thousand facilities that are considered radiological dangerous. These facilities belong to 

107 A. T. Gutsalov, "Regulating Nuclear and Radiation Safety in Russia: Where do we 
Stand and What are the Issues?" trans. Catherine Boyle (Paper presented at the 
Symposium on Nuclear Safety in the NIS, Monterey Inst, of International Studies, 
Monterey, 12-13 April 1994), 1-6. 
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Minatom, the Ministries of Defense and Transportation, the State Committee on the 
Defense Industry, and all businesses of radioactive substances such as the Kurchatov 
Institute. 108 

The sticking points to legitimately establishing GAN as the safety authority in 
Russian have been the lack of legislative and political support, and financial backing. In a 
society where law is something of an anomaly and political infighting and stubbornness is 
an established art form, GAN has been plagued by its inability to create a credible and 
authoritative standing. Lack of funds has cut down on its ability to staff inspection teams 
and administrative support structures to carry out proper nuclear safety enforcement. 

The major opponents that GAN must battle with are the Ministry of Defense, 
Minatom, and the Federal Counterintelligence Service. The three agencies are 
well-entrenched bureaucracies that are defending the old Soviet system quite faithfully. 
One could apply organizational theory here and say that these agencies are fighting for 
their existence and way of livelihood. Their refusal to admit that major problems exist 
within the nuclear safety field may cause serious short and long term damage to security of 
Russia and the world. 

It is estimated that 170 tons of military and civilian plutonium and 1000 tons of 
highly enriched uranium (HEU) exist in Russia. Officials at Minatom publicly deny that 
there are any security problems surrounding this material or any other nuclear materials. 109 
They describe their system as being as tight as any bank vault and the world need not 
concern itself over the theft of plutonium and uranium. However, nuclear specialists both 
inside and outside Russia see this nuclear bank as more of a nuclear bazaar. 110 

Minatom is a huge bureaucracy with approximately one million employees. 111 Its 
accounting and control procedures for nuclear stockpiles are fragmented and in need of 

108 Ibid., p. 6-7. 

109 Gordon, "Russian Controls on Bomb Material Leaky," New York Times , p. Al. 

110 Nelan, "Formula For Terror," p. 49. 

11 ' Matthew L. Wald, Michael R. Gordon, "Russia Treasures Plutonium, But U S. 
Wants to Destroy It," New York Times. 19 August 1994, p. A6. 



major modernization. Inspections and detailed measurements of existing stocks are rarely 
conducted and each nuclear institution is virtually responsible for their own stock 
accounts. Yevgeny Velikav, director of the Kurchatov Institute in Moscow, states that 
Minatom's security system can be portrayed as national, but in reality it does not exist. 
Plutonium and HEU storage areas are scattered widely between military bases and less 
protected research facilities and power plants. Yuri Vishevsky, director of GAN, feels 
that order and discipline must be regained in stockpile accountability and adds, 
"Unfortunately today, there are too many possessors of nuclear material. We need to find 
out who possesses nuclear materials and get them to carry out an inventory." 112 

Seizures of weapons-grade plutonium and HEU in Germany this summer have 
placed international attention on Russia's nuclear security. A. Dyakov, head of the 
Moscow Center for Arms Control, Energy, and Environment stated that no one really 
knows how much plutonium and uranium are produced in civilian reactors. He defends 
his country's position, however, by saying that this is not unique to Russia. "In the entire 
world there are no exact figures, just estimates." 113 Whatever validity this statement holds 
is a matter of conjecture, but it is arguments such as these that come out of every comer 
of the status quo nuclear community in Russia. 

Aleksandr Mikhaylov of the Russian Federal Counterintelligence Service admitted 
in June 1994 that some radioactive material may have been smuggled out in the past, but 
added that this no longer occurs. As for plutonium and uranium, none has ever been 
smuggled out. The Federal Bureau of Investigations and other Western intelligence 
agencies have failed to produce evidence of leakage of nuclear weapons components. The 
Service also released that in 1993 all attempts by foreign secret service agencies (including 
North Korea's) to recruit scientists or extract nuclear information and technology had been 
thwarted. He concluded by saying media claims that Russia had lost control of its nuclear 
industry "are aimed at preparing public opinion in the West for the idea of establishing 


112 Gordon, "Russian Controls on Bomb Material Leaky,” p. A1. 

113 "Russian Physicist Interviewed on Plutonium Theft," from DIE WOCHE, in Daih 
Report Germany. FBIS-WEU-94-118, 16 June 1994, p.l. 


49 




political control over Russia's nuclear weapons." 114 If this sounds like Cold War rhetoric, 
keep in mind that the Federal Counterintelligence Service used to be the domestic side of 
the KGB. 

G. Kaurov of Minatom and Interior Minister V. Yerin share a similar view. Their 
feelings are that journalists are creating all the fantasies about uranium and plutonium 
smuggling. No one, they say, can prove that any of these materials come from Russia, and 
there have been no reported thefts of these material inside Russia. 115 The blind nature of 
these statements compared to the facts surrounding numerous arrests, both inside and 
outside Russian, plus testimonies given by scientists inside the nuclear industry, is self 
evident. Yerin's first deputy, M. Yegorev, contradicted his boss the same day by saying 
that his organization has investigated over seventy criminal offenses involving radioactive 
materials in the past one and half years. 116 

Similar routines were displayed again in August when weapons-grade plutonium 
and HEU showed up in Germany. Despite preliminary analysis that practically identifies 
one of three sites in Russia, Minatom and Counterintelligence kept up their statements of 
denial. Kaurov called attacks on Russia's nuclear safety as "a campaign of provocation." 117 
Following the Munich seizure. President Yeltsin established a commission to monitor the 
nonproliferation of radioactive elements and nuclear weapons, and placed Stephin 
Stepashin as overseer of the project. As good as this sounds, Stepashin is the current head 
of the Federal Counterintelligence Service and is an outspoken opponent of GAN and 
western media. After his meeting with Germany's Bernard Schmidbauer in late August, 
Stepashin held a news conference. He announced that the two countries would cooperate 


114 "Counterintelligence Chief Denies Leak of Nuclear Components," from 

ITAR-TASS, in Daily Report Russia International Affairs. FBIS-SOV-94-120, 22 June 
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in the future to combat nuclear smuggling. He also used the opportunity to skillfully 
spread the responsibility of preventing the proliferation of all radioactive materials onto 
the international community — all countries should "create international guarantees 
for... non-proliferation. 18 

Stuck in the middle of all this turmoil is GAN. The agency which, by presidential 
instructions, is to have top priority in regulating Russia's nuclear institutions is caught in a 
battle to establish its credibility and legitimacy. Defense Minister Grachev and Minatom's 
Mikhailov have been fighting at all levels to limit the regulatory agency's power to oversee 
their facilities. GAN officials, though empowered on paper, say they lack the legislative 
backing in Parliament. Funding for equipment and personnel are scarce. The path toward 
a truly national regulatory system is off to a rough start. 119 

Further complicating the establishment of GAN is Russia's historical void of any 
legal foundation. The USSR was not a state that was founded and maintained based a 
system of laws. The atomic industry is not exempt from this legal vacuum. Many of the 
problems that nuclear regulatory agencies face stem from the lack of any grasp of atomic 
law. The USSR had no atomic law to regulate the industry, using instead an enormous 
administrative structure (those of Minatom and the Ministry of Defense) which issued 
orders and instructions from a centralized government. This issue is one of the major road 
blocks slowing down the development of a national regulatory system for nuclear 
security. 120 
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PHYSICAL SECURITY OF RUSSIAN NUCLEAR FACILITIES 


1. Security: Background and Details 

The collapse of the Soviet Union left the responsibility and physical control of all 
the nuclear weapons and most of the nuclear facilities in the hands of Russia and the other 
inheritor states Political relations between Russia and the other nuclear inheritor states 
have strained the old Soviet system of central command over the nuclear weapons. Due 
to insufficient workmanship within the military industrial complex (MIC), logistical 
support for the transportation and dismantling of nuclear weapons has caused safety 
concerns. The military is also undergoing drastic restructuring while trying to form the 
new Russian army. The command structure is not clear and there are gaps in troop units, 
including the strategic nuclear forces. 121 

The atomic industry as a whole has lost much of its prestige. Government orders 
for both civilian and military nuclear materials are decreasing, with some plants operating 
at 40 percent of their 1992 capacities. 122 Decentralization has also removed the tight state 
management system and pushed responsibility to local administrations. The independence 
perceived by the atomic industry has allowed local trade unions and free market 
entrepreneurs to take hold. The lack of training and skills to engage in a market system 
have caused economic losses, a reduction in maintenance practices, and economic 
hardship the surrounding areas. 123 

The majority of Russia's most secret nuclear industrial complexes were once closed 
cities. (For example: Chelyabinsk, Tomsk, and Krasnoyarsk were engaged in tritium and 
plutonium production, weapons assembly, enrichment, and reprocessing.) 124 Under a free 

121 Vladislav N. Misharin, "Disintegration of the USSR and Nuclear 
Non-Proliferation" (Paper presented at the Monterey Institute of Intentional Studies, 
Monterey, August 1994), 82-84. 

122 William C. Potter, Eve E. Cohen, Edward V. Kayukov, Nuclear Profiles of the 
Soviet Successor States , monograph no. 1 (Monterey, Monterey Institute of International 
Studies, 1993), 45. 

123 Misharin, "Disintegration," 84. 
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society, these cities are now open to everyone. Physical security under the old system was 
simply a well-guarded wall to prevent undesired penetration. What limited electronic 
surveillance equipment that existed in the old system has not been upgraded due lack of 
funding. 125 Furthermore, the emphasis on security under the Soviet system was based on 
the person, not a physical system of alarms, locks, seals, inventories and accounting. 126 

The Russian Federation is currently operating twenty-nine nuclear power plants 
(NPP) and another eighteen are under various stages of construction. According to the 
U.S. Nuclear Regulatory Commission (NRC), 17 of the 29 NPP are considered to have 
major safety problems inherent in their design and or operation. Eleven of these NPP are 
Chemobyl-style RBMKs. 127 

There are twenty nuclear research reactors (NRR) in Russia. In Moscow, there 
are forty-two nuclear research installations, nine of which are NRR.’ 28 One nuclear 
research facility, the Kurchatov Institute, contains twenty-seven nuclear sites and located 
in the middle of Moscow. Three other major nuclear research centers in Moscow are: the 
Institute of Theoretical and Experimental Physics; (2) the Moscow Engineering-Physics 
Institute; and (3) the Research and Design Institute of Power Generation Technology. 129 

124 Potter, Nuclear Profiles of the Soviet Successor States. 59-63. 

125 Misharin, "Disintegration," 86. 

126 William C. Potter, "Nuclear Insecurity in the Post-Soviet States," Nonproliferation 
Review 1, no. 3 (Spring-Summer 1994): 62. 

127 Ivan Selin, "Remarks for Symposium on Nuclear Safety in the Former Soviet 
Union" (Paper presented at the Symposium on Nuclear Safety in the NIS, Monterey 
Institute of International Studies, Monterey, 12-13 April 1994), 5. Safety problems 
include poor design (no containment), siting, construction, quality assurance, operation, 
maintenance, and regulation. 

128 Potter, Nuclear Profiles of the Soviet Successor States . 54-55. 6 of 9 are located 
at the Kurchatov Inst., with one each at the Moscow Engineering-Physics Institute 
(MEPI), the MIPI (expansion unknown), and Inst, of Physics & Power Eng. 

129 "Safety of Moscow Nuclear Sites Assessed," from IZVESTIYA, in JPRS Report 
Central Eurasia. JPRS-TEN-94-019, 13 July 1994, p. 1. 
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Recent inspections of the Moscow sites by the Federal Inspectorate for Nuclear 
and Radiation Safety claim that all storage facilities fall within prescribed levels. The study 
did note that nuclear waste is piling up due to cost associated with transporting and 
processing of spent fuel. Findings issued on Moscow's NRR, many of them built in the 
1950's and 1960's, point out that the fragmentation of the nuclear industry is hampering 
parts support, modernization, and decommissioning. The lack of funding has hurt 
retention of young personnel and continued downward trends will force the closing of 
certain NRR. There also needs to be an updated system for the safe storage of radioactive 
waste and spent fuel 130 as well as a better plan for the hazards associated with 
decommissioned NRR. Finally, the Federal Inspectorate report said "the status of security 
at the reactors in operation must be "reevaluated" using contemporary approaches." 131 
Despite the general positive tone of the report, this last finding is short and to the point: 
nuclear security needs immediate upgrading. 

This "re-evaluation" may be urgently necessary if security at the Kurchatov 
Institute is indicative of Moscow's other nuclear sites. The institute is located in the 
middle of the city and employs twenty thousand people. The 5.2 km-long wall 
surrounding the institute is part brick (40 years old) and part concrete. The decaying brick 
section is secured with alarm systems from 1953, while only one-quarter of the entire wall 
has modem alarms. Although the institute produces highly enriched plutonium and 
uranium 235, personnel guarding the wall do not have equipment to measure radioactivity. 
Unused fuel rods for nuclear power plants are stored here under the protection of 
Department 7, which is headed by only one person. This violates IAEA regulations that 
call for two person controls for such sensitive materials. 132 

130 "State of Nuclear, Radiation Safety 'Unsatisfactory'," from INTERFAX , in JPRS 
Report Central Eurasia. JPRS-TND-994-002-L, 8 February 1994, p. 2. These problems 
are indicative of the larger issue at stake here: storage facilities will be exhausted in two to 
three years. 

131 "Safety of Moscow Nuclear Sites Assessed," JPRS Report Central Eurasia , p. 3. 

132 "German Media Exposes Plutonium Trafficking," from DIE ZEIT, in JPRS Report 
West Europe. JPRS-TND-94-006-L, 29 July 1994, p. 3. 
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The conditions at Kurchatov are not unique. In a February 1994 interview with 
Yuriy Rogshin of the Russian Nuclear Inspection Agency, the number of nuclear facility 
violations found in 1993 was over twenty thousand. Though many discrepancies are 
cleared, the operation of some nuclear facilities has been curtailed. For example, two 
plutonium production reactors at Krasnoyarsk 26 (southern Siberia) were shut down due 
to violation of "all environmental and safety norms. " lj3 The IB-8 NRR at the Moscow 
Institute of Energy and Technology had to cut operations due to a lack of qualified 
personnel, a common problem found throughout Russia's nuclear industry. Rogshin states 
that the most severe problems are found at uranium mines and enrichment facilities, 
nuclear weapons production plants, and nuclear waste storage sites. Due to inter-agency 
disputes, the Ministry of Defense often denies access to military nuclear storage sites 
which makes official inspection difficult. However, former military personnel serving in 
the Inspection Agency claim safety risks at nuclear weapons storage facilities are uniquely 
high. 134 

The collection and storage of approximately twenty-five thousand tactical nuclear 
warheads within Russia poses a very real threat. Russia has told the United States that 
between two and three thousand warheads a year are being dismantled. 135 However, 
inventories are not accurate and security for the more than one hundred storage facilities is 
limited or nonexistent 136 It is estimated that fifty tons of weapons-grade plutonium will be 
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from the dismantlement process, 137 plus approximately sixty tons from plutonium 
production facilities over the next ten years. 138 

There are at least ten locations in Russia that have separated weapons-usable 
(fissile) material with quantities sufficient to make one or more nuclear weapons. 139 
Almost all the facilities have plutonium and or uranium enriched to 90 percent or greater 
(HEU). The functions related to these facilities range from warhead design, assembly, and 
dismantlement, plutonium and tritium production, spent fuel reprocessing, fuel pellet 
fabrication, research reactors, and fabrication of mixed-oxide fuel elements (MOX). 
Because Russia is a nuclear-weapon state party to the Non-Proliferation Treaty, it is not 
required to place its nuclear facilities under IAEA safeguards. Besides the above ten 
sights, there are approximately 35 to 40 more locations and administrative districts that 
contain nuclear weapons or sufficient quantities of fissile material to build one or more 
nuclear bombs. The criteria for a nuclear bomb is considered here to be either five 
kilograms of plutonium or fifteen kilograms of HEU. 140 

Vladislav N. Misharin feels that the world's media and leaders have a justified 
concern about the possibility of nuclear material theft. With the rise of internal criminal 
and anti-social elements as well as the relative transparency of over eight thousand miles 
of borders, the ideal culture for proliferation has been created. Misharin feels that Russia's 
inherited nuclear security system "was designed to guard against isolated instances of 
abuse that were assumed to take place against a background of rigid discipline and social 
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from a combined US-Russian total of 110 tons of plutonium. 

139 Potter, "Nuclear Successor States," 12-14. The 10 locations are: Aramas-I6; 
Sverdlovsk-45; Zlatoust-36; Chelyabinsk-65; Krasnoyarsk-26; Tomsk-7; Sverdlovsk-44; 
Inst, of Physics and Power Eng. (Obninsk); Lenin Inst, of Physics (St. Petersburg); and 
Scientific Research, Inst, for Atomic Reactors (Dimitrovgrad). 
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control. The system was not designed to protect against public turmoil." ,41 This 
underscores the essence of the new proliferation threat being reiterated throughout this 
thesis. 

This view is shared by others inside the nuclear community. A. Dyakov at the 
Moscow Institute for Technical Physics states that the safety systems in place no longer 
suit present conditions. He shares the view of his colleagues in that one of the weak links 
in nuclear security are the research institutes. These places act as the crossover point 
between civilian and military sectors and provide thousand of personnel access to 
weapons-grade materials. Quite often, plutonium production plants still practice 
establishing a nest-egg of extra plutonium to fulfill orders when production drops. The 
plutonium produced is always an approximate amount, thus hiding surplus production. 
Exact figures are simply not the way the industry had practiced in previous decades. 
Further complicating the security picture is those security personnel once employed by the 
KGB are now paid through the funds of each nuclear facility. Due to tight budgets, the 
number of security personnel has been scaled back. 142 The ramifications for potential 
undetected leaks of plutonium are quite glaring. It is conceivable that security personnel 
and the nuclear facility operators view the illegal transfer of their nuclear material as being 
mutually beneficial in terms of financial gain and economic survival. 

a. Example. The Breach of Security 

Interpol reports that radioactive materials have been stolen from a wide 
range of source. In 1993, Russian authorities stated that there were over nine hundred 
900 attempts to penetrate nuclear facilities and 700 instances where workers tried to 
smuggle out nuclear material.' 43 

Germany's Federal Office of Criminal Investigations (BKA) reports that from 1991 
to 1993 the number of cases involving nuclear material increased from 41 to 241. The 
14 Misharin, "Disintegration," 113. 

142 "Nuclear Expert Describes," FBIS, p. 2. 

143 "Growing European Concern," FBIS, p. 1. 
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number of cases for the first six months of 1994 is down 30 percent from 1993, at a level 
of about ninety. However, BKA does point out that although the quantity of instances has 
decreased, the quality of nuclear material being confiscated has dangerously increased. 
Problems with plutonium and highly enriched uranium have become more abundant. 144 In 
May, six grams of plutonium enriched to 99.7 percent was found during the arrest of 
Adolf Jaekle in Baden-Wuerttemberg. 14S In August, one arrest yielded 350 grams of 87 
percent enriched plutonium, 200 grams of uranium, and 200 grams of lithium-6. 146 These 
cases represent "the crossing of a boundary," the indication that a new dimension of 
nuclear smuggling is occurring on the international scene. Wilhelm Gmelin, director 
of Euratom, expresses his concerns about weapons-grade plutonium available on the 
market. "It is very, very alarming. A boundary has been crossed that should have never 
been crossed."' 47 Those who can remove small quantities of these materials may be able to 
gain access to larger amounts. 

The decreasing centralized national command authority has also allowed criminal 
activity to increase. It is believed that much of the nuclear material stolen is low-grade 
uranium and radiological or chemical weapons. It has been reported that these products 
have been used between rival gangs, thus causing concern for the greater population. 
Other materials are stolen for sale within Russia or elsewhere. Authorities often gloss 
over these cases, but this may be due to their inability to prevent these criminal acts or 
even pinpoint the players. I4S 

The decaying economic structure and the subsequent de-emphasis of the nuclear 
industry has also caused the brain-drain (discussed in Chapter III) among the estimated 
144 "BKA Warns of'Dramatic Increase 1 ," FBIS. 

143 "Report Views Weapons-Grade Plutonium Find," from DER SPIEGEL, in Daily 
Report Germany. FBIS-WEU-94-139, 18 July 1994, p. 1. 

146 Craig Whitney, "Germans Suspect Russian Military In Plutonium Sale," New York 
Times . 16 August 1994, p. A6. 

147 "Report Views Weapons-Grade Plutonium Find," FBIS, p. 2. 

,4S Misharin, "Disintegration," 103-4. 
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twenty-five thousand experts in the nuclear field. Although most of these experts have 
chosen to stay in Russia, some have quit their jobs to seek more profitable ventures. 
Others have chosen to emigrate to the West, Central Asia, the Middle East, Africa, and 
South Asia. Countries like North Korea, Iraq, and Iran have been actively pursuing the 
employment of former Soviet nuclear specialists. 149 

The cases from Appendix A demonstrate that virtually all sectors of the nuclear 
industry are vulnerable to penetration and theft. The arguments put forth by proponents 
of Russia's nuclear security structure are defending a system that in reality does not exist. 
There seems to be no national policy or consensus on nuclear safe keeping. As stated by a 
German journalist, "...the outdated nuclear facilities are a greater threat than ever to 
Russia and the world. They are time-bombs, for whose detonator there is no secure 
overall control anymore. 1 ' 150 

2. Material Control & Accounting 

There is a growing belief among those studying the developments in the nuclear 
successor states that it is only a matter of time before significant amounts of 
weapons-grade fissile material or components of nuclear weapons are diverted. Reasons 
for this doubt center on a number of key indicators: (1) the placement of priorities of hard 
currency and personal profit over those of any form of export controls; (2) and strong 
evidence of deficient safeguard systems for fissile material in the NIS; and (3) confirmed 
cases of weapons-grade plutonium diversion out of Russia. 151 

As the CTR programs concentrate on reducing nuclear arsenals and converting the 
MIC, increased attention and action must be directed toward physical security. 
Specifically, these efforts need to address the threats posed by non-state actors. 
Commonly referred to as "national safeguards," these include emphasis on material control 

149 Ibid., 108-9. 

130 "Report Views Weapons-Grade Plutonium Find," FBIS, p. 1. 

151 William C. Potter, "Nuclear Insecurity in the Post-Soviet States" Nonproliferation 
Review 1 no. 3, (Spring-Summer 1994): 61. 
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and accounting (MC&A) and physical security, as applied by a national government, "to 
detect, deter, prevent, or respond to the unauthorized possession or use of nuclear 
materials." 152 

The national safeguards in the nuclear inheritor states and regions exist in various 
strengths and applications, but the similarity they all share is their generally insufficient 
suitability in meeting international standards or stopping today's proliferators. However, 
even the Soviet system, which ran under a system of centralized directives, was not 
uniformly instituted and did not adhere to international norms. Even within the same 
ministry, approaches toward physical protection were implemented differently, especially 
between civilian and defense installations. When the Soviet system collapsed, the already 
inconsistent regulations and standards further degraded. This left the individual states, if 
not the individual facilities, without direction and as one official stated, "we started sailing 
on our own..." 153 

Many of the successor states did, in theory, try to establish their own standards 
according to international levels, but the void between the political commitment to adopt 
such standards and the capability to implement this commitment could not be overcome. 
Obstacles to be overcome range from economic to psychological in nature. The nuclear 
successor states are only two or three years old. The difficulty of establishing a 
comprehensive legislative work to deal with export controls, MC&A, and other demands 
from the world community often take a position secondary to those of maintaining even 
minimal political social order. 154 

Undermining any effort at physical security and material control is the 
overwhelming need for employees of the nuclear field to have hard cash. With greatly 
diminished salaries, the temptation of accepting work in other occupations, or even bribes, 

152 Ibid., p. 62. 

153 William C. Potter, Emily Ewell, Elizabeth Skinner, "Nuclear Security in 
Kazakhstan and Ukraine: Interview with Vladimir Shkolnik and Nicolai Steinberg," 
Nonproliferation Review 2, no. 1, (Fall 1994): 50. 

154 Ibid., 47. 
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is not out the realm of reality. As stated by one Ukrainian official stated, "When a bribe is 
on the order of the amount of money he would earn in the rest of his life, I don't know that 
every person could resist, and still continue to carry out his duties." Adding, "Therefore, 
when you ask a question about the efficiency of physical protection, this is a question that 
doesn't have an answer. 1,155 

Similar inferences can be drawn from the closely related topic of material 
accounting Under the Soviet Union, no system of accounting existed until 1984, and 
the system implemented thereafter did not meet the standards of the international system. 
As for the cohesiveness of this system, each ministry (even within ministry), had their own 
separate accounting systems. Therefore, civilian industries, the Ministry of Internal 
Affairs, the KGB, and the Army and Navy, all had their own systems. 156 

As can be imagined, nothing exists that resembles an accurate inventory of 
radioactive sources and nuclear materials. Ukraine has been trying to establish its 
accounting system and their data reveals that "somewhere from 100 to 50,000 sources of 
radioactivity" 157 exists in their country alone. This can be explained in part by the fact that 
the system of accounting which did exist in the FSU civilian and military reactor and 
reprocessing sectors was not concerned about exact amounts of plutonium. What 
mattered to the Soviets was the number of fuel assemblies, and more so for knowing the 
number of spent assemblies being shipped off for reprocessing. The exact quantity of 
plutonium, in kilograms, was inconsequential. In fact, some spent fuel as that from 
RBMK-type reactors was never reprocessed: accounting here had no specific function. 
Scientists are trying to backtrack and recalculate the approximate amounts of uranium and 
plutonium produced, 158 but the history of uncharted production stretches back decades. 
Chaos abounds. 


Ibid., 48 
Ibid. 

Ibid. 

Ibid., 48-49. 


61 




If one examines the substantiated cases of weapons-grade nuclear material 
diversion , the potential threat of highly dangerous material being smuggled out of Russia 
becomes clearer. The seizure of six grams of plutonium in Tengen, Germany, on 10 May 
1994 was determined to be 99.75 Pu-239. This is very high quality weapons-grade 
material. Through isotope analysis, the likely source of the material was a plutonium 
production facility in Russia. It is believed that the plutonium was obtained from the 
waste streams of the reprocessing site. 159 

Provided the isotope analysis is correct, there are people who believe that if IAEA 
safeguarding standards had been in place, this plutonium collection and diversion could 
have been prevented. However, closer examinations of the IAEA standards reveal some 
inherent shortcomings that increase the chance for diversion. For example, if one assumes 
that Russia meets IAEA standards at all of its reprocessing, production, and storage 
facilities, we can apply a term known as "material unaccounted for" or MUF. This factor 
allows for inaccuracies in scales and other measuring devices and is called MUF sigma. 
The IAEA accuracy value for MUF sigma is 0.3 percent and measurements below this 
level are considered a mistake in scientific evaluation. So, everything that is below the 0.3 
percent MUF sigma is suspect for accountability purposes. To make this a bit easier to 
understand, apply this error factor to Russia's official claim that some ninety tons 160 of 
weapons-grade plutonium are in storage: the resulting MUF is 300 kg of Pu-239, enough 
for fifty warheads. 161 (Actually, the math for this using 0.003X816k kg = 2,440 kg, 
enough for over 400 warheads, using 6 kg Pu per warhead.) 

The problem here is characteristic of the entire international nonproliferation 
regime. It assumes that IAEA-type safeguards will mean thorough accounting with only a 
small amount of insubstantial error. However, this allowable and seemingly small error 
compounds itself as the nuclear system grows. The unintended result is a nuclear 
nightmare that threatens U.S. and international security. As the years of nuclear 

159 Potter, "Nuclear Insecurity," 62. 

160 Most estimates place the actual level of weapons-grade plutonium between 125 to 
200 metric tons. The MUF for these amounts will, fortunately, increase proportionally. 

161 Potter, Ewell, and Skinner, "Nuclear Security," 52. 
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development roll by, the amount of nuclear material accumulating increases, as does the 
proportional level of "MUF." The level of chaos and uncertainty have expanded to the 
point where the application of solutions such as the NPT, IAEA, and export control no 
longer address the magnitude of the problem. 

a. Evaluation 

The program of MC&A can be examined on two different levels: the 
national-system level and the sub-system level. At the national-system level there are a 
number of institutions and organizations who have a role in the custody and control of 
nuclear materials. In Russia for example, the following groups claim to have some 
influence in the nuclear MC&A arena: Minatom, GAN, Ministry of Shipbuilding, 
Committee for Defense Industry, Ministry of Transportation, just to name a few. Within 
this system can also be included the Navy and Army departments and possibly even 
individual facilities. As stated earlier in Chapter VI, the theoretical comprehensive nuclear 
authority in Russia is Gosatomnadzor or GAN. However, GAN not only lacks political 
and financial backing, it suffers from a severe lack of respect from the other national 
nuclear players. 

For example, GAN would like to inventory naval nuclear fuel storage facilities to 
verify recorded quantities. The problem is that the duality of control exerted by the 
Ministry of Shipbuilding and the State Committee for Defense Industry, claiming custody 
for reactor fuel stocks and strategic fuel stocks respectively, refuse any intrusion by GAN. 
At best, GAN is allowed to count the number of storage containers, but not their contents. 
It is believed that no inventories have been conducted on the past ten or more years, and 
this is not limited to just naval facilities. GANs rejection by many nuclear agencies is 
endemic of the bureaucratic infighting, and also because these agencies fear that GAN just 
might find something missing. 162 

Examination of the sub-system level of MC&A reveals that the possibility of 
missing material is quite real. This level looks at the nature of actual control of the nuclear 
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material. The United States uses a system of centralized training and qualification, unified 
regulation and information systems, and physical protection based on technical and 
tangible assets. Most, if not all U.S.-style measures are nonexistent in Russia and the 
other nulcear inheritor states. 163 Although negotiations continue on the improvement of 
these standards, the system in place today is much like that of the old Soviet version: one 
that was based on "personal responsibility in which a designated person was entrusted 
with the nuclear material until it was passed on to another designated individual." 164 

The premise behind the accounting system was, and still is, for financial accounting 
and material planning. Along with the lack of national uniformity in regulations and 
duality of control at the nation-system level, the "human factor" 165 at the sub-system level 
represents a major hole Russia's MC&A. The once highly regarded nuclear elite contained 
loyal and obedient workers within a rigid social structure that placed zero monetary value 
on nuclear material as a commodity. With the collapse of this elite status, the reliability on 
the individual person has been greatly degraded. Widespread corruption and crime have 
lowered moral standards in all realms of the MIC and the nuclear industry is not excluded. 
The diversion threat of utmost concern is from the inside of Russian and inheritor states 
nuclear industry. 166 A knowledgeable, experienced, and corrupt individual (s) working 
with the material make the human factor one of the weakest links in nuclear safeguards. 
Coercion from outside criminal organizations, or desires for personal profit or political 
gain mark the human factor as a legitimate and accessible target. 

The sub-system level problems are exacerbated by the lack of support from higher 
authority. Funds promised by Minatom to its own subordinate commands designated to 
combat nuclear issues have not been delivered. Institutions dedicated to resolving 
problems with fissile material control under a March 1993 Minatom safeguards program 

163 Oleg Bukharin, "U.S.-Russian Cooperation in the Area ofNuclear Safeguards," 
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have been crippled due to the void in political will and funding shortfalls. Links between 
the already limited R&D programs and production facilities are causing greater gaps in 
safeguard initiatives. Production facilities are cutting costs by eliminating material control 
personnel, even with the increased demands for safeguards due to warhead 
dismantlement. 167 Despite international efforts, the situation in the successor states has 
worsened, and prospects for the immediate future are dim. 

3. Material Control & Accounting and Cooperative Threat Reduction 

The Cooperative Threat Reduction Act (CTR) will be fully outlined and critiqued 
in Chapter VII in greater detail. However, it is important to discuss here how the CTR 
applies to MC&A programs in the NIS. 

The efforts of MC&A cooperation between the United States and the NIS can be 
divided into four general categories. The first is the DOD CTR program which is also 
referred to as either Nunn-Lugar and Govemment-to-Govemment, or "Gov-to-Gov." The 
second is a relatively new initiative administered through the Department of Energy 
(DOE) called the Laboratory-to-Laboratory Nuclear Materials Protection, Control, and 
Accounting Program, or "Lab-to-Lab." The next category falls under the International 
Science and Technology Center (ISTC) efforts, funded by Nunn-Lugar, that employ NIS 
nuclear scientists to help develop solutions to nuclear issues. The last general category 
comes under Nuclear Regulatory Commission (NRC) efforts to help GAN develop 
safeguards within Russia. 168 

The latter two programs have received little attention and scrutiny because they, 
especially the ISTC program, have been obligated small funds. The ISTC program as of 
27 February 1995 was obligated $23.2 million of the proposed $61 million, with $23,057 
million going to Russia. 169 Efforts by the NRC have been delayed by GANs inability to 
build credibility within Russia and gain access to much of the nuclear industry. 

167 Ibid , 31-32. 
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Accounting of Fissile Materials in Russia" (Remarks on a presentation given at the 
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The first two categories have received, or will receive, most of the U.S. 
government funding. Because of this, they also received much of the examination and 
criticism. The CTR program, in place the longest, has been criticized, and rightly so, by 
both government and non-government bodies. The primary problems indicated rest 
squarely on the fact that there was no specific plan of action prior to, or for many months 
after, the decision by Congress to give transfer authority of $400 million of DOD FY 
1992 Appropriations to the Nunn-Lugar Act. 170 Characterized as "too late, too little, and 
too slow," 17 ' the CTR program has failed in the critical area of improving the material 
protection, control and accounting of Russia's nuclear industry. As will be discussed 
below, it can be argued that the CTR program has also failed in its objective of the 
reducing and eliminating the WMD in the NIS. 

The blame for the failure of the Nunn-Lugar program can be directed at more than 
one area, but much of it falls on the Executive Branch. Starting with the Bush 
administration and cascading into the Clinton administration, failure was destined given 
the lack of planning, managerial skills, political will, and most of all a firm grasp of the 
enormity of the nuclear problem following the Soviet collapse. 172 Although the reduction 
of WMD is important in its own right, the focus of U.S. efforts should be less myopic and 
should as a minimum encompass the threat posed by the whole nuclear inheritor states 
industry. Beyond this, solutions can be found be addressing the economic miseries that 
are rippling through the political and societal spheres, resulting in chaotic conditions. 


169 Mendelsohn and Lockwood, "U.S. Security Assistance," p. 24. See Table 7.1 for 
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a. Project Sapphire 

The CTR program known as Project Sapphire is often championed by the 
Clinton Administration as a significant step toward the reducing the nuclear threat posed 
by the NIS. However, closer examination of this case reveals the relative emptiness of this 
achievement. Project Sapphire was a deal between the United States and the Kazak 
Republic to remove six hundred kilograms of HEU from the latter territory. The HEU, 
enough to make approximately twenty nuclear weapons, was transported to the Y-12 
plant at Oak Ridge for storage. The HEU itself was intended for use as naval fuel and 
served little interest to Kazakhstan. The cost of Project Sapphire was reportedly over 
$100 million. 173 Secretary Perry comments on Project Sapphire, "We have put this 
bomb-grade nuclear material forever out of the reach of potential black marketers, 
terrorists or new nuclear regimes... This is defense by other means and in a big way." 174 

First, forever is a long time, especially with nuclear material having half-lives of 
20,000 years. Second, on the grand nuclear scheme, the six hundred kilos of HEU 
represent approximately 0.05 percent of the estimated 1,200 metric tons of separated 
weapons-grade fissile material in the NIS, enough to make over 60,000 additional 
warheads This does not include the estimated 28,000 warheads still in existence. Most 
of these materials exist in Russia, not Kazakhstan, 175 and Russia continues to produce two 
to three tons of plutonium annually. 176 Given the immense magnitude of the nuclear 
inheritor regions nuclear capacity, it is clear that efforts to protect and account for this 

173 Mark Thompson, "Sapphire's Hot Glow," Time . 5 December 1994, p. 38. U.S. 
officials said that the HEU was enriched to ninety percent. The six week operation filled 
over 1050 55-gallon drums with small portions of HEU and were transported via USAF 
C-5s back to the United States. 

174 Ibid., p. 39. Emphasis added. 

175 Cochran, "U.S. Assistance," p. 4. The estimate of 1,200 tons of stored weapons 
grade material is based on 1000 tons of W-G HEU and 200 tons of W-G Pu. One 
warhead consists of either 5-6 kg of Pu-239, or 30-35 kg of HEU. 

176 Thomas B. Cochran, "Disposition of Fissile Materials from Weapons" (Paper 
presented at the International Policy Forum Management & Disposition of Nuclear 
Weapons Materials, Lansdowne, Virginia, 22 March 1995), p. 8. 
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material must be greatly increased if we truly intend the have "defense by other means and 
in a big way." 

Another U S. effort is the proposed deal to purchase five hundred tons of HEU 
recovered from warhead dismantlement. The contract, brokered between United States 
Enrichment Corporation (USEC) and the Russian Federation, calls for the HEU to be 
converted to LEU prior to transport and will take place over a twenty year period.’ 77 At 
$11.9 billion for the total deal, the price per kilogram is $780. The effort, however, may 
be dying a slow and fruitless death. Due to contract stipulations, implemented by DOE, 
Russia will not receive payment for the uranium until one of following occurs: (1) the 
contract expires in 2013; (2) the uranium is sold; or (3) it is used to overfeed U.S. 
enrichment plants. The concern on the Russian side is that Minatom is expected to pay for 
the blending and pay for the uranium feed up front. This whole process leaves Minatom 
with very little profit and bitter resentment toward USEC and the U.S. government. Into 
its second year, the program has converted only two metric tons of HEU and no delivery 
of LEU has been made to the United States. 178 

The CTR program has also funded other notable efforts that deem only brief 
mention because they demonstrate a pattern of linear, easy-solution reactions employed by 
the U.S. government. First there is the purchase and delivery of rail car conversion kits 
($21.5 million) 179 and heavy equipment like bulldozers and road graders ($8 million) 180 . It 
is a wonder that Russia, with its huge industrial sector, could not provide these items on 
their own and save millions in CTR funds. Second is the development and partial delivery 
of fissile material containers and the construction of a storage facility. Nearly all of the 
$50 million has been contracted out, but actual deliveries of the expected 42,000 
containers number in the tens. The use of these containers implies that a modem and 

177 Ibid., p. 5. The rate of transfer calls for 101 of HEU equivalent per year for the 
first 5 years, followed by 30 tons equivalent per year for the next 15 years. 
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secure facility will exist for their housing. CTR funds have been used to help design a 
'generic' facility ($14,999 million actually obligated), but the construction of the facility 
located at Chelyabinsk has been delayed by bureaucratic red tape and by wavering Russian 
commitment. $26.5 million, of $75 million available, has yielded the clearing of physical 
site, but Russian funding and construction have yet to commence. 181 
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VII 


In this chapter, we will outline the Cooperative Threat Reduction (CTR) program, 
covering its legislative background and applicability to the nuclear issues in the new 
nuclear successor states brought about by the Soviet collapse. CTR is the United States 
most recent and best effort at assisting Russia and the nuclear successor states to control 
their respective nuclear industries. As a result of our analysis, we will see that the CTR is 
a mild, short-term fix plagued with indecision and an inability to deliver most of its funds 
to proposed programs. 

A. COOPERATIVE THREAT REDUCTION, NUNN-LUGAR 

1. Background of Legislation 

The CTR was developed out of concern for the safety of Soviet nuclear weapons 
following the attempted coup against Mikhail Gorbachev on 21 August 1991. On 28 
August, then Representative Les Aspin (D-WIS) suggested that a humanitarian aid 
provision for $1 billion be added to the DOD authorization bill. DOD funds were to be 
transferred for emergency food and other humanitarian aid for the Soviet people. The 
Aspin proposal drew heated opposition from the Republican Administration as well as 
from Sam Nunn (D-GA), Chairman of the Senate Armed Services Committee. Nunn felt 
that instead a transfer of DOD funds on humanitarian grounds, funding should be used to 
help convert the Soviet defense industry to civilian uses. 182 

Details of a tentative Aspin-Nunn provision were worked out be 13 November 
1991, but the political mood in America was shifting toward a domestic agenda. The 
provision was criticized by Democrats and Republicans for spending $1 billion on Soviet 
problems instead of American issues. Consequently, the proposed aid package was 
rejected and dropped from the Department of Defense Authorization. However, within 

182 Theodor Galdi, "The Nunn-Lugar Cooperative Threat Reduction Program for 
Soviet Weapons Dismantlement: Background and Implementation," Congressional 
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two weeks Senators Nunn and Richard Lugar (R-IN) proposed to the Senate an 
amendment to the Conventional Forces In Europe Treaty Implementation Act of 1991. 
The amendment, passed by the Senate on 25 November and becoming Public Law 
102-228 on 12 December, called for up to $400 million to be spent predominately on the 
dismantlement nuclear weapons belonging to the Soviet Union and its successor states. 
The same day Congress approved the transfer of $400 million from DOD funds through 
Section 108 of the Dire Emergency Supplemental Appropriations Act of 1992. As Public 
Law 102-229, the Nunn-Lugar act would be provided for from already approved DOD 
programs for Fiscal Year 1992. A similar transfer of $400 million was authorized for FY 
1993. Subsequent Nunn-Lugar CTR funding has been provided through specific 
appropriations, not transfer authority. 183 

2. Where the Money is Obligated 

The total amount of funding authorized by Congress, as of February 1995, for the 
CTR program has reached $1.6 billion. However, $330 million of this was lost due to 
DOD failure to appropriate funds before expiring. 184 In fact as of 30 June 1993, CTR 
programs had spent almost none of their available funding. Figures show that $476.4 
million had been proposed for obligations, of which $44 million had actually been 
obligated and only a small portion of that had been expended. Delay in the use of CTR 
funds at this time were said to be caused by the concluding times of project agreements 
and the long-term nature of certain programs. These issues in turn delayed the notification 
of Congress by DOD as to the amount and source of funding in each program, and the 


183 Ibid., CRS-2-5. FY93 funding was provided through P.L. 102-484 and P.L. 

102- 396, which also allowed FY92 Nunn-Lugar funds to be carried over into FY93. 

FY94 authorization and appropriation bills allowed for another $400 million through P.L. 

103- 160 and P.L. 103-139. 

184 $212 million of FY92 transfer authority funds and another $118 million of FY93 
transfer authority funds had failed to be obligated by 30 September 1993. Calculations are 
based on 29 December 1993 "CRS Report for Congress" by Theodor Galdi (CRS-9) and 
February 1995 "Annual Report to the President and Congress" submitted by Secretary of 
Defense (p. 64). 
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respective obligation laid out by Congress to meet it. The long-term nature of the 
programs also drew out the actual expenditures. 185 

The latest data for CTR program spending, as of 27 February 1995, demonstrate 
that of the $1.27 billion currently available for obligation, $1,181 billion in obligations 
have been proposed to Congress, $497.9 million has been obligated through signed 
contracts, and only $150 million has been spent. As of late March, the Senate and House 
were negotiating in committee the House proposal to cut $80 million from the FY95 
appropriation bill of $400 million. 186 
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TABLE 7.1 


umrrY 

Armored Blankets 

Railcar Security/Weapons Security 

Emergency Response 

Material Controls 

Storage Containers 

Facility Support 

Facility Design 

Export Controls 

Science Center 

Chemical Weapons Destruct/Lab 
Strategic Offensive Arms Elimin. 
Arctic Nuclear Waste Assessment 
Defense Conversion 
R&D Foundation 
SUBTOTAL 
Emergency Response 
Communications Link 
Export Controls 
Science Center 
Environmental Restoration 
Defense Conversion 
Strategic Offensive Arms Elimin. 
Military-to-Military Contacts? 
SUBTOTAL 
Emergency Response 
Communications Link 
Export Controls 
Science Center 
Material Controls 
Military-to-Military Contacts 
Strategic Offensive Arms Elimin. 
Defense Conversion 
SUBTOTAL 
Emergency Response 
Communications Link 
Export Controls 
Material Controls 
Science Center 

Strategic Offensive Arms Elimin. 
Nuclear Reactor Safety 
Military-to-Military Contacts 
Defense Conversion 
SUBTOTAL 

Defense Enterprise Fund/Assess. 

TOTAL 


0.175 

24.573 

2.005 

0.332 

0.301 

0 

3.029 

0.074 

0.167 

5.146 

11.054 

2.002 

0.35 


81.987 
11.0 
0.518 
38.284 
141,944 
19.458 
497 929"’ 


As of 3 February 1995. 
As of 27 February 1995. 


139 Through the end of February 1995, it is reported that only $150 million of the 
obligated $497,929 million has been actually spent. 
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Congress has delegated responsibility to the Department of Defense for a number 
of activities under the CTR program. Specifically, DOD tasks include: (1) destroy 
nuclear, chemical, and other weapons of mass destruction; (2) transport, store, disable and 
safeguard weapons in connection with their destruction; and (3) establish verifiable 
safeguards against the proliferation of such weapons. 190 Title XIV of the FY93 DOD 
Authorization Act (P.L. 102-484) added three additional tasks: (4) demilitarization and 
conversion to civilian purposes the industries of the NIS; (5) establish science and 
technology centers in each state of the NIS to employ nuclear scientists; and (6) expand 
contacts between U.S. and NIS military personnel. 

B. DIVISIONS OF FUNDING AND PURPOSE 

The six CTR program objectives assigned by Congress are being carried out 
through a series of activities that fall into four general categories. As stated by DOD 
sources, the first category encompasses the Destruction and Dismantlement programs and 
consumes fifty percent of proposed CTR obligations. Designed to reduce or eliminate 
WMD and their launcher systems, these activities include training, equipment and 
inducements to the four nuclear successor states. The Second category, possessing 
twenty-nine percent of proposed obligations, is Chain of Custody. Activities in this 
grouping address security and custody for nuclear warheads and fissile materials in the 
successor states that present a potential threat to the United States and this region. 191 

The third grouping is the support activities for Demilitarization. With sixteen 
percent of the proposed obligations, the aim of these programs is to reduce production 
capabilities for WMD by converting or eliminating certain military industries. Through a 
system of industrial partnerships, they are intended to "prevent proliferation by reducing 
both the supply of WMD available for foreign sale or diversion and the incentives for 

VM "Second FY 1994 Semi-Annual Report on Program Activities to Facilitate 
Weapons Destruction and Nonproliferation in the Former Soviet Union," 30 October 
1994, Secretary of Defense William Perry, p. 1. See Appendix D for CTR funding break 
down. 

191 Perry, "Annual Report," p. 65, 67. See Appendix E. 
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relying on such sales for income." 192 The last category backs "Other Programs and 
Support," using five percent of proposed obligations. The thrust behind these activities 
centers on increased military and defense contacts, the idea being the "development of 
democratic and civilian control of military departments and the restructuring and 
down-sizing of defense capabilities to better reflect these new nation's needs." 193 

CTR activities are claimed by the Clinton administration and DOD officials as not 
being traditional foreign aid, but are instead "defense by other means." 194 They are 
eliminating the Cold War nuclear and other WMD threats "missile by missile, warhead by 
warhead, factory by factory, and person by person.'" 95 The focus and emphasis of Fiscal 
Year 1995 will be to "take specific steps to stop the spread of weapons of mass 
destruction and their means of delivery... [as part of]., the most ambitious 
nonproliferation agenda in history." Additionally, "The centerpiece of our global strategy 
is the indefinite and unconditional extension of the Non-Proliferation Treaty." 196 

1. Defense Conversion 

The level of attention given to defense conversion efforts in the inheritor states is 
growing. As mentioned earlier, Senator Nunn’s original plan for the conversion of Soviet 
military industry into civilian producers was rejected in November 1991 when it was part 
of the Aspin-Nunn proposal. Today, Secretary of Defense Perry is the leader and 


192 Ibid., p. 66. 

193 Ibid. 

194 "Overview of the Cooperative Threat Reduction Program," p. 1. 

195 "Defense Conversion in the Former Soviet Republics: Win-Win-Win for Both 
Teams," point paper issued by Office of Secretary ofDefense, 21 March 1995, p. 1. 

196 "Support for Nunn-Lugar Affirmed by Secretary Christopher: Non-Proliferation 

Agenda 'Ambitious'," Post-Soviet Nuclear & Defense Monitor . 31 January 1995, p. 2. 
Remarks made by Secretary of State Warren Christopher during a presentation to the 
Kennedy School of Government 20 January 1995. 
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champion supporter for conversion efforts in the NIS, where some twelve percent or $155 
million of available CTR funds are currently focused. 197 

The amount of obligated conversion funds as of 27 February 1995 is 
approximately $60.5 million. As mentioned above, the purpose of these conversion efforts 
is to reduce the capacity of the NIS to produce WMD. This has been accomplished so far 
through DOD arranged joint ventures, partially funded by U.S. industries, to induce 
spin-off products from firms in Russia, Belarus, Ukraine, and Kazakhstan. With the 
intention of producing goods for domestic and international consumption, Russia has 
received improved air traffic control, hearing aids, dental equipment, and cola. Ukraine 
and Kazakhstan have better commercial telecommunications capabilities, while Belarus 
can now charge car batteries better than ever. 198 

The ultimate result stressed here is that we have a "win-win-win for the United 
States and the NIS." Investments in defense conversion yield: (1) reduced "threats from 
the most dangerous weapons;" (2) viable commercial-market economies with the NIS to 
reduce "excess military capacity;" and (3) entry opportunities for U.S. companies into a 
potentially huge civilian market 199 

The debate over defense conversion can not be discussed properly unless one 
considers the full intended scope of the program. There seems to be an intentional 
disconnect in government statements as to the actual magnitude and focus of Nunn-Lugar 
funds. Although the statements provided above focus of nuclear and other WMD, this 
distinction is blurred by the broader reality. CTR funds for conversion are also intended to 
encompass major conventional industries as well. 

This topic covers the range of interests and exposes the void existing between 
Western visions and Russian realities. Defense conversion faces a number of critical 
obstacles. Due to budgetary cuts and economic troubles, arms sales and reactor sales 

197 Mendelsohn and Lockwood, "U.S. Security Assistance," p. 24. $50 million of this 
amount may go away pending the outcome of Congressional committee hearings. 

198 "Defense Conversion," p. 1. 

i:; " Ibid. 
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represent a valid source of much needed hard currency. Because of the monetary and 
political interests of Rosvoorouzhenie, 200 Minatom, and the state, many Russian officials 
feei that these transfers are becoming a central aspect to their country's growth. Arms 
sales and nuclear transfers represent some of the few areas in which Russia can globally 
complete with quality goods. 

Given the value placed on arms exports by an increasing numbers of Russian 
officials, the Western logic of defense conversion becomes less clear. Taken from a 
pragmatic and Russian view, why would it make sense to use money earned by exports to 
pay for the conversion of that defense industry. In other words, given the decline in 
industrial output in general, 201 why would you convert an export-producing plant that is 
successful at making arms into a substandard consumer-goods producer that has no 
market. Second, many feel that profits from successful producers could be redistributed 
to help convert less efficient facilities. This provides no incentive for the competitive 
producers to grow and seems dead on arrival. This idea is also abolished by 
Rcsvoorouzhenie’s distribution of credits to more competitive manufacturers. 202 

Consider also Rosvoorouzhenie's own profit incentive and bureaucratic survival. 
Why would it cut down or limit its own income derived from commissions or waste funds 
on inefficient plants? The answer may lie in the internal balancing between its 
organizational profit margin and the political capital expended as one or more of the 
seventy military-dependent cities experiences economic and social instability. 


200 Rosvoorouzhenie is the new state 'company' set up to manage all conventional 
arms transfers. It has direct authority, and a virtual monopoly, and has a vested interest in 
promoting all sales due to commission fees. 

201 Julian Cooper, "Transformation of the Russian Defence Industry," Jane's 
Intelligence Review 6, no. 10, (October 1994). 445. In 1992, total defense industry 
output dropped 18 percent, with military output declining by 38 percent. In 1993, the 
numbers were 38 and 30 percent respectively. For the first half of 1994, they were 43 and 
40 percent respectively. 

202 Edwin Bacon, "Russian Arms Exports-A Triumph for Marketing?" Jane's 
Intelligence Review 6, no. 6 (June 1994): 268. 
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The logic of the above discussion can be carried over into Russia's nuclear industry 
as well. Although Minatom is not technically the monopolistic enterprise charged with 
overall responsibility of the nuclear arena, the political and economic woes of Russia 
virtually dictate this reality. As discussed in chapter five, the legal overriding nuclear 
authority in Russia is GAN. However, the political savvy and power wheeled by 
Mikhailov and his one-million-employee strong Minatom have pushed GAN aside. The 
consequence is that, like most of the MIC, Minatom has enormous influence on the 
domestic and foreign policy of Russia. The threat of economic chaos and mass 
unemployment within the nuclear industry if plants and factories are shut down keep the 
industry itself alive. 

The sale of reactors abroad is a series source of badly needed hard cash. The four 
reactor deal with Iran, for instance, alone is worth $1 billion to Mikhailov's nuclear clout 
The United States is pressuring Russia to halt this sale for various reasons and is 
reportedly offering Minatom up to $100 million if it cancels the Iran deal. 203 Compare this 
offer or the $150 million CTR funds spent in all Russia to the $1 billion from the Iran 
Deal. Being pragmatic, as the Russians surely are, it does not take long to realize that the 
bottom line may very well be drawn at profit margin. Minatom can not afford to push for 
the sale. It, like Rosvoorouzhenie, depends on self-generate profits to feed its massive 
structures. Ethics and international political pressures weigh in only slightly. In fact, they 
may only be used convenient masks to cover what looks like state-sponsored sales nuclear 
material. 204 

Looking at the trend of defense conversion will also lend insight to importance of 
Russia's defense industry. During the middle to late 1980s, Mikhail Gorbachev tried to 

203 Steven Greenhouse, "U. S Gives Russia Data on Irans Atom Plans," New York 
Times . 3 April 1995, p. Al, A6. The $100 million was offered as part of a deal to help 
modernize Russian reactors and clean nuclear waste sites in Russia. 

204 It can be argued that if the Russian government supports the sale of nuclear 
material to a nation like Iran with controversial foreign policies, the message being sent to 
the nuclear industry as a whole is frightening. Basically, the State is sanctioning nuclear 
for cash, ethics and morals aside. They are willingly promoting the very thing U S. policy 
is trying to stop. 
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redirect the MIC in an attempt to increase the production of consumer goods. The effort 
was intended to break dowm the oversized defense industry to make it fit into his new view 
of Soviet global involvement. With over five thousand enterprises, the MIC constituted 
approximately 70-85 percent of Soviet industry. By the 1991 Summer coup attempts that 
brought down Gorbachev and ushered in Yeltsin, the success of conversion seems 
doubtful. Although official figures show significant increases in consumer goods 
produced by the MIC, many feel that they reflect creative book keeping. 

A shift away from defense conversion can be detected in late 1991. Yeltsin and his 
government began to emphasize publicly that arms sales would be playing a more 
significant role in economic recovery. By winter 1992, the production of civilian goods by 
defense industries began to falter, and of the 120 commercial products slated for 
production, only twenty-three actually did so. Of these twenty-three, only five met 
international quality standards. Military production was also down sixty-six to eighty 
percent. To prevent the breakdown of the MIC and society, Russian officials claimed they 
would have had to spend approximately $150 billion over five years to convert, or 
produce and exports arms. Given so little funding for conversion, the only option was the 
latter. As one official stated, "Now that we are entering seriously into the world market, 
we certainly need to trade in arms..." 205 Nuclear materials and technology can be implicitly 
added to this trend in reality. 

Funding has often been considered the main deterrent toward progress on defense 
conversion. The $150 billion quoted above seems a bit high compared to most of the 
estimates from other sources. Many feel that the amount needed is approximately $20 
billion. Regardless, Russia's central government has covered no more than fifteen percent 
of the amount needed, while foreign funding constitutes no greater than 0.3 percent. 206 

The United States is one of the leading outside contributors, yet even its obligated 
funding has amounted to less than a half billion dollars. The Nunn-Lugar Act has divided 

205 Steven Gallant, "The Failure of Russia's Defense Conversion," Jane's Intelligence 
Review 6, no. 7 (July 1994): 304. 

206 Khripunov, "Conventional Arms Control Initiatives: Russia as a Special Case," 
Arms Control Today 24 no. 10 (December 1994): 13. 



this money over several diverse programs. Administered originally by the U.S. Defense 
Nuclear Agency (DNA), Nunn-Lugar has provided $36.8 million to a conversion program 
called the "fast four:” a consortium of four earmarked Russia plants, the DNA, and several 
U.S. corporations. The four former defense plants now produce navigation systems, 
hearing aids, dental instruments, and yes, cola. An additional eighty-two plants have 
selected for conversion, but competition for the limited funds has delayed final 
decisions. 207 Another $20 million is going toward a prefabrication housing industry, 
presumed to be intended for displaced military officers. 

Delays are experienced because many Russians are frustrated by American visitors 
asking all sorts of questions and not delivering any money. This has led to Russian 
suspicions and hesitations toward disclosing much of anything. Other snags include U.S. 
payments being "lost" in bank transfers and a high inflation rate that causes Russian firms 
to spend their funds rapidly and ineffectively. Finally, Russia is not the only newly 
independent state receiving bits of the Nunn-Lugar funds; as mentioned before, programs 
for Ukraine, Kazakhstan, and Belarus are among the other potential recipients. 208 

The Russian decision to virtually abandon conversion can be seen through the 
state-backed push for arms sales in 1993 and 1994. Cases of export examples (not 
discussed in this thesis unless nuclear related) involve high-level government officials 
traveling to different regions of the world to re-establish ties broken by the Soviet collapse 
and to break into new export grounds. With the creation of Rosvoorouzhenie, we see 
further emphasis on arms for cash. Additionally, "Russia does not exist in a historical 
vacuum. Knowledge of this cannot be tossed aside~it must be overcome." 209 Although 

207 Jeffrey M. Lenorovitz, "U.S.-Russian Teams Get Pentagon Funds," Aviation Week 
& Space Technology 141, no. 6, 8 August 1994, p. 27. The "fast four" Russian 
companies are teamed up with US sponsor companies: GosNIIAS with Rockwell; NPO 
Istok with Hearing Aids International; NPO Mashinos-troyenia with Double Cola Co.; and 
Leninets with International American Products. 

208 "Perry Outlines Plans to Aid Russian Defense Conversion," Aviation Week & 
Space Technology 140, no. 13, 28 March 1994, p. 62-3. 

209 Yuri N. Afanasyev, "Seems Like Old Times? Russia's Place in the World," 

Current History 93, no. 585 (October 1994): 305. 
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beyond the scope of this paper, the history of Soviet politics and internal political power 
struggles cannot be ignored. This must be kept in mind, and often is not, when 
considering policy toward Russia. From defense conversion to arms control, Russia's 
views often differ from the West due to its unique internal struggles and the way in which 
it deals with them. 

If one considers the success of extreme groups and communists in the last 
elections, as well as their promises to the military for a return to Soviet-era production 
numbers, it is no wonder that Yeltsin would give in a bit to appease the political, military, 
and social unrest. In the short run, arms exports and reactor sales bring in currency to an 
ailing economy and help prevent Yeltsin's political demise. With his failing health and 
increasing international pressure over Chechnya, the uncertainty of Russian export policy 
and overall political livelihood are questionable. 

As a final remark on the issue of defense conversion, let us be reminded that the 
goal of conversion was to reduce the threat of WMD to the NIS and United States by 
converting the production capability of WMD into civilian product industries. The "fast 
four" mentioned earlier are often championed by Secretary Perry as prime examples of 
CTR success. Take for example the hearing aid company that is now "off and running" 
and supplying their wares to needful Russians. If you look at the justification used by 
Secretary Perry, 2,0 the inadequacy and lunacy of this endeavor stand out. Istok Audio 
International (IAI) used to produce microwave and laser technologies before being 
"converted." First, why are these talents not being utilized and expanded upon? Second, 
this company, presumably instrumental in producing weapons of mass destruction, is not 
what most people would consider an integral part of the nuclear war machine. 

This brings about an important point: the CTR funds used for the production of 
hearing aids and cola cannot even be evaluated for their effectiveness at reducing the 
threat posed by nuclear weapons because they simply missed the whole nuclear issue. 
More directly, we are conceivably facing the greatest threat to human existence and our 
best effort is to improve the hearing capability of the Russian people. It is our 

2 " See Appendix F for written statement used in the DOD Press Release. 
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recommendation that the efforts of CTR should somewhere include the production of 
S unbloc 4000 and really dark sunglasses to protect yourself from the untimely detonation 
of a nuclear weapon composed of material diverted from the real threat to world security: 
the entire Russian nuclear industry. 

2. Dismantlement 

As a driving force behind the Nunn-Lugar Act, the dismantlement of nuclear 
weapons has been the hallmark of success, and focus of effort, stressed by the Clinton 
Administration. By March 1995, the CTR has helped with the removal of over 2,600 
warheads from various bomber and missile bases, 750 missiles are gone from their 
launchers, and approximately 600 launchers and bombers have been destroyed. 2 " 

It should be noted again that the number of nuclear warheads remaining in 
the nuclear inheritor states is not an exactly known figure. Most estimates place the 
level at approximately 25,000, with a claimed annual reduction rate capability of 
2,500 warheads per year. However, considering that Nunn-Lugar has been working 
to reduce warhead numbers for over three years and only one third of the reduction 
capacity has been utilized. The continued production of W-G Pu and HEU, as well as 
having no available secure storage facilities for dismantled warhead material, is actually 
increasing the amount of dangerous nuclear open to potential diversion and proliferation. 

The removal of nuclear weapons from states outside Russia has seen some 
significant progress. Ukraine and Belarus are the most positively referred to examples 
from Washington. In Ukraine, over 610 of 1,734 warheads have been deactivated and 
approximately 360 of these have been shipped back to Russia for dismantlement and 
storage. 212 Included in these numbers is the deactivation of four regiments of SS-19 
silo-based ICBMs. 213 Belarus has deactivated and removed more than one half of the 

2 ' "Remarks Prepared for Delivery by Secretary of Defense William J. Perry at the 
Chicago Council on Foreign Relations March 8, 1995," no. 115-95, Office of Assistant 
Secretary of Defense, Washington, DC, 8 March 1995, p. 3. 

212 Perry, "Annual Report," p. 68. 

21 ’ "Overview of the Cooperative Threat Reduction Program," point paper issued by 
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eighty-one single-warhead mobile SS-25 ICBMs. Belarus is expected to remove the 
remaining systems within the next year. 214 

It is reported by DOD that over sixteen hundred warheads have been removed 
from their delivery systems and nine hundred of these warheads have been transported 
back to Russia from the republics of Ukraine, Belarus, and Kazakhstan. It should be noted 
that another sixteen hundred warheads remain "active" in these three republics. 2 ' 5 

Kazakhstan is not discussed in detail in most of the DOD statements. Although 
some to the 104 SS-18 10-warhead silo-based ICBMs have been deactivated, there have 
been a number of delays associated with continued missile, warhead, and silo 
dismantlement. The main issue still being negotiated revolves around Russian objections 
concerning the destruction of SS-18 silos and the role played by the United States in their 
destruction. Specifically, Russia is weary of U.S. access to sensitive information and 
design characteristics. Officials from Russia and Kazakhstan are negotiating settlement 
details, postponing further implementation of the SS-18 destruction program. 216 As a 
result, CTR funding for "Strategic Offensive Arms Elimination" in Kazakhstan has only 
obligated $167,000 of the $87 million proposed. 217 


Office of Secretary of Defense, 23 February 1995, p. 1. 

214 "Cooperative Threat Reduction in Belarus. A Shining Example," point paper 
issued by Office of Secretary of Defense, 21 March 1995, p. 1-2. 

215 Perry, "Annual Report," p. 64, 68. 

216 "Second FY 1994 Semi-Annual Report," p. 38. 

217 Mendelsohn and Lockwood, "U.S. Security Assistance," p. 25. See Table 7.1 for 
a complete CTR funding list. 
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vm. CONCLUSION 


A. SUMMARY: THE REAL PROLIFERATION THREAT 

When the Soviet Union collapsed in the early 1990's, it left a large nuclear legacy. 
While there has not been a yard sale of Russian nuclear materials and weapons world 
wide. What it does mean though, is that there are now 950 nuclear research, test, and 
weapons sites spread throughout Russia and the nuclear inheritor states that are under 
marginal positive controls. These facilities were, for the most part, kept in closed regions 
and cities designed to prevent the diversion of nuclear materials within a rigid, well 
ordered society, not a society bordering on further collapse. The physical security, 
material control and accounting programs, based on the human factor do not adequately 
address this new, wide open milieu emerging in the NIS today. 

The dynamic reasons that the USSR collapsed economically, politically, socially, 
and spiritually in themselves are inconsequential to the discussion. What is important, 
however, is that the collapse has allowed serious criminal forces to fill the void left by the 
communists. This, combined with the rampant corruption the Aparatchek has come to be 
known for, makes combating these criminal elements more difficult. Nuclear materials can 
be fairly easily diverted at numerous places in Russia by these criminal entities or 
disillusioned employees, which indicates a substantial threat of proliferation. With 
unchecked borders and the ease of international smuggling, one might believe that only a 
small percentage of the nuclear materials moved so far have been detected, and 
successfully seized. If this is the case, then nuclear materials are much more readily 
available then they were in the past. When one adds it to the phenomenon that there is a 
relatively large demand for these technologies and materials, the size of the threat becomes 
disturbing. The world has seen in the last thirty years numerous nuclear proliferators, near 
proliferators, and virtual proliferators. There are still those today seeking nuclear 
technology for military purposes. This trend will likely continue and should be addressed 
by policy makers. 

What has been discussed thus far leads one to see the serious proliferation threat of 
today and tomorrow more clearly. While the behavior of the international community is 
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crucial in the nuclear proliferation arena, it is insignificant to this discussion. Why nations 
seek nuclear weapons has and will be debated by Realists, Neo-Realists, Structuralists and 
all others who study the realms of international relations and interactions. Rational actors, 
balancing, international security, or whatever the reason or theory one supports, nations 
have and will continue to seek weapons. This is because nuclear weapons might provide 
them status or act as an advantage or equalizer to their "perceived" enemies and threats. 
The bottom line is that one's perceptions are always one's reality. 

Nuclear proliferation has not occurred in a vacuum. Internationally, the world 
community, super-powers, the United Nations, NATO, the Warsaw Pact, and others have 
through various treaties, accords, and international watch dog organizations attempted to 
prohibit nuclear proliferation. We have been unsuccessful in this endeavor. Of this there 
can be no real debate, since a little is always too much. Today, proliferation of nuclear 
materials has become considerably easier and with the loss of a bi-polar world, incentives 
to proliferate have become greater. What has not kept pace are the nonproliferation 
programs and strategies to minimize this source of weapons material proliferation and its 
threat to the world today. In fact no organization or program seriously addresses nuclear 
proliferation from sub-state actors. This oversight has, in the past assisted nations in their 
quest for nuclear weapons and will to a greater extent, continue to do so in the future. 

B. RECOMMENDATIONS 

There will most likely be a non-peacefiil detonation of a nuclear device, by a 
nation-state or a sub-state actor, within the next ten years. This statement arises because 
there are certain problems, commonly defined as "non-linear," that cannot be solved. As a 
result what must be done is to manage these un-solvable non-linear situations a best as we 
can. This will result in very specific and diverse solutions which are to be discussed here in 
greater detail. What will be attempted in the conclusions is to define possible non-linear 
solutions to the nuclear proliferation from sub-state actors problem, this is a unique 
approach since in the West we generally see problems as linear in nature and thus the 
solutions will be linear also. This in fact is not the case for most of the interactions in 
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nature, the universe, and everything. In fact attempting to mold a linear solution to a 
non-linear problem may actually cause the situation to get worse. 

We show that the proper applications of non-linear thought and Chaos Theory, can 
provide much more accurate and effective solutions to the very complex and non-linear 
problems created by the spreading of nuclear materials (both supply and demand), the 
current Russian disintegration, and the inadequate U.S. policies designed to address these 
threats 


1. Definition of Terms 

Linear - Involves measurement in one direction only. In mathematics it will 
involve terms of the first degree. It will have the same effect on a sum as on each side or 
part of an equation. Small deviations initially will not cause large deviations, but rather 
very predictable deviations in the solutions. 218 For instance, ballistics . . . artillery 
projectiles' flight paths can be easily forecasted. Changes in projectile weights, powder 
charges, and surface winds will produce predictable and accurate results. They can be 
captured by a straight line and are easily solved. 

Non-Linear - Is much more difficult, esoteric, and obtuse. Expressed relationships 
are not strictly proportional. Generally non-linear systems and equations cannot be solved. 
In environments or systems, like social interaction, international relations, fluids, and 
mechanical, the non-linear terms are the features that people want to leave out so as to 
achieve a simple understanding. 219 

Without friction one has a simple linear equation that expresses the amount of 
energy needed to accelerate a jet off an aircraft carrier. With friction the equation becomes 
complicated, because the amount of energy changes depending on how fast the jet is 
moving at a given point in time. You cannot assign a Constance importance to friction 
because its importance depends on velocity. Small variations in turn will cause significant, 
non-linear deviations in time. This is known as Sensitive Dependence Upon Initial 

2IS Webster's College Dictionary (New York. Random House. 1991V 
219 James Gleick, Chaos (New York, Penguin Books, 1987), 20-37. 
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Conditions, 220 or more commonly called "The Butterfly Effect." The idea of a small 
butterfly fluttering its wings in China, could eventually cause tornadoes in Kansas. 221 

The real world is full of and only operates because of these sensitive dependencies, 
to factor them out because they are too difficult to manage easily results in inadequate 
answers or programs for very serious threats. These conclusions will provide a frame 
work to address these inadequacies and guidelines to, if not solve, at least contain these 
new and greater nuclear proliferation threats. 

2. Carl von Clausewitz on Chess 

In the West over the last few centuries, we as a society, for the most part have 
addressed our problems in economics, physics, hunger, poverty, military strategy, and 
other realms in linear terms. More simply it can be viewed the way we observe Carl Von 
Clausewitz's On War, and with the medieval game of Chess. Clausewitz viewed warfare 
scientifically, one could simplify functions, hold inputs constant, take into account and 
measure unknowns such as "The friction of War." By doing so one could accurately 
determine or model outcomes in war or battle. 222 The reason for this again is that we can 
only solve for artificial linear equations and not real world non-linear equations. 

This mind set produced the game of Chess in the West. In the game, one player 
moves their pieces across a one dimensional board attempting to comer or trap an 
opponent in checkmate, a position from which he cannot move one dimensionally from. 
This is also the way we attempt to solve most of the worlds' situations. 

An example of this linear mind set is the United States War on Drugs. We spent 
billions of dollars and provided national assets (ships, planes, and military personnel), to 
stop the influx of illegal narcotics into America. This is the largest force ever assembled to 
fight a specific criminal threat, but since we did not target "critical nodes" of the drug 

220 Ibid., 22-24. 

22! Ibid., 23. 

“■ Carl Von Clausewitz, On War (New York, Penguin Books, originally published 
1832 by Vom Krieg), 162-167. 



operations, we lost. The smugglers simply avoided the billions of dollars worth of assets 
placed in their way and thus were never checkmated. 

3. Sun Tzu and the Art of Go 

Sun Tzu and the Chinese board game of Go represent non-linear thought and 
strategy at its greatest. It is flexibility and movement that matter. It is not one dimensional 
or linear. There is no front and back, defense can and is offense at the same time. Sun Tzu 
said "all warfare is based upon deception," the U S. war on drugs had only predictability. 
To achieve deception one must identify the opponents important "nodes" of operation. 
Sun Tzu called this attacking the enemy's strategy. 223 In Go a board of 19 squares by 19 
squares is used, moves can be made anywhere on the board in any order, unlike chess 
where moves follow a pattern. Different parts of the board will be important and 
insignificant from game to game, just as different world threats will have different critical 
nodes. No one linear answer then can address all or even a few of the potential crises'. 

What Sun Tzu and Go give to the drug war are nodes to focus the war upon. A 
major problem the drug cartels had was the movement of billions of dollars in cash, and 
the eventual laundering of these funds. This was not targeted but should have been. Banks 
in Europe, the Middle East, and the Caribbean should have been made to cooperate 
immediately and the accounts identified and seized. The chemicals, like ether, that is 
needed for processing could only be manufactured in the required quantities in Europe and 
the United States. Deny access to these chemicals. The aircraft used to move these 
materials were manufactured in the United States. The modifications added to give these 
planes the range to smuggle drugs had to be inspected by the Federal Aviation 
Administration (FAA), which means this node could also be targeted. These are just a few 
critical nodes that could have been easily targeted but were not. 

The smugglers on the other hand targeted the U.S. strategy. They bought patrol 
and flight schedules to avoid areas of surveillance. They flew around radar stations, and 
paid off law enforcement officials. 224 They simply did not fight a campaign that 

223 Sun Tzu, The Art of War (London, Oxford University Press, 1963), 76-89. 
Translated by Samuel B. Griffith. 
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complimented our strategy, and as a result have been highly effective. The 
nonproliferation regime must not also make this mistake. 

The solutions discussed in Chapter V, were as we see now somewhat linear in 
nature They have difficulty addressing the chaotic nature of the international arena, 
regional security issues, and the mess created by the collapse of the Soviet Union. With 
the collapse of the USSR, a whole host of new and greater threats are now available 
internationally, Each one of the following, nuclear materials, nuclear technologies, nuclear 
weapons, nuclear experts, and the brain drain, all contribute more uncertainty, friction, and 
noise to the proliferation problem. This in light of the fact that all the other reasons or 
proliferation threats still exist. 

Many of the critical nodes in Russia and the other inheritor states evolved out of 
the greater long-term problems stated in Chapter II. With the social, political, and 
economic collapse the only real long-term solution is to fix the internal society and get 
Russia functioning again. 

After World War II, the United States saw the critical threat communism, as a 
philosophy, held towards a war ravaged Western Europe. The United States and Europe 
recognized that they could not rebuild on their own and that assistance would be 
required. 225 As an answer, the Marshall Plan was passed. It directed that Europe works 
together to rebuild, provided hundreds of millions of dollars in aid from the United States, 
and was designed to allow each country to rebuild her economy from the inside out. 
Russia's situation is not so different today, they must now rebuild a viable internal 
economy. What is different is the U.S. solution towards assistance. The CTR and 
programs such as defense conversions do not give much assistance. Funds it does provide 
are spent on limited programs making hearing aides, dental chairs, and cola. 

These endeavors may not be enough to move markets, create jobs or support an 
entire economic infrastructure, but may offer a place to start. If the entire economy is not 

224 Rice. Trafficking. 145-151. 

225 Henry Pelling, Modem Britain (New York, W.W. Norton & Company, Inc., 
1960), 163-190. 
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supported and working then neither will the social and political sections be supported and 
working. The United States could aid the Russian government in areas of government and 
security; police forces, borders, and anti-organized crime. This is, however, an internal 
problem that may require internal answers. One probable long-term solution is to let U.S. 
and international business interests assist in solving the economic woes through joint 
business ventures. The following trade agreement is a positive example of what could be 
done. 


4. One Billion Dollars for Sixteen Satellite Launches 

Lockheed-Martin will be paying one billion dollars to the Russian Space program 
for sixteen satellite launches over the next two years. They are investing an additional $25 
million on infrastructure upgrades to facilitate these launches. 226 This is ten times the 
amount that the U.S. government has spent on CTR (Nunn-Lugar) in the last three years. 
Lockheed-Martin is also getting a deal because to launch those satellites from the United 
States, it would cost two billion dollars. These are the types of programs that the United 
States must facilitate and push for because this is what the economy needs and will 
respond to. 

Russia possesses several internal industries that can and do support entire 
world-wide industries. They have some of the largest oil, natural gas, precious metals, and 
old growth timber reserves in the world. Any one of these industries, if properly 
developed, could immediately infuse hundreds of billions of dollars in hard currencies into 
the Russian economy. This is exactly what Russia needs if it is to continue towards a 
healthy political and economic recovery. Boeing Aircraft is looking into joint ventures 
with Russia using the trade agreement in appendix E as a basis. The U.S. government 
could assist in future agreements such as the example outlined above. Giving financial 
assistance may be necessary but only offers a short term answer. Lockheed-Martin's 
satellite venture is an example of a long-term economic solution that benefits both Russian 
and U.S. economies and improves international stability. 


Los Angeles Times . 21 March 1995. 
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5. Concluding Recommendations 


a. Short-Term Recommendations 

- Current programs such as CTR, Laboratory-to-Laboratory, and 
Government-to-Govemment should be continued and supported into the near future. 
They may provide the short-term stability necessary to increase U.S. and Russian 
cooperation. 

- Enforcement of the current nonproliferation regime should continue to be 
pursued by the international community. While imperfect in the past it provides vital 
deterrents and hurdles against those seeking nuclear weapons status. 

- The criminal and corrupt elements within the NIS must be adequately combated, 
the United States and others in the international community can lend technical and training 
assistance when and where ever practical. But this will only be successful if those in this 
region take an active role in combating these elements and applies an effective rule of law. 


b. Long-Term Recommendations 

- Most importantly, an internal Russian consensus towards international 
co-operation must become evident. 

- The fractious political leadership must develop a working level of co-operation 
between themselves. They must be able to put together a vision for the future that will 
morally, spiritually, socially and functionally replace the lost leadership and guidance that 
was provided by the communists. 

- What we called the Marshall Plan following World War II could be applied in the 
NIS today. It should be noted that annual assistance programs to Egypt and Israeli 
average about four to six billion. This is over ten times the annual level of funding 
authorized for CTR programs. Due to the potential devastating nuclear proliferation 
problem outlined throughout this thesis, U.S. policy and assistance programs may need to 
be re-evaluated to ensure the greatest stability for each dollar spent. This is critical in 
today's limited budget environment. 

- Russia and the NIS possess large quantities of extremely valuable natural 
resources. Economically speaking these resource industries must be put to work. These 
are industries that could support the economic turn-around that is presently needed to 
assist solving many of the system wide problems. 
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- The United States should facilitate international trade, agreements, and joint 
ventures that will also assist in getting Russia and the NIS functioning adequately. The 
Lockheed-Martin example above infused in one transaction ten more hard currency into 
Russia than all the CTR programs combined. These are the programs that will produce 
growth over decades. 

- Ultimately these are local problems that will require local solutions that must be 
developed and instituted from within Russia and the various NIS. If they do not take the 
initiative and forge forward, nothing the United States and the international community 
does or proposes will succeed in the long-term. 
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APPENDIX A. 


ILLICIT TRANSACTIONS INVOLVING NUCLEAR MATERIALS FROM THE 
FSU 

This Appendix contains a compilation of reported illegal nuclear materials 
diversions for the past four years. The list is not inclusive but will provide ample 
documentation of the new nuclear proliferation threat that is the basis for this thesis. This 
list was compiled by the CIS Nonproliferation Project, located at the Monterey Institute 
for International Studies (MIIS), Monterey, California. No attempt has been made to 
ascertian the veracity of these reports. 
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ILLICIT TRANSACTIONS INVOLVING NUCLEAR I 
FROM THE FORMER SOVIET UNION 
A CHRONOLOGY OF NEWS REPORTS 


Compiled by the CIS Nonproliferation Project. 
(No attempt has been made to determine 
the veracity of the reports.) 
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9/30/94 - THE WALL STREET JOURNAL, "Uranium Is Seized In Slovakia," p. All. 

In September, an official from the Slovak Interior Ministry reported 
the seizure of 26.5 oz. of uranium-235 in Slovenske Nove Mesto, Slovakia. 

Four Slovaks reportedly attempted to smuggle the uranium into Hungary by 
car,- the uranium is believed to have originated in the former Soviet Union 
[See also RFE/RL DAILY REPORT no. 187, 9/30/94, "Slovak Police Detain 
Uranium Smugglers," p. 8; THE FINANCIAL TIMES 9/30/94, p. 3; REUTER 
9/29/94, "Four Slovaks Seized With Enriched Uranium."] 

9/30/94 - IZVESTIYA, "Oruzheinogo urana v Kaliningradskom konteinere ne 
obnaruzheno," p. I. 

Specialists have determined that the Kaliningrad capsule suSDected of 
containing radioactive materials [see IZVESTIYA 10/20/94] actually holds a 
device used for defectoscopy of the welding compounds used in machine 
building. Such a device could hypothetically hold about 30 kg of depleted 
uranium, which cannot be used to manufacture nuclear weapons. 

9/28/94 - REPORT OF SEPTEMBER PRESUMMIT MEETINGS ON U.S.-RUSSIAN SECURITY 
ISSUES from THE WHITE HOUSE, Office of the Press Secretary. 

In preparation for the meetings to be held between Presidents Clinton 
and Yeltsin on September 27th and 28th, U.S. and Russian officials met to 
discuss security issues of mutual concern, including nuclear security 
enhancement. Underlying the measures outlined in the summit joint 
statement on nuclear security, the officials agreed to follow up on the 
call for cooperation to prevent nuclear smuggling that resulted from the 
Naples Meeting of July 10th. 

9/28/94 - FBIS-SOV, "FIS Spokesperson on Iranian Nuclear Arms Acquisition, 11 
p. 14, originally from ITAR-TASS 9/27/94 in English. 

According to CIA Director James Woolsey, Tehran is now focusing its 
attention on Russia, which it views as a potential source of the main 
nuclear arms components as well as of finished nuclear arms. 

However, the press secretary of the director of the Russian Foreign 
Intelligence Service has told ITAR-TASS that the "Russian Foreign 
Intelligence Service (FIS) has no information to prove that Tehran focuses 
its attention on Russia... We cannot quite understand, on what Mr. 

Woolsey's assertions are based... Oddly enough, whenever a question is 
raised about abuses in the nuclear field (in certain countries), all eyes 
are fixed on Russia. Such was the case when contraband plutonium was 
uncovered in Germany, though its origins have not been found out as yet. 

And that is what is happening today." 

9/26/94 - GOLOS no. 22, "Yuri Baturin o plutonievoi kampanii," p. 3. 

Yuri Baturin, assistant to the Russian Federation President on 
national security issues, has stated in an interview that he would not 
"stake his life" on the idea that Russian plutonium is 100% secure. 

Baturin said that in light of the chaotic economic situation, it is 
difficult to say with certainty that order is being maintained in any given 
industry. 

9/25/94 - REUTER, "Clinton, Yeltsin To Map Expanded Security Ties." 

Presidents Clinton and Yeltsin are expected to expand upon the 
existing U.S.-Russia security relationship at next week's summit meeting. 
According to senior U.S. officials, this move reportedly will include an 
initiative to prevent the circulation of "loose" nuclear materials, which 
are a matter of concern not just with Russia but with nuclear programs 
everywhere. [See also AVIATION WEEK & SPACE TECHNOLOGY 9/26/94, "Summit To 
Focus On Nuclear Safety," pp. 23-4.] 

















3SIA & CIS TODAY no. 0667, "Uzhestochenie ucheta iadernykh 
p. 2, originally from NOVOSTI News Program 9/16/94. 
at Yeltsin has signed a degree on improving the system for 
3r and storage of nuclear materials. In this connection, th¬ 
is been tasked with forming an interagency commission within 
weeks. Within one month, the state is to have passed a 
l the establishment of a state information network for nucl 
hunting. [See also REUTER 9/16/94, "Yeltsin Orders Tighter 
iclear Stocks."] 

3 WASHINGTON TIMES, "Bulgaria Finds Atomic Material," p. A13. 
lg to a spokesman for the Bulgarian Interior Ministry, 

' J 'including 
























and physicists ha 
alloyed with the 
the plutonium." 


8/31/94 - IZVESTI 
p. 3. 

Finnish cust 
radiation detecto 



















TIMES 8/19/94, p. 


8/28/94 - AS AH I S 
Theft Cited," p. 
























































sample rec 
the German 
simple." [ 
no. 0594, 



/20/94 - KRASNAYA ZV 
edostake faktov, 11 p. 









unemployed inc 
igation. 


assoc: 

m pol: 














































smuggling involving radioactive material, 
parliamentary internal affairs spokesman 
Christian Democratic Party, has stated th 
smuggling radioactive material. 

8/14/94 - MOSKOVSKIE NOVOSTI, "Kakoi peri 
sensatsii?" 



On 8/15/94, a spokesman for the Russ 
Vladimir Tomarovsky, stated that the 6 gr 
from German businessman Adolf Jaekle was 
also THE WASHINGTON POST, "Russia Scoffs 



















































plant worker reportedly hid a small quantity of 90% enriched uranium in his 
mitten in order to smuggle it off of the premises. The plant's managers 
became aware of what had transpired only several months later, when the 
incident went public. [See also IZVESTIYA 6/9/94, p. 2.] 

6/16/94 - WIENER ZEITUNG, "Vienna: 5.7 kg Enriched Uranium Discovered," d 
7. 

On the morning of June 15th, Vienna police reportedly discovered 5,7 
kg of enriched uranium in metallic form in the home of a 39-year-old 
Croatian living on Museumstrasse. Specialists at the Seibersdorf Nuclear 
Research Center who examined the material said that it is generally used 
for containers to hold radioactive substances. However, if subjected to 
extensive neutron bombardment it might be possible to extract plutonium 
from it, in small quantities. 

6/16/94 - FBIS-SOV, "North Koreans Expelled For Nuclear Parts Purchase 
Attempt," p. 8, originally from SEOUL KBS-1 RADIO NETWORK 6/15/94 in 
Korean. 

According to INTERFAX news agency, Russia recently expelled five North 
Koreans for attempting to obtain nuclear bomb components in Yuzhno- 
Sakhalinsk, the capital of Sakhalin Island. The Koreans' activities 
reportedly were discovered by a Russian counterintelligence agency. [See 
also SEGODNYA 6/16/94, p. 1.] 

6/13/94 - CHEMICAL AND ENGINEERING NEWS, "U.S. And Russia Face Urgent 
Decisions On Weapons Plutonium;" in DOE Monthly Summary, July 1994. 

There have been three confirmed reports of stolen uranium, one of 
which included weapons-grade uranium. According to Vladimir Orlov of 
MOSCOW NEWS, theives were caught during several attempts to steal plutonium 
from Krasnoyarsk-26. 

6/12/94 - THE WASHINGTON TIMES, "Gangsters reported with nuclear know-how,“ 
p. A7. 

According to a senior German intelligence official, Russian gangsters 
have gained access to the technologies needed to build nuclear weapons, and 
could use them for the purposes of international blackmail. In two weeks 
the FBI will be opening a Moscow office to manage international crime 
control efforts carried out jointly with Russian Federation authorities; 
the German government is now considering legislative changes which would 
enable its intelligence agency (the BND) to participate in such joint 
measures. [See also THE WASHINGTON TIMES 5/26/94, "FBI to open Moscow 
office with eye on nuke trafficking," p. A3.] 

6/9/94 - IZVESTIYA, "Russia Has Become A Test Site For Exotic Intelligence 
Services," p. 3. 

Yuri Baturin, National Security Adviser to the Russian president, has 
stated that Russian authorities are concerned by the espionage activity 
being conducted within Russia by Chinese and North Korean agents. 

According to Baturin, "now measures are being adopted to prevent the 
leakage of technologies, in particular dual-purpose technologies." [See 
also FBIS-SOV 6/9/94, p. 10.] 

6/8/94 - FBIS-SOV, "FCIS Detains Group Trying To Sell Uranium Dioxide," 
originally from INTERFAX in English 6/7/94. 

Last March, Russian counterintelligence agents in St. Petersburg 
apprehended a group of people who reportedly intended to sell over 3 kg of 
uranium dioxide (90% of which was uraniura-23S). The agents have determined 
that the uranium was stolen from an enterprise belonging to the Automobile 
Industry Ministry located near Moscow. 
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and there is the problem of ships taken out of combat service, that is, th« 
unloading of active areas." The Navy openly acknowledges the existence of 
nuclear fuel- related problems, but is apparently powerless to do anything 
to stop them on its own. [See also FBIS-CENTRAL EURASIA 12/17/93, "Navy 
Nuclear Inspector on Failure to Meet Standards" from Moscow Radio 
(12/16/93)] 
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11/27/93 - REUTER, "Suspected Georgian Uranium Hawkers Held in Turkey." 

Turkish police have arrested three Georgians in Bursa for trying to 
sell 4.5 kg of a substance believed to be uranium. The Georgians were 
asking a price of $150,000 per kg. The material has been sent to the 
nuclear energy laboratory in Istanbul for further study. [See also JPRS-TND 
1/6/94 pp. 33-4] 

11/24/93 - IZVESTIYA, "Vendors of Radioactive Cesium Detained in 
Volgograd." 

Eight people from Volgograd and Volzhskii were detained by the 
Security Ministry's Volgograd Directorate when it was discovered that they 
intended to sell two 80-kg containers of cesium-137 on the black market. 

The cesium originated at a plant in Volzhskii, and each container 
reportedly had a market value of 1 million rubles. 

11/24/93 - REUTER, "Several Detained in Uranium Oxide Smuggling Attempt." 

Police in the city of Lublin, eastern Poland, detained several people 
for attempting to sell 2.5 tons of what was apparently uranium oxide. 
According to a police spokesman, the material did not have a dangerous 
level of radioactivity and could not be used in weapons manufacturing. It 
was discovered on a bus going from Lwow to Warsaw when it stopped at the 
Ukrainian border town of Hrebenne. 

11/16/93 - ENS NUCNET (EUROPE), "Swiss Officials Probe 'Yellow Cake' Case." 
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atomic bomb. Another Turkish businessman involved in the case was a former 
member of the Istanbul Chamber of Commerce. [See also DEUTSCHE PRESSE 
AGENTUR 10/7/93] 
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International pressure on Russia has been steadily mounting in the 
wake of the discovery that Russia -- apparently, without adequate warning 
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9/14/93 - UNCLASSIFIED DEPARTMENT OF ENERGY MEMORANDUM on "Reports of Theft 
and Smuggling of Nuclear Material in the Former Soviet Union." 

The events cited include the following: 

(1) A gamma radiation unit with cesium-137 mysteriously disappeared from 
the production association Khimprom in Ukraine [KIEV HOLOS UKRAINY 
7/24/93]. 

(2) According to the BBC, a group of smugglers who had been stealing 
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11/27/92 - FBIS-CENTRAL EURASIA, "Firm Illegally E> 
Metals," p. 54 originally from MOLOD UKRAYNY 11/08/ 
Ukrainian Department for Combatting Organized 
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9/23/92 - PROLIFERATION ISSUES, "Tajik uranium sale 
23 from CHAS PIK 8/10/92. 
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A German reporter from STERN, Erich Follat, posed as a businessman in 
order to investigate claims that Tadjikistan planned to sell enriched 
uranium to Iraq and Iran. In Dushanbe, he was approached by a man who 
offered to sell him 15 kg of uranium enriched to 80 percent, which 
allegedly came from Taboshar. 

9/16/92 - JPRS-PROLIFERATION ISSUES, "Kazakhstan to Declassify Data on 
Uranium deposits," p. 28, originally from KAZAKH RADIO NETWORK 9/9/92. 

The government of Kazakhstan has decided to declassify information on 
uranium reserves in the republic, and to present information on total 
uranium reserves and resources to the IAEA, as a prerequisite to joining 
the IAEA and obtaining uranium sales quotas. 

9/12/92 - MONTEREY HERALD, "US Rips Iran Deal for Reactor." 

Russia has agreed to sell Iran two 440 MW nuclear reactors, and to 
supply 170 nuclear technicians to install and operate them. 

9/9/92 - JPRS-PROLIFERATION ISSUES, "Russia, Iran Cooperate on Peaceful 
Nuclear Issues," p. 19, originally from ITAR-TASS 9/7/92. 

On 9/21/92, Iran and Russia will sign a joint declaration on nuclear 
cooperation and construction of a nuclear power plant in Iran, according to 
Georgiy Kaurov of the Atomic Energy Ministry. Technology related to the 
production of materials for use in nuclear reactors and fuel cycles will 
also be shared. 

9/3/92 - THE GUARDIAN, "US Report Says Iran has Soviet Nuclear Weapons." 

The US House Republican Research Committee Task Force on Terrorism and 
Unconventional Warfare reported Iran had imported four nuclear weapons, two 
of which are now operable, from a Muslim republic of the CIS. The alleged 
nuclear weapons include two 40 kt missile-based warheads, one 50 kt aerial 
bomb and one small 0.1 kt artillery shell. 

9/1/92 - THE WASHINGTON POST, "U.S. to Buy Russian Uranium," p. 3. 

Russia and the US initialed an agreement on September 1, 1992, under 
which the United States will buy Russian highly-enriched uranium to be used 
as fuel for American nuclear reactors. 

9/92 - NEDELYA #35, "Nashestviye krasnoi rtuti," p. 10. 

Yuri Tychkov, Deputy minister of the Russian Ministry of Atomic Energy 
and Industry, denounced the rumors about the so-called "red mercury," 
allegedly produced at one of the Russian closed nuclear cities and used in 
missiles, as a sham. Many entrepreneurs are using "red mercury," which is 
not on the list of the controlled materials, as a cover for smuggling 
precious metals and fissile materials out of the country. Dozens of Russian 
ministries are inundated with requests for export licenses for the non¬ 
existing "red mercury." 

8/27/92 - REUTER, "Old Cold War Foes Unite To Stop Nuclear Smugglers." 

In Bonn, police say that 200 cases of nuclear smuggling have been 
investigated in Germany alone since 1990. Don Kerr, British defense expert 
said that most of the material being smuggled consists of fuel pellets of 
uranium dioxide. In 3/91, two former Soviet citizens were arrested trying 
to sell 1.2 kg of uranium for $1.1 million. In April, two men were arrested 
in Hungary for trying to smuggle uranium fuel rods, believed to have come 
from Ukraine, into the country. In June, Rumanian police arrested a 
technician from a nuclear materials factory, saying 208 kg of low-grade 
uranium fuel pellets had been stolen.The following month, two Poles and two 
Austrians were detained in Berlin for attempting to smuggle cesium-137 and 
uranium-238. On August 1, Polish Radio reported that two Poles were 
arrested on charges of collaborating in the removal of cesium-137 from 
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7/92 - NUCLEAR NEWS, p. 55. 

261 uranium pellets enriched to 5 percent reported to come either from 
the Ulbinsky plant in Kazakhstan or the Atommash fuel fabrication plant in 
Russia were confiscated by the Austrian police in Vienna. 

6/25/92 - JPRS-PROLIFERATION ISSUES, "Krasnoyarsk Search for Stolen Cesium 
Continues," p. 26, originally from IZVESTIYA 6/12/92, "Cesium Stolen in 
Krasnoyarsk," p. 6. 

A lead container with cesium-137 was stolen from a Krasnoyarsk area 
oil pipeline administration storage facility. [See also FBIS FOREIGN PRESS 
NOTE 8/20/92.] 

6/19/92 - JPRS-PROLIFERATION ISSUES, "Russian Center Trained DPRK Nuclear 
Scientists," pp. 23-24, originally from YONHAP 6/11/92. 

An atomic research center in Dubna, Russia, supplied key technologies 















uranium rods" out of Ukraine into Hungary. 

: EUROPEAN, "Iran Has N-Bomb,» pp. 1 - 2 . 

intelligence states that Iran has acquired at least two 
ads from Kazakhstan. 


4/15/92 - JPRS-PROLIFERATION ISSUES, "Atomic Fraudsters Investigated," 
originally from IZVESTIYA 4/2/92. 

A. Shishkin, chairman of Techsnabexport, said that not a single case 
of nuclear material confiscated abroad had been proved to come from the 
FSU. There have been allegations that enriched uranium and plutonium seized 
in Hungary, Italy, Switzerland, Austria and Mozambique was of Soviet 
origin, but the reports were either proved false, or the material was 
natural, not enriched uranium. 
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APPENDIX B. 


MAPS OF RUSSIAN NUCLEAR FACILITIES AND SMUGGLING ROUTES 

The maps contained in this Appendix graphically illustrate the routes smugglers 
frequent in and around the southern borders of Russia and the Newly Independent States 
(NIS). Access to nuclear facilities and locations are also documented on these maps. 
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APPENDIX C. 


BCCI CONGRESSIONAL TESTIMONY 

Appendix C contains testimony from Hearings before the Subcommittee on 
Terrorism, Narcotics, and International Operations. The following excerpts from the full 
five volume set contain evidence of the Central Intelligence Agencies (CIA) involvement 
with the Bank of Credit and Commerce International (BCCI), as well as BCCI's 
involvement in illegal weapons sales, smuggling of contraband (Drugs, people), 
assassinations, and lastly the movement of nuclear materials internationally. 
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OCA^535-91/l 


The Honorable John F. Kerry 
Chairman 

Subcommittee on Terrorism, Narcotics and 
International Operations 
Committee on Foreign Relations 
United ^States Senate 
Washington, D.C. 20510 


Dear Mr. Chairman: 


This is in response to your litter of May 14, 1991 . 

regarding the Bank of Credit and Commerce International 
(BCCI). I apologize for the length of time it has taken to 
respond. 

/■ 

Your letter requested a copy of a memorandum prepared by 
CIA that was made available to former Customs Commissioner 
William Von Raab, and information on CIA's relationship with 
BCCI. We have now located a 1986 working paper prepared'on 
BCCI, and an update of that paper prepared in 1989. While we 
cannot be certain, we believe"it is likely that the 1986 paper 
is the document reviewed by Mr. Von Raab. The updated version 
of this!paper was clearly disseminated to the Customs Service. 
Because-of the extremely sensitive nature of this information, 
we will make it available to you. through ths Senate Select 
Committee on Intelligence. I have provided the.-two documents 
to Mr. George Tenet, Staff Director of the Intelligence 
Committee, and I have asked him to make them available to you 
or appropriately cleared members c f your staff for review in 
the Intelligence Committee's secu. e space. 

Our:Inspector General is currently reviewing the matter of 
any CIA use of BCCI, and will provide a report of his findings 
to the House and Senate Intelligei'ce Committees. 

If we can be of any further assistance in this matter, do 
not hesitate to contact us. 

Sincerely, 

/***,£ Jp: -■&) 

Williau H. Webster 
Director of Central Intelligence 
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HEADLINE: Heles as Consultant; 

Helis to Ooerate An International Consulting Fire; 

A Go-Between for Iranian Businesses 

BYLINE: By Bill Richards, Washington Post Staff Writer 

BODY: 

Forier Aibassador to Iran Richard H. Heles has opened an international 
consulting fin here which he said yesterday trill concentrate on developing 
business interests in the United States for Iranian coepanies. 

Helis, 64, said, "I eight be a go-between or represent Iranian interests who 
would want to do something in this country.' He said he naeed his new consulting 
business the Safeer Coepany because Safeer leans ‘aibassador' in the Persian 
language of Farsi. 

Heles was fined 52,000 and given a two-year suspended sentence Nov. 4 after 
he pleaded no contest in federal court here to two counts of failing to testify 
fully and accurately before a Senate coeeittee considering his noeination to be 
aibassador to Iran in 1373. 

The charges against Heias were related to his testieony on two occasions 
before the Senate Foreign Relations Coeeittee. He testified that the Central 
Intelligence Agency, which he foreerly headed, had not interferred in political 
affairs related t: the late Chileen President Salvador Allende. 

Heins' new role as prospective 'go-between' for Iranian interest seeking 
business in the United States could possibly eebroil hie with the U.S. 
regulations governing conflicts of interest for foreer federal eiployees. 

The U.5. Cneinal Code prohibits forier governeent eiployees fro* taking part 
for at least one year in proceedings involving foreign individuals or 
corporations which light have fallen under their officiel responsibility. 

Helis officially resigned froi his Iranian aibassadorship dan. 31 of this 
year. Legal experts were unclear yesterday whether Helis' role as aibassador 
would have given his specific responsibility under the U.S. code for Iranian 
fins or persons doing business here. 

Helis said he foreeo his consulting firi Oct. 3 in association with Iranian 
businessian Rahit K. Irvani. Irvani is an executive of the Helli Industrial 
Group in Tehran. The consulting fin has not yet accepted any clients, and 
Helis said he has not registered here as alobbyist. 

Ti quite different froi a lobbyist he said. Ti not trying to influence 
our governient or our country. All I'l tr,ing to do is help our balance of 
payier.ts.' 
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-him and his family yesterday. He has two very attractive, mtelli- , 

gent young children who are feeling the pressures of this transi- 
tion. And his wife is here, who joins him, who is seated right in j 
back of him. She is American, from New York, and is also feeling ; 
the tensions and pressures of what has happened to their life as a 
consequence of this. „ 

Therefore, we really made a decision that because of the threat 
to physical safety, and because of his own personal feelings about 
the need to get this behind him, that we would proceed today. I 
personally talked to Senator Pell and to Senator Brown in order to 
clear with them the notion of proceeding forward. And Senator 
Brown, who cannot be here because he is on a trip out of the coun- 

Let me just review quickly for the record, the BCCI road that we 
have travelled to this point, and then Senator Cranston has asked 
me to read into the record a few comments of his, and he has sub¬ 
mitted some questions. 

First, we have learned a lot about BCCI to date. We know that 
BCCI was a bank whose senior officers created a web of corruption 
that extended literally around the world. Second, we know that be¬ 
cause of its unique status of being located everywhere but regulat¬ 
ed no where, in the context that most of us think of bank regula¬ 
tion, BCCI became a natural haven for the movement of narcotics 
money or the proceeds of crime, or even for nefarious deals. 

Third, we know that BCCI’s chief officer, Agha Hasan Abedi, and 
others systematically developed ties with leaders around the world, 
with people in positions of influence, and provided these people at 
various levels with favors and benefits of various kinds, ranging 
from creating charities to strengthening these leaders politically or 
otherwise, to helping to arrange arms deals, to creating slush funds 
of the kind that General Noriega had. 

Fourth, BCCI used its political ties to obtain open control of 
many banks around the world, which became part of the BCCI 
family, and secret control of other banks, which we have seen in 
the case of a number of banks here in the United States. 

( Fifth, foreign and domestic intelligence agencies developed close 
ties to BCCI. We know of some of those ties, though not all of 
them Knowing of BCCI’s criminal activities, the CIA and other in¬ 
telligence agencies, made use of BCCI for a variety of purposes, 
some yet to be disclosed. . , 

Sixth, we know that law enforcement and regulators in this and 
in other countries had a certain amount of information, substantial 
by the late 1980’s, concerning the nature and extent of BCCIs 
criminal schemes. And yet with the exception of the prosecution of 
some low-level personnel in Miami, that nothing seemed to happen 
until this issue hit the front pages, and until recently. 

Seventh, we know that BCCI is an institution which lost billions 
of dollars,’and we will hear something of how that happened this 
morning. And those billions in losses were systematically concealed 
by BCCI's leadership. And our witness this morning will define 
that leadership and the extent of the knowledge within the bank of 
that. And that this loss or series of losses were hidden in part by 
BCCI’s practice of obtaining substantial central bank deposits from 
governments all over the world. The collapse of BCCI Has already 


threatened some of these governments, and it will be some time 
before the full extent of government losses globally will be under- 

Eighth, we know that the accountants a lawyers hired by BCCI 
wound up helping the bank to conceal the true nature of its activi¬ 
ties for some time, and that that occurred even after serious allega¬ 
tions had arisen about criminal activity. The consequence of these 
facts, largely hidden until recently, is now demonstrated daily 
around the world. In India, money laundering rackets involving 
BCCI and aides to assassinated Indian leader Rajiv Gandhi are now 
under investigation. 

L In Pakistan, issues arise about BCCI’s involvement in its illegal 
[nuclear arms development program. 

I In Egypt, the Government has closed BCCI on money laundering 
charges after a run on the bank. 

In Argentina, as a result of hearings which this committee held 
last week, allegations have been raised that BCCI was brokering 
the sale of French Mirage jets to Saddam Hussein. 

In Cameroon, a Government with few resources now has even 
less as a result of BCCI-related losses. 

There isn’t an American who doesn’t understand the impact of 
the drug problem in this country. It’s a problem for all of us, but 
also for people all around the world, not just Americans. And arms 
trafficking has brought misery around the globe. The spread of nu¬ 
clear weapons, needless to say, creates even greater risks of con¬ 
frontation and of destruction. 

When a bank like BCCI moves drug money and big dollar weap- i 
ons money, and-he lps terrorists acquire the material t.n ma ke nu¬ 
c lear bombs, if that is w baTthey riirL ~wTTilp pnliHfai-lcaHgrQ w ho 
were suppos ed to be p rotecting them move aside, then governments V 
tKemsutvr^wind up becoming partners in the enterprise of those 
criminals. A big part of this problem is that BCCI came to believe 
that it could buy anything and facilitate everything. 

We have learned a lot in recent weeks, but I must say to you 
what strikes me particularly is the degree to which this bank 
thought it could steamroll any obstacles that lay in it’s path. Cer¬ 
tainly laws and standards were no barrier. Why? Because BCCI 
thought it could buy everything—buy lawyers, buy accountants, 
buy regulators, buy access, buy loyalty, buy government, buy 
safety, buy protection, and even buy silence. And what it could not 
buy or did not need to, it could facilitate. 

You need a Mirage jet to go to Saddam Hussein, BCCI could fa¬ 
cilitate it. If you wanted weapons in the Mideast and possibly even 
atomic weapons, who do you call? BCCI. You want drug money to 
move from cartel to safe haven. BCCI. It gave new meaning to the 
term “full service bank.” [Laughter.] 

Today, we continue the process of trying to understand what 
happened with BCCI and who was responsible. And hopefully, out 
of all this will come a stronger effort by government and the pri¬ 
vate sector to prevent this kind of behavior from scarring the polit¬ 
ical landscape, and the business landscape. 

Mr. Rahman, we are very pleased to have you here today. You 
are an intelligent and thoughtful person who has spent a lifetime 
really in the field of finance and who understands this bank as 
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under very difficult circumstances to uncover the truth about BCCI 
in that country. 

Yesterday I spoke about a Financial Times journalist whose 
murder a few days ago in Guatemala may be related to his own 
probing of BCCI's ties to arms smuggling there. 

Now in Argentina Menem has publicly rebuked the muckraking 
Buenos Aires daily newspaper, Pagina 12, in a way which appeared 
to harken back to the days of Argentina’s authoritarian past. He 
has attempted in the crudest sort of way to smear Pagina 12 as an 
organ of terrorist and drug peddlers. 

Pagina 12, which was recently written up in Time Magazine for 
its innovative and incisive reporting, has been giving extensive cov¬ 
erage to the BCCI scandal and its effects in Argentina. It has 
sought to investigate charges already in the public domain about 
involvement by Menem family members and friends in the drug 
trade. 

Finally, it was Pagina 12 which unearthed the so-called Swiftgate 
scandal, an apparent attempt to extort an American company in 
Argentina. The attempt was allegedly made by a top government 
official. 

I know how criticism, especially that from the fourth estate can 
hurt, but President Menem is way out of line. I urge him to stop. 

Before we begin I would like to place into the record documents 
just received by the committee as a result of a subpoena of BCCI 
records in Miami. The 42 pages I am submitting seem to bear out 
some of the worst suspicions about BCCI’s role in international 
arms trafficking. 

I The pages describe in a luxury of detail French Mirage III/B’s 
owned by the Argentine Air Force. From them we learn that these 
planes were "modified to Argentine Air Force requirements follow¬ 
ing years of combat experience.” 

We also learn that they are constructed with Delta wings, have 
aerodynamic airflow fuselage, are powered by an improved and 
augmented ATAR 9c5 engine, and have a maximum air speed of 2 
mach. 

According to these documents, these airplanes include wing edge 
stations modified for Sidewinder and Shafrir missiles, making them 
very dangerous instruments of war. 

On page 34, why BCCI has these documents, papers whose details 
suggest that somewhere they might be considered a military secret, 
comes into focus. All spares and repairs, the document on page 34 
says, “will cover 2 years of operation at the organizational and in¬ 
termediate levels. Long-lead items will be identified immediately 
after program go ahead to assure early procurement action.” 

The next page tells us that “ground support equipment will be 
provided for all models of aircraft.” Adding, “The AAF"—presum¬ 
ably Argentine Air Force—“will provide an engine test cell—porta¬ 
ble.” 

Page 38 concerns pilot training. “It is proposed that is the cus¬ 
tomer country training is required,” the document reads, “the AAF 

_1 „ tn thi«, trainin g j 
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And concerning packing and crating, page 41 tells us that “A af 

1 r “ d j*-, But “ r.ct th, b« iSStta Z 

there isa ft tle h hJL 2 dow . n ln the right-hand corner where 

in tte handwritten notation on these documents 

illSIipsss 

mmmm 

I also think these documents suggest in a verv viviH wnv 

sSSss? asiwfts Si£s3&j&~[ 

Mr. Chairman, thank you very much 
[The information referred to follows:] 
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ning program, including on-the-job training a 
provide fully qualified instructor personnel 


>e ne*,ociated separately. 
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ft'Mr. -Bilbeisi violated the laws of the Central American coun¬ 
tries—at least—of Honduras, El Salvador, and Guatemala, as well 
as the United States. He has recently been indicted in the southern 
district of Florida, and a copy of the entire criminal complaint and 
the indictment will be provided and made a part of the record. 

That indictment relates to coffee smuggling and preparation and 
filings of false income tax returns. His accountant was also indict¬ 
ed. Mr. Bilbeisi, you should know, is presently residing in Amman, 
Jordan, As announced to the world press, he does not intend to 
return to the United States. There is an issue as to whether or not 
he can be extradited. 

His codefendant, Mr. Gruschoff, was active in the preparation of 
his tax returns, and the books and records which were a direct im¬ 
pediment to the unraveling of this task, as well as from the books 
and records of BCCI. 

Now Bank of Credit and Commerce International, S.A., and its 
affiliates had two branches: one in Miami on Brickel Avenue, and 
one in Boca Raton, FL. Mr. Bilbeisi was a direct reason why the 
Boca Raton branch was opened to facilitate his commercial activity 
with that bank. Indeed, one of his relatives, Fahkri Bilbeisi has 
been, and is, today—although the bank is in receivership, as we all 
know—the senior bank partner in BCCI, Amman, Jordan. 

Mr. Bilbeisi, from the evidence that we have reviewed, has 
moved various funds of his three corporations—Coffee, Inc., Orion 
Systems, Inc., and Mura International—with the direct connivance 
and participation of BCCI to conceal accounts, arrange cash pay¬ 
ments, and facilitate the smuggling of coffee and other commod¬ 
ities through Central America into the United States. 

When our investigation began—and there should be a brief word 
about this—we knew nothing of Munther Bilbeisi or BCCI. Very 
simply, Senator Simon, Munther Bilbeisi individually obtained 
what is called a fine arts policy of insurance, to ensure what he 
represented to a particular underwriter, Richard Fielder, were a 
collection of antique rugs, and a Chinese vase—the appraisals, it 
was later determined, to be absolutely fraudulent. 

in the name of his company Coffee, Inc., or 

. . a insurance vehicle called a Marine Insur- 

e the movement of coffee, 
n short succession, Senator Brown, after 
is significant because that was the date 
9 had dropped over 200 points, 
gnificant economic event, Mr. Bilbeisi 
. Claiming that his home had been bur- 
le investigation of that claim, Mr. Bil- 

„ ___t his company, Coffee, Inc., had sus- 

Eclaim and loss of some $4 million, as a result of 
¥'$12,000 bags of coffee. And it was at that point, 

! ' 'e the existence and validity of the claim, 

—-—„— M introduce vast, incomplete sets of records 

-jRTCommerce International. 

KifiE'ine take a further minute to explain our involvement in 

—,d's rejected—the underwriters at Lloyd’s—both claims, on 

ie grounds—briefly—of fraud, and false- swearing. The documen¬ 



tation supplied by Mr. Bilbeisi, particularly in the Coffee, Inc. 
claim demonstrated on its face that there were no bills of sale; 
there were no contracts of sale; all that was given were a series of 
cashier’s checks. 

I wish to stress that even though we were involved with litiga¬ 
tion against BCCI as a nonparty witness, and Mr. Bilbeisi as a de¬ 
fendant, we are not here to try our case, but rather to convey infor¬ 
mation we have learned concerning the operation of Bank of Credit 
and Commerce; and, the U.S. Government’s response to what we 
obtained through subpoenas from grand juries. 

We do not purport to have knowledge of all of BCCI’s operations 
in its network of 69 countries. We will limit our remarks to those 
transactions which involve Mr. Bilbeisi in criminal conspiracy with 
the bank’s operations in Miami, in England, and in Amman, 
Jordan. 

The documents produced in the litigation, since 1988, that we 
have obtained from the bank at different times, from Mr. Bilbeisi 
and his corporations at different times, and from third-party wit¬ 
nesses, exceed the size of a large warehouse. 

We have attached to the various records that we have, a frag¬ 
mentary selection of some of those records in order to demonstrate 
the issues of coffee smuggling and arms violations here today. 

On the first topic of arms dealing, you might ask: what is the rel¬ 
evance of an arms dealer to contracts of insurance? Senators, that 
goes to the moral hazard of the applicant himself, and the obliga¬ 
tion and utmost good faith that an applicant for insurance disclose 
his true activities. Mr. Bilbeisi did not do that. 

We have documentation that there are at least seven, separate 
transactions of major arms shipments in which Munther Bilbeisi 
was involved, with weapons either obtained or supplied from the 
United StHes or EnglandTwHTgtnrll.inmleiv wfinfTn Jorda n. 

The first involved a sale of small arms to Honduras and El Sal¬ 
vador. During the brief, 1969 soccer war between Honduras and El 
Salvador, Mr. Bilbeisi sold small arms or light armaments to both 
El Salvador, and attempted, and did sell some of the armaments to 
Honduras. 

The second transaction that we are aware of began in 1974. This 
c landestine s hipment of B ritish-made centurion tanks, surface-t o- 
air miss iles, and jet aircraft that were eiveh bv and sold bv th e 

Government of England to Jordan, r esulted in a clandestine, subke- 

quent sale when those weapons became obsolete, by Mr. Bilbeisi, 
and they were brokered to South Africa. 

We now know that in 1974, a particular reporter, Martin Walker 
for the Guardian, was in Jordan and came upon this particular 
transaction which, historically, in the world events, was a shatter¬ 
ing revelation, because world opinion had prohibited the sale of 
weapons to South Africa. 

Mr. Walker, in Jordan, came across this event, publicized it, It 
led to an official cessation of some of the shipments, and a recogni¬ 
tion by Jordan that those shipments had occurred. 

In 1975, we now know that Mr. Bilbeisi had also participated in 
the sale of surplus F-86 North American Sabre Jets from Yugo¬ 
slavia to Honduras. 










This becomes significant, since in 1978, Mr. Bilbeisi once again, 
became involved in a sale of the retrofitting of the entire core of 
British and American made tanks, which the Jordanian Govern¬ 
ment decided to update to be on a position of equivalency with the 
state of Israel. 

That contract resulted in a claim by Mr. Bilbeisi and his corpora¬ 
tion—and still one other shell corporation—to seek, in the Ameri¬ 
can courts, in federal court in Michigan, commissions over $7 mil¬ 
lion. All of these facts were not revealed to the underwriters at 
Lloyd’s. 

We know that during the years when insurance coverage existed, 
beginning in 1983, and before the filing of the false insurance 
claims in 1986, that Mr. Bilbeisi had a former operative of the Cen¬ 
tral Intelligence Agency, Mr. William Toten, working in his compa¬ 
ny; supposedly—and which we do not believe—for the sale of 
coffee. We know that in 1984 upon the retirement of Gen. James 
Vaught, the Three-Star Army General from the U.S. Army, that 
there were attempts also, by Mr. Bilbeisi to sell weapons. These 
proceeded, ultimately, in 1985 by further attempts by Mr. Bilbeisi 
to sell weapons to the Contras through Adlofo Colero. 

In 1987, in the midst of the litigation that, and the investigation 
that had resulted from the present claim, Mr. Bilbeisi attempted to 
sell 10 Northrop Jet Fighters, F-5’s, and 18 Sikorsky S-76 helicop¬ 
ter gun ships from Jordan to Guatemala with some 13,000 general 
purpose bombs. 

Mr. Bilbeisi attempted to finance this sale of American manufac¬ 
tured arms without the requisite State Department and user certif¬ 
icates, through originally a $34 million letter of credit. This letter 
of credit was initially issued, but was not completed by BCCI in 
Amman, Jordan. 

Despite the efforts of several intermediaries on Mr. Bilbeisi’s 
behalf, including a former consul general in Miami, and several 
Guatemalan generals, all of whom—as of last week—are now 
under indictment by the Republic of Guatemala. The financing for 
the complete transaction fell through. 

Mr. Bilbeisi set up a $5,175,000 letter of credit, naming BCCI 
Miami as the advising bank for three, of the quote, end of quote 
“civilian helicopters” which were manufactured by Sikorsky—S-76 
helicopters, in the possession of King Hussein of Jordan. 

Mr. Bilbeisi admitted that these obsolete, Jordanian helicopters 
were obtained for approximately $2 million, and were later sold to 
the Republic of Guatemala for some $5 million. 

Discovery has revealed various facsimiles from Mr. Bilbeisi, and 
his intermediaries in Guatemala containing a list of various Guate¬ 
malan public and military officials, including the brother of a 
former president of Guatemala, Vinizio Cerezo, Milton Cerezo, to 
whom various kickbacks of profits from this completed transaction 
were directed. 

-'The Bank of Credit and Commerce International wire trans¬ 
ferred these funds to Bank Leumi, in Miami Beach. Included in the 
ll&gbff list was the mention of some $400,000 to BCCI—and in pa- 
M&ntfiesiB.t (NB) which we contend, and we believe we have evi- 
jiBBBWfcix-represented a kickback to BCCI Miami. 


c JhieFs che U cks P to 0n a S ll o? ttepewn^Lmed^ th^pa^offlistin 

Mfam?Tece?ved U the $400^000 > assignment > of proceeds ^rom the 
of credit when the $5.1 million sale of the helicopters was complet- 

6<1 in pleadings which Lloyd’s has filed seeking sanctions in the 
southern district of Florida, we have argued tjmt tius i«de of 
the United States-manufactured arms from Jordan o GMte m al a 
which Mr. Bilbeisi brokered, was directly tied to °ur hbgatiom 1 he 
payoffs to these Guatemalan officials were made sQonafterthe dis^ 
noted insurance claims involving coffee smuggled into the United 
Es, and which Mr. Bilbeisi contended was mysteriously 
switched, for which he sought insurance coverage. 

Our investigation of this insurance claim for ‘ toffee losa <:en 
tered in Guatemala, since the coffee—although damned to be ot the 
origin of El Salvador, in fact-was grown in 

chased from Guatemalan brokers, stored in Guatemalan ware 
houses, and trucked from Guatemala to Port.St ■ f®k^?n 

tillo. When the coffee arrived in the United States, the marks on 

al The t greatfst^esistance g that we received was when we began the 

Etha f t wa^ va^d'when v^^temptedf towSfy^Se^rigin of the 
coffee in Guatemala. We determined that the bags' 
marked; that the coffee in the subject claim, as all previous ship¬ 
ments was smuggled. And it was at that period of time that Mr. 
Bilbeisi and the bank had attempted to block this investigation by 
initiating and then completing a partial arms shipment 

It is a documented fact in the southern district of Florida that 
subsequent to the unraveling of this tale of smuggling, of PoUttcal 
payoffs, that there were attempts by Mr. Bilbeisi s Guatemalan at¬ 
torneys to bribe our attorneys in Guatemala City, which led to— 
with the consent of our Guatemalan attorney who was investigat¬ 
ing and assisting us—a tape recording made by agents of the U.b. 
Department of Justice, the Drug Enforcement Agency. Those tapes 

W The fl faUo < ut r from the completed sale of these three, overpriced 
and obsolete civilian helicopters, involving kickbacks to Guatema¬ 
lan generals and other officials, has now resulted in widely r eP°rt- 
ed, national scandal in the Republic of Guatemala and the indict¬ 
ment not only of the former president of Guatemala, Vinizio 
Cerezo and his brothers, but other members of the military. 

I would like to turn for one minute now, to an explanation of 
the coffee-smuggling scheme. As we all know, coffee is one of the 
most significant, important commodities in world trade. Because ot 
the existence of the International Coffee Agreement, Senator 
Brown, in 1982 through its termination in February 1986, there 
were two, international prices for coffee. The agreement coffee sells 
for much more than non agreement coffee. What Mr. Bilbeisi and 
his alter-ego companies, Coffee, Inc. and Orion Systems, Inc., 
during the years 1982 through 1986, was buy coffee in Central 
America, as nonagreement coffee, and then sell it in the United 
States as more expensive agreement coffee. 
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Senator Kerry. Well, next week we are going to have an oppor¬ 
tunity to ask some of those questions of both people in the bank, as 
well as some of the lawyers. 

Mr. Dougherty. I think, Senator Kerry, one of the problems that 
we’ve had has been the blocking of our investigation, as your com¬ 
mittee, with records that have not been produced or represented to 
be produced, so that we could integrate this a lot sooner. 

Senator Kerry. Well, there is no question that throughout this 
effort, you know, a lot of people have. I have two guys on the staff 
here* who have spent most of the last couple of years trying to get 
some of those records. And we understand the stonewalling. 

But it is very, very hard. There has, indeed, been a sort of insti¬ 
tutional stonewalling. Because you are running into it with the liq¬ 
uidators. You run into it with the court. You run into it with the 
bank, and with a lot of law firms. 

One of the great difficulties is that obviously a law firm can say 
to you, oh, yes, you know, we are going to cooperate. We will give 
them—and they sort of anteup a few documents. And you are sit¬ 
ting there. And unless you have an insider or somebody who is spe¬ 
cifically telling you what document you are looking for, or where it 
is, you do hot know until you get further down the document trail 
that there may be more documents, or that it has not been fully 
forthcoming., 

Or, that they have been shifted, cleverly and quickly, from BCCI 
Miami branch, to London, or to Amman, or somewhere. And I am 
convinced, at this moment, that there are an awful lot of docu¬ 
ments out there that tell an extraordinary story that are sitting in 
foreign countries, as a consequence of the delay here in seizing and 
in moving, and in investigating. And you are paying some of the 
price of it; we are paying some of the price of it. 

It is very difficult to get all of those. 

Mr. Dougherty. Senator, can I make two points with you? 

You, on opening statement, referred to the issue of Iraq, and 
arms transactions. I did wish you and Senator Brown to know that 
in the most recent discovery response from Mr. Bilbeisi, we have 
| records that will be placed in the evidence—with your permis- 
1 sion—to show that Mr. Bilbeisi attempted to sell parts for F-14 
1 jets, American-made Grumman F-14 jets to Iran; that there are 
1 records that show that Mr. BilbeisITIn Hollywood, Florida, during 
the Iran-Iraq year, Senator Brown was receiving inquiries from the 
1] first minister of Iraq to attempt to buy American-made red-eye. 
Side-winders, other surface-to-air missiles, tanks. 

We even knew—when we were investigating early—the telex 
traffic, to show the coffee shipments. We came across a telex that 
showed—an incoming telex to Mr. Bilbeisi’s office in Boca Raton 
from South Africa, offering to sell enriched uranium to a Middle 
East country. 

Senator Brown. Any indication as to which country? 

Mr. Dougherty. In the context of the incoming telexes, it would 
have to be argued that it was either Iraq or Iran. That information 
was given to two FBI agents who looked at it before our involve¬ 
ment and confrontation with Iraq 2 years ago. And there didn’t 
really seem to be any interest to take the totality of all of the 
pieces of n man who claims to he a coffee merrhanl retired who is 
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Regrettably, there was a problem in really getting answers to the 
questions that we posed thereafter. We contacted the CIA twice 
and were informed that the report did not exist. 

Two months later, after pressing significantly, the CIA found 
the report. The report was delivered to the Senate Intelligence 
Committee in a classified form, on the ground that it contained 
“extraordinarily sensitive information.” , 

When I received the report—and I say this as somebody who re¬ 
spects the notion that there is incredibly intelligence-oriented, sen¬ 
sitive information, and it does exist—but when I reviewed the 
report, just as a matter of common sense and some basic judgment, 
I must tell you I found nothing, in my mind, in it that could be 
classified as “extraordinarily sensitive, ’ let alone anything which 

justified it being classified at all. __ , , , 

It contained the revelation that the CIA knew back in 1986 that 
BCCI secretly owned First American and had told Federal law en¬ 
forcement of that fact. That fact has since been declassified by Mr. 
Webster prior to his departure at my request. 

In the meantime, however, the rest of that report remains classi¬ 
fied for reasons that I must tell you, frankly, I find very hard to 

“"Subsequent to that, my staff, who were cleared at top secret 
level, requested a briefing of what the CIA knew about BCCI, and 
we were provided with briefers who were totally unfamiliar with 
the basic facts about the bank, including even the identity of a 
former head of Saudi intelligence, Mr. Kamal Adham, who was a 
central player in BCCI, whose name we’ve heard many times m 
the course of these hearings. , . , 

In early August, on the very day that Congress was leaving for 
recess, after all of our inquiries, Mr. Kerr, who is here today, ap¬ 
peared in public to give a speech to a group of students at the Na¬ 
tional Press Club, and, indeed, they were able to learn what we 
were not, which was that the CIA, itself, it made use of BCCI. 

There were no questions permitted at the time. But I must say 
that it struck me as ironic that a group of students at the Press 
Club were learning, formally from the Acting Director, of this met 
while a Senate subcommittee had been pressing to get some infor¬ 
mation on it for a fair amount of time. . 

p Added to these facts is the fact that Mr. Kamal Adham, the lead 
/ shareholder in First American, apparently had a lengthy relation¬ 
ship with the intelligence community, and at least one other share- 
I , ,, -i- -- —} takeover of Financial General Bankshares 

r of the former CIA Director and Ambassador 


e intelligence community, and at least one other share- 
j holder in the original takeover of Financial General Bankshares 

\to Iran, Richard*Helms. , ... . . r 

Beyond this, we have statements by the Finance Minister of 
Pakistan, Mr. Sartaj Aziz, who told tbe L °nd°n Financial Tiimes 
on July 25, 1991, that it was his understanding that the CIA made 
use of BCCI in his country to provide rewards to the Afghan rebels 
and Pakistani military officers coordinating that movement. 

This past week, we have received additional testimony from an 
officer within BCCI who, in his sworn testimony, stated that the 
former head of BCCI, Mr. Agha Hasan Abedi, believed he had been 
targeted by the CIA. That is not a new belief by many peopte in 
many countries. But additionally, it wasjeltbyson^oftlm_omc^ 


working with him that there had been some sort of relationship 
that had been created. 

Mr. Sakhia, one of the top officers of the bank in this country, 
also testified that he was contacted by the FBI for help in unravel¬ 
ing the involvement of BCCI in arms sales to Iran as part of the 
Iran-Contra Affair. 

There are documents which we have obtained independently 
from BCCI that confirm a participation in planned arms deals in 
1985 and 1986. While some of these deals may have been aborted, 
in the end, they do appear to have been negotiated witlL impor tant i 
Iran-Contra figures, like Adrian Khaah opgi and Kanusher Ghor- I 
Banifar, who is the arms merchant used by O liver No rth and the 
NSC for negotiations with Iranian “moderates.’’^ " 

Yesterday, we learned for the first time from Mr. Altman that 
his bank, in fact, was a depository of the CIA, despite the fact that 
the CIA knew that First American was secretly owned by BCCI. 

These are the connections that obviously raise questions. 

Now, again, I want to reiterate—and I say this adamantly—I am 
not in any sense of the word an opponent of the CIA’s need to have 
bank accounts and to maintain secrecy. This committee respects 
that concept, the chairman respects that concept, and I understand 
that there will be a need to have some testimony in private session. 

We will do so. 

Similar questions arise with respect to the State Department. 
There were many signals in many different countries with respect 
to the “culture of criminality,” as it has been referred to by the 
Bank of England, though the Bank of England , obviously, didn’t re¬ 
spond to thaFliny too soonT either. The question is whether or not 
in the course of State Department efforts and so forth there was 
some knowledge of the bank’s criminality and some failure to act. 

There is a propensity up here in the U.S. Congress to look at 
things after the fact, and it’s all clear as a bell, and people make a 
lot of judgments about things that I am not sure any of us would 
have made or could have made at a particular time, without the 
retrospective made available. 

So, this is fact finding and not finger pointing. I hope all of you 
will help us to understand exactly what took place here so that we 
can try to make some judgments down the road. 

I welcome all of you here and look forward to your testimony. I 
understand you will have some opening statements, and after that, 
we can proceed with the questioning. 

Why don’t we lead off, Mr. Kerr, with you, if we can. Then, after 
your opening, I’d like to get the openings from the State Depart¬ 
ment. Then we will come back. 

Does that empty chair represent the gulf between the CIA and 
the State Department? 

Mr. Kerr. No, I think it’s an accident. 

Senator Kerry. It’s an accident, like most. All right. 

Mr. Kerr. Quite simply, I didn’t know that we were going to 
have quite this array here this morning. 

Senator Kerry. Well, actually, I didn’t, either. But we welcome 
you. Thank you. 

[COURT REPORTER'S NOTE: Due to an inadvertent oversight, today's witnesses. 
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P.O. Box 23223 
Tampa. Florida 33S23 
April 3, 1991 


Commissioner Carol Hallett 
U.S. Customs Service 
1301 Constitution Avenue NW 
Washington O.C., 20229 


Dear Mrs. Hallett, 


With very mixed emotions, I'm writing you this letter to 
inform you that I have applied for a position with the Drug 
Enforcement Administration and have informally been advised 
of my imminent appointment. Although I am excited about 
embarking on a new career with the DEA, I regret that the 
conditions that caused me to consider options to my career 
with Customs still exist. As I prepare to leave the world of 
U.S = r hope that In sc.t.c s.t.sII way my leivi., a the 

service will give you and many others the strength to 
confront the inadequacies and injustices that have led me, 
and is leading other respected agents,.to leave the U.S. 
Customs Service in North Florida. Due to the nature of the 
problems in Tampa, I and others feel the severity of Tampa's 

prnHlsms Will not "nlccc uo o«rri f i <-<=. nur 

careers with Customs. 

I am not a disgruntled agent. I have received outstanding 
evaluations throughout my ninteen (19) year career as a 
Special Agent. I've received innumerable awards, and I have 
twice been recognized with national awards from the 
Association of Federal Investigators. 1 don't refer to my 
record for any reason other than to attempt to establish a 
basis from which an impartial Judge of facts can weigh my 
credibility. 

There are several key personnel within and outBide of Customs 
who are not influenced by the "networking" and manipulation 
in Tampa, and I encourage you to explore these matters with 
individuals liks U.S. Customs and 

Assistant U.S. Attorney Mark Jackowski. MMViias the 
G roup Su pervisor of the C-Chase group for 

• His superior professionalism and management skills 
are the major reason for our successful trial preparation 
concerning the C-Chase defendants. 'Mr. Jackowski was the 
Assistant G.S. Attorney that successfully guided C-Chase 
through it's covert, pre-trial and trial stages over a four 
(4) year period. 

X know that my formally advising you of tho deplorable 
conditions in Tampa could cause some individuals In my new 
professional circle to question my loyalty, but it is simply 
out of my love for this country and our critical need for 
ethical government that I think its appropriate to respond 
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APPENDIX D 


FY 1994 SEMI ANNUAL REPORT 

This is the Second 1994 Semi-Annual report issued on nonproliferation in Russia. 
Its focus is upon the destruction of nuclear weapons in Russia and the NIS. It is used here 
to show the minimal effects this program has and its short-sighted nature. 
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SECOND 


FY 1994 SEMI-ANNUAL REPORT 
ON 

PROGRAM ACTIVITIES 

TO FACILITATE WEAPONS DESTRUCTION AND 
NONPROLIFERATION 
IN THE FORMER SOVIET UNION 


OCTOBER 30,1994 



SECOND 

FY 1994 SEMI-ANNUAL REPORT 


Submitted in accordance with Section 1207 of the "National Defense Authorization 
Act of FY 1994," P.L. 1 03-160 a nd the "Department of Defense Appropriations 
- -"Act of FY 1994," P L.. 103-139. 

October 30, 1994 


INTRODUCTION 


This Second FY 1994 Semi-Annual report provides details on the 
implementation of Cooperative Threat Reduction (CTR) program activities to 
facilitate weapons destruction and nonproliferation in the former Soviet Union. 

The report is submitted in accordance with Section 1207 of the "National Defense 
Authorization Act of FY 1994,", P.L. 103-160, and the "Department of Defense 
Appropriations Act of FY 1994," P.L. 103-139. Commonly referred to as the 
"Nunn-Lugar" program, the report addresses the activities initially established 
under Section 108 of the "Dire Emergency Supplemental Appropriations and 
Transfers for Relief From the Effects of Natural Disasters, for Other Urgent Needs, 
and for Incremental Cost of 'Operation Desert Shield/Desert Storm' Act of FY 
1992," P.L. 102-229, as amended, and Section 9110 (a) of the "Department of 
Defense Appropriations Act for FY 1993," P.L. 102-396. 

This report covers the Cooperative Threat Reduction (CTR) program 
activities for the period of April 1, 1994 to September 30,1994 and cumulatively. 
The number of CTR projects has not increased significantly over the period, thus, 
the focus of this report is on the activities undertaken to implement existing CTR 
projects. 

CTR program activities include Department of Defense assistance to former 
Soviet republics, to: ’1) destroy nuclear, chemical and other weapons of mass 
destruction;- 2) transport,.store, disable and safeguard weapons in connection with 
their destruction; andf' 3)'establish verifiable safeguards against the proi^ration of 
such weapons. In additio n, since initially established,'Congress hasTefined and 
expanded, the types of activitiesiauthorizedjq include conver sion of wea pons 
productibriand military capabilities into civilian actm^^M^^SfeS^hnd; 
milittnycontact,activities. 
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, 1994) 

12-229 SECTION 108 


1 Obligations 
(Cumulative) 


.296 


.057 


1.251 


1.604 
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COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

■(.$. infMillions) 


CONTINUOUS COMMUNICATIONS 


(BELARUS] 












COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April I, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-396 
(By Project) 

($ in Millions) 


PROJECT: SITE RESTORATION (PROJECT PEACE) 

BELARUS 


Appropriation 


Total Proposed Current Actual 

Obligations Obligational Obligations 

to Congress Authority .(Camilla!tve). 


Operations & FY92 

Maintenance FY93 5.000 


Research, FY92 

Development, FY93 

Procurement FY92 

FY93 6.000 6.000 

Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


TOTALS 


25.0 


.000 


6.000 









COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-396 
(By Project) 

(S in Millions) 


PROJECT: STRATEGIC OFFENSIVE 


ELIMINATION (PROPELLANT ELIMINATION 




TOTALS 


6.0 






COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-396 
(By Project) 

(S in Millions) 


PROJECT: DEFENSE CONVERSION/ INDUSTRIAL PARTNERSHIP (BELARUS) 


Total Proposed Current Actual 

Obligations Obligational Obligatioi 

Appropriation to .Congress AutHOCiLy (Cwwlat iJ 


Operations & FY92 

Maintenance FY93 


Research, FY92 

Development, FY93 

Evaluation 

Procurement FY92 

FY93 

Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


10.000 


20.0* 1 


TOTALS 


LO.OOO 
















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30 r 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

(S in Millions) 


PROJECT: EMERGENCY RESPONSE EQUIPMENT AND TRAINING 
(UKRAINE) 


Total Proposed Current Actual 

Obligations Obligational Obligations 
Appropriation to Congress Avt.noji.ty (Cumu l at i ya l 


Operations & FY92 

Maintenance FY93 


Research, FY92 

Development, FY93 

Test, 4 
Evaluation 

Procurement FY92 

FY93 


Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


5.000 


2.002 


TOTALS 


2.002 
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COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 
(By Project) 


EXPORT CONTROL (UKRAINE) 







COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30 # 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 
(By Project) 

(S in Millions) 


PROJECT: MATERIAL CONTROL AND ACCOUNTABILITY (UKRAINE) 


AERropr.ia.tiQn 


Total Proposed 
Obligations 


Obligational 

Authority 


Obligations 

(C u m ulatiyiii 


Operations £ FY92 

Maintenance FY93 

Research, FY92 

Development, FY93 

Test, £ 

Evaluation 


Procurement FY92 

FY93 

Military FY92 

Construction FY93 


Former Soviet FY94 12.500 1 

Union Threat 


TOTALS 


12.5 


12.500 






























COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-396 
(By Project) 

($ in Millions) 


PROJECT: STRATEGIC NUCLEAR ARMS ELIMINATION (UKRAINE) 


appropriation 

Operations & 
Maintenance 

Research, 
Development, 
Test, s 
Evaluation 

Procurement 


Total Proposed Current Actual 

Obligations Obligational Obligations 

to Congress Authority .(ClUIIUlatlval 


FY92 

FY93 

FY92 

FY93 


FY92 

FY93 58.217 47.108 


Military FY92 

Construction FY93 


Former Soviet FY94 50.000 27.926 

Union Threat 


TOTALS 


185.0 108.217 75.034 


project description: An Agreement Between the Department of Defense of the 
United States of America and the Ministry of Defense of Ukraine Concerning the 
Provision of Material, Services and Related Training to Ukraine in Connection 
with the Elimination of Strategic Nuclear Arms was signed December 5, 1993. 
Amendments 1 and 2 to Annex C thereto were signed December 18, 1993; and an 
Amendment to this agreement was signed on March 21, 1994. Pursuant to this 
agreement, the Department of Defense will provide up to a total of $185 
million in assistance to the Government of Ukraine to facilitate the 
dismantlement of their Strategic Nuclear Arms (SNA) under the terms of the 
Start Treaty. Assistance is also being provided to assist Ukraine to 
deactivate SS-19 and SS-24 missiles located on its territory in accordance 
with the Trilateral Accord. Funding supports procurement of a wide variety of 
heavy industrial equipment, such as cranes, excavators, and graders, emergency 
support equipment, intermodal containers to transport oxidizer and support 
and equipment for an ICBM Neutralization Facility. Also, funds will support 
design of the neutralization facility and an integrating contractor 
responsible for bringing the facility on-line. As of 30 September 1994, 24 
out of 30 large procurements and all small industrial equipment procurements 
had been awarded. Three large cranes, 6 off-road capable vehicles, radio 


related 


















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

(5 in Millions) 


PROJECT: SCIENCE AND TECHNOLOGY CENTER (UKRAINE) 


Appropriat ion 

Operations s 
Maintenance 

Research, 
Development, 
Test, & 
Evaluation 

Procurement 


Total Proposed Current Actual 

Obligations Obligational Obligations 

to Congress Authority (Cumulative) 


FY92 

FY93 

FY93 


FY92 

FY93 


Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 


10.000 


.016 


TOTALS 


10.0 


.016 


project description : The US, Canada, Sweden, and Ukraine signed an agreement 
to establish a Science and Technology Center in Ukraine (STCU) on October 25, 

1993. The STCU will be headquartered in Kiev, with the possibility of branch 
offices in other locations. The STCU is supported by $10 million from the 
United States, $2 million from Canada, and $1.5 million from Sweden. The 
major objective of this multi-national effort is to develop, approve, finance, 
and monitor science and technology projects for peaceful purposes, which are 
to be carried out primarily at institutions in Ukraine. These projects will 
provide weapons scientists and engineers, particularly those who possess 
knowledge and skills related to weapons of mass destruction and missile 
delivery systems, opportunities to redirect these talents to peaceful 
activities. The overall goals are to prevent the proliferation of 
technologies related to these military capabilities, to minimize the migration 
of personnel involved in these activities to potential proliferent nations, 
and to assist in the transition to a market-based economy. 

The program is being executed by the State Department using the 
experience gained through the International Science and Technology Center 
(ISTC) in Moscow. The Ukrainian government named the National Space Agency of 
Ukraine (NSAU) as the implementing organization in Ukraine. The Ukrainian 
Government also formed an interagency advisory board to work with the NSAU. 
Entry into Force came on 16 July 1994. High-level meetings to establish the 
overall framework for the organization were held in Kiev at the end of August 

1994, and working group meetings are on-going during September and October. 

The STCU Executive Director, a Canadian national, has been chosen, and is 
serving as Executive Director - designate, pending approval of his appointment 
by the governing board. The U.S., Sweden, and Ukraine are in the process of 
selecting their deputy executive director candidates. 







COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-396 
(By Project) 


PROJECT: MULTILATERAL NUCLEAR SAFETY INITIATIVE (UKRAINE) 


Appropriation 


Total Proposed 
Obligations 
La_Cang.ce.as 


Obligational 

Authority 


Research, 

Development, 

Evaluation 

Procurement 


Former Soviet 
Union Threat 
Reduction 


TOTALS 11.0 

PROJECT DESCRIPTION : On October 23, 1993, the Agreement Betwee 
States of America and the Government of Ukraine Concerning Ope 






COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 
ON THE PROGRAM ESTABLISHED UNDER P.L. 102- 


PROJECT: DEFENSE CONVERSION/ INDUSTRIAL PARTNERSHIP (UKRAINE) 


Obligational Obligatic 


l 21, 1994, an Agreement Between the Department 
of America and the Ministry of Machine-Buildinc 
ind Conversion of Ukraine Concerning the 
the Military-Industrial Complex was signed for 



BHIC/Fregat 
underway, ; 















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

(S in Millions) 


PRO JECT : EMERGENCY RESPONSE TRAINING/EQUIPMENT (KAZAKHSTAN) 


Current Actual 

Obligational Obligations 
Authority (Cumulative) 


Operations S FY92 

Maintenance FY93 

Research, FY92 

Development, FY93 

Evaluation 

Procurement FY92 

FY93 

Military FY92 

Construction FY93 


App ro pr i ation 


Total Proposed 
Obligations 
to Congress 


Former Soviet FY94 5.000 2.006 

Union Threat 
Reduction 


TOTALS 


5.0 


5.000 


2.006 






















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 
(By Project) 


PROJECT: MATERIAL CONTROL AND ACCOUNTABILITY (KAZAKHSTAN) 


Appropriation 


Total Proposed 
Obligations 
co C o ng ress 


Current Actual 

Obligational Obligations 
Authority (Cumulative 


Operations & FY92 

Maintenance FY93 


Research, FY92 

Development, FY93 

Evaluation 


Procurement FY92 

FY93 


Military FY92 

Construction FY93 


Former Soviet FY94 5.000 

Union Threat 
Reduction 


TOTALS 


5.000 


-DSSCRIPI 




spartmet 










COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SEC 
(By Project) 

($ in Millions) 


PROJECT: GOVERNMENT-TO-GOVERNMENT COMMUNICATIONS 

LINK (GGCL) (KAZAKHSTAN) 


Total Proposed 
Obligations 


Current Actu. 

Obligation;.! Obliga, 
Ant i ip i i 1 v I' ’iiiiiu L. 


Operations S FY92 

Maintenance FY93 


Research, FY92 

Development, FY93 

Test, & 

Evaluation 

Procurement FY92 

FY93 

Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


2.300 


TOTALS 


2.3 


2.300 









COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-139 
(By Project) 

($ in Millions) 


PROJECT: DEFENSE CONVERSION /INDUSTRIAL PARTNERSHIP (KAZAKHSTAN) 


Current Actual 

Obligational Obligations 
Authority (Cumulative) 


Operations & FY92 

Maintenance FY93 

Research, FY92 

Development, FY93 

Procurement FY92 

FY93 

Military FY92 

Construction FY93 


Total Proposed 
Obligations 

Appropriation to Congress 


Former Soviet FY94 
Union Threat 
Reduction 


15.0 


TOTALS 


15.0 


15.0 








COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 
ON THE PROGRAM ESTABLISHED UNDER P.L. 102 
(By Project) 

(S in Millions) 


PROJECT: STRATEGIC OFFENSIVE ARMS ELIMINATION (KAZAKHSTAN 



FY92 

FY93 







COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

($ in Millions) 


PROJECT: EMERGENCY RESPONSE TRAINING/EQUIPMENT (RUSSIA) 


Appr o pr i a ti on 


Total Proposed. Current Actual 

Obligations Obligational Obligations 

to Congress Authority (Cumulative) 


Operations & FY92 

Maintenance FY93 


0.005 0.001 

2.851 2.829 


Research, FY92 

Development, FY93 

Test, & 

Evaluation 


Procurement FY92 

FY93 


Military FY92 

Construction FY93 


Former Soviet FY94 
Union Threat 
Reduction 


2.540 .600 


TOTALS 


15.0 


Defense of the United States of America and the Ministry of Atomic Energy of 
the Russian Federation Concerning the Safe and Secure Transportation and 
Storage of Nuclear Weapons Through the Provision of Emergency Response 
Equipment and Related Training signed on June 17, 1992, the Department of 
Defense is providing emergency response equipment to be used for the purpose 
of facilitating the safe and secure transportation and storage of nuclear 
weapons in connection with their destruction. The Russians requested 
additional equipment, and as a result an Amendment to this agreement was 
signed on March 26, 1993 raising the amount of assistance from $10 million to 
up to $15 million. This additional funding will cover requested 
communications equipment, additional protective clothing, survey 
instrumentation, radiography equipment, video and optical equipment, access 
equipment, computer systems, and stabilization systems. An additional 
amendment was concluded on March 23, 1994 to meet the Russian request for 
equipment to upgrade their training facility at Mytichi. To date, ten sets o 
"Jaws of Life" emergency access equipment, 820 protective suits, 200 
polyurethane foam kits, 30 gallons of silicone rubber, 

pr l BL O nr U M" Uetecc ops—and-car-kr b i d f x orr-souTrcgs-, 4 fiberscopes, 3 packaging 
vehicles, and 4 portable integrated video systems have been provided. Three 
computer network systems and twenty radio communication systems have also bee 
delivered. Training on this equipment has been conducted in both the US and 
Russia. Training on the mobile radiography system, conducted in the United 
States, was completed in September 1994. Plans are underway to initiate the 
shipment and delivery of this system. Target date for delivery is December 
1994. Two high-precision liquid abrasive cutting systems are in the final 
phases of assembly. Plans are underway to conduct training in the United 
States in December 1994 and to ship and deliver the systems in January 1995. 



COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 


PROJECT: EXPORT CONTROLS ASSISTANCE (RUSSIA) 


Total Proposed Current Actual 

Obligations Obligational Obligations 



Procurement FY92 


Military FY92 

Construction FY93 








COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 


PROJECT: MATERIAL CONTROL AND ACCOUNTABILITY (RUSSIA) 


Aggropir iat io n 


Obligations 

(Cumulative). 


Evaluation 


Former Soviet 
Union Threat 
Reduction 

TOTALS 


30.0 


30.000 


1.176* 


PROJECT DESCRIPTION: On September 2, 1993, the Agreement Between the United 
States Department of Defense and the Ministry of Atomic Energy of the Russian 
Federation (MINATOM) Concerning the Control, Accounting and Physical 
Protection of Nuclear Material to Promote the Prevention of Proliferation of 
Nuclear Weapons from Russia was signed. Pursuant to this agreement, the 
Department of Defense may provide up to $10 million in material, goods and 
services assistance to Russia to promote the prevention of nuclear weapons 
proliferation. The principal elements of this project are the ' 1 B*elefcroa*a < i* 
model facility, where complete control systems will be modeled, and a training 
center. Procurements for the model facility are being developed. 
tJitfjOtiatious on an amendment to this agreement are continuing for up to $20 
mi^jLion in T ^si sta ^et o e^omote«^he Bjteyef>ti aa - «>fc -) > rolife-J6afcion of direct use 









COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

(? in Millions) 

PROJECT: ARMORED BLANKETS (RUSSIA) 


Appropriation 


Total Proposed 
Obligations 


Obligational 


Obligations 


Operations & FY92 

Maintenance FY93 


3.222 3.144 


Research, FY92 

Development, FY93 

Test, S 
Evaluation 


0.100 0.100 


Procurement FY92 

FY93 

Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


TOTALS 


5.0 


3.322 


3.244 















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 101 
(By Project) 

($ in Millions) 


PROJECT: FISSILE MATERIAL CONTAINERS (RUSSIA) 



TOTALS 


50.0 


50.000 


48.658 












COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 
(By Project) 

(S in Millions) 


PROJECT: STORAGE FACILITY DESIGN FOR FISSILE MATERIALS 

(RUSSIA) 


Apptopti-ati-aa 

Operations & 
Maintenance 


Total Proposed Current Actual 

Obligations Obligational Obligations 

ca ■Cpngnass Authority (C u m ulati ve 

FY92 

FY93 


Research, FY92 

Development, FY93 

Evaluation 


Procurement 


Military FY92 

Construction FY93 


15.000 


14.969 


Former Soviet FY94 
Union Threat 
Reduction 


TOTALS 


15.000 















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

($ in Millions) 

PROJECT: FISSILE MATERIAL STORAGE FACILITY EQUIPMENT 

(RUSSIA) 


Total Proposed Current Actual 

Obligations Obligational Obligations 
to Congress Authority (Cornulati.V.B)- 


Operations 4 FY92 

Maintenance FY93 

Research, FY92 

Development, FY93 

Test, & 

Evaluation 

Procurement FY92 

FY93 

Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


TOTALS 


75.000 26.493 

75.000 26.493 


_ Pursuant to the Agreement Between the Department of 

Defense of the United States of America and the Ministry of Atomic Energy of 
the Russian Federation Concerning The Provision of Material, Services, and 
Training Relating to the Construction of a Safe, Secure, and Ecologically 
Sound Storage Facility for Fissile Material Derived from the Destruction of 
Nuclear Weapons signed on September 2, 1993, the DoD will provide material, 
training, and services related to the construction and operation of the 
Russian Storage Facility. The total cost to the U.S. shall not exceed S75 
, million. From November 1993 to March 1994, implementation of the agreement 
was delayed due to lack of funding and introduction of Section 1612 (the 
r Uarkev Amendmen t) to the FY 94 National Defense Authorization Act. In January 
1994, the Russian Federation furnished the U.S. a list of equipment they 
required to support construction of the facility. In March 1994, the project 
was funded and in April 1994, Section 1612 was resolved. The U.S. began 
equipment negotiations with the Russians in April. Procurement of 
construction equipment has begun; delivery of equipment is expected to begin 
with demonstrated Russian commitment to constructing the facility. At 
present, the Russian Government has not funded actual construction of the 
facility, although representatives have indicated it is funded in the 1995 
budget. 








COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

($ in Millions) 


PROJECT: SECURITY ENHANCEMENTS FOR RUSSIAN RAIL CARS 

(RUSSIA) 


Total Proposed Current Actual 

Obligations Obligational Obligations 
to Congress A u th o rity (Cwnulative) 


Operations £ FY92 

Maintenance FY93 

Research, FY92 

Development, FY93 

Test, £ 

Evaluation 

Procurement FY92 

EY93 

Military FY92 

Construction FY93 

Former Soviet FY94 

Union Threat 
Reduction 


0.500 0.500 


3.000 3.000 

16.500 16.500 



project description: Pursuant to the Agreement Between the Department of 
Defense of the United States of America and the Ministry of Atomic Energy of 
the Russian Federation Concerning the Safe and Secure Transportation of 
Nuclear Weapons and Nuclear Weapons Material Through the Provision of Cargo 
and Guard Rail Car Conversion Kits signed on August 28, 1992, the Department 
of Defense is to provide the Russians cargo and guard rail car conversion kits 
for the purpose of providing protective transportation of nuclear weapons and 
nuclear weapons material in connection with the expeditious destruction of 
nuclear weapons. Specifically, the Department of Defense is to deliver up to 
100 cargo rail car conversion kits and 15 guard rail car conversion kits plus 
fifteen percent spare parts, using funds available up to a limit of S20 
million. An amendment was signed on March 23, 1994 increasing this amount by 

51.5 million to accommodate late design changes to the kits for a total of 

521.5 million. On December 7, 1992, a Russian cargo rail car arrived at 
Sandia National Laboratory and was used in the development of the conversion 
kits. Modification of the prototype is complete. The prototype and the first 
three modification kits were delivered to the Tver rail car modification 
facility in November 1993. An operational rail test, conducted jointly by 
both countries, was successfully completed on the Russian rail system in May 
1994. As of 30 September 1994, 74 Ministry of Defense cargo car modification 
kits and 16 guard car modification kits have been delivered. Plans are 
underway to complete all deliveries by March 1995. It is estimated by the 
Russian modification plant, that 70 cargo cars and 7 guard cars will be 
completed by the end of December 1994. 










COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 108 
(By Project) 

(S in Millions) 


PROJECT: CHEMICAL WEAPONS DESTRUCTION (RUSSIA) 


ftp grop . iriat is 


Total Proposed 
Obligations 

to Congress 


Current Actual 

Obligational Obligations 
Authority (Cumulative) 

















COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-229 SECTION 10( 
(By Project) 

($ in Millions) 


PROJECT: INTERNATIONAL SCIENCE AND TECHNOLOGY CENTER 

(ISTC) (RUSSIA) 



Total Proposed 
Obligations 
to Congress 


FY92 

FY93 


FY92 .150 

FY93 1.250 


FY92 

FY93 


Obligations 

.(Cw\nla.ti.y.e.l. 



FY92 

FY93 































COOPERATIVE THREAT REDUCTION PROGRAM 

SEMI-ANNUAL REPORT SUMMARY 

(April I, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 102-396 
(By Project) 

(S in Millions) 


PROJECT: DEFENSE CONVERSION/INDUSTRIAL PARTNERSHIP (RUSSIA) 

























COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 

ON THE PROGRAM ESTABLISHED UNDER P.L. 103-139 
(By Project) 

($ in Millions) 

PROJECT: DEFENSE DEMILITARIZATION ENTERPRISE FUND 




Total Proposed 
Obligations 
lq -Congress 


Current 

Obligational 

Authority 


7.670 


.670 










1 




COOPERATIVE THREAT REDUCTION PROGRAM 
SEMI-ANNUAL REPORT SUMMARY 
(April 1, 1994 - September 30, 1994) 
ON THE PROGRAM ESTABLISHED UNDER P.L 
(By Project) 

($ in Millions) 


102-229 SECTION 108 


PROJECT: DEFENSE AND MILITARY CONTACTS (RUSSIA, BELARUS, UKRAINE, KAZAKHSTAN) 


App ro p r iation 


Research, 

Development, 

Evaluation 


Total Proposed 
Obligations 
CP Congress 


Current Actual 

Obligational Obligations 
■ ^ - l Cumulati ve ) 


Former Soviet 
Union Threat 
Reduction 
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APPENDIX E 


FEBRUARY 1995 CTR ANNUAL REPORT TO PRESIDENT 

This is William J. Perry’s annual report to Congress and the President. It is used 
here to illustrate the lack of effective nonproliferation policy currently being practiced in 
Russia and the NIS. 
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Annual Report 

to the 
President 
and the 
Congress 



William J. Perry 
Secretary of Defense 



February 1995 
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COOPERATIVE THREAT REDUCTION 


Promise of CTR made the Trilateral Statement in January 1994 possible; delivery of CTR assistance 
led to further progress. Once the necessary agreements had been signed, assistance began to flow, 
in the shape of security equipment, vehicles, cranes, fuel, transportation equipment, and similar 
items. In the course of efforts to implement the Trilateral Statement. Ukrainian officials requested 
several specific items on an accelerated schedule. Within three weeks, a shipment was on its way. 
In August 1994, Leonid Kuchma was elected president, and requested CTR assistance in helping 
meet important domestic and international goals within his first 100 days in office. Cooperating 
closely with the Kuchma government, the CTR program identified areas where speedy provision 
of aid would have visible impacts, and rushed fuel, lubricants, emergency response support 
equipment, and industrial and computer equipment to accelerate the deactivation of SS-19 and 
SS-24 missile silos. One outcome of this demonstrated willingness to help Ukraine live up to its 
commitments was the Ukrainian legislature's November 1994 vote to approve accession to the 
Nuclear Non-Proliferation Treaty (NPT) as a non-nuclear weapon state, an outcome no one took for 
granted. Ukraine formally acceded to the NPT in December. The case of Ukraine demonstrates how 
effectively and quickly the CTR program can be implemented, once the negotiation process is 
completed. 

CTR PROGRAM OBJECTIVES 


The objectives of the CTR program as established by Congress are: 

■ To assist the former Soviet states to destroy nuclear, chemical, and other weapons of 
mass destruction. 

■ Transport, store, disable, and safeguard weapons in connection with their destruction. 

■ Establish verifiable safeguards against the proliferation of such weapons. 

■ Prevent diversion of weapons related scientific expertise. 

■ Facilitate demilitarization of defense-industries and conversion of military capabilities 
and technologies. 

■ Expand defense and military contacts between the United States and the NIS. 

These objectives are inextricably linked to each other, as are the corresponding CTR program 
activities. Meeting the objective of safeguarding nuclear weapons in Russia, for instance, will"also 
help prevent proliferation, a growing concern in light of recent reports of nuclear smuggling. 

CTR program activities generally fall into four categories in accordance with these objectives. First, 
Destruction and Dismantlement activities accelerate the destruction and dismantling of weapons of 
mass destruction and their launchers in the four eligible states where they remain by providing 
leverage to encourage these countries to dismantle and by providing the actual equipment and 
training required to implement dismantlement decisions. 

Second, through Chain of Custody activities, the CTR program decreases the dangers from the 
nuclear warheads and fissile materials that remain in the NIS and represent a potential threat to the 
United States. During the difficult period of transition in these states, the continued security and 
custody of nuclear weapons and materials is vitally important to both the United States and the NIS. 

Third, CTR supports Demilitarization efforts which decrease the long-term threat by reducing the 
capacity and economic pressures in the NIS to continue to produce weapons of mass destruction. 
The industrial partnership projects in CTR are an effort to reduce the potential of a future nuclear 
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COOPERATIVE THREAT REDUCTION 


threat at its source. Furthermore, the transformations created through the industrial partnership 
arrangements prevent proliferation by reducing both the supply of WMD available for foreign sale 
or diversion and the incentives for relying on such sales for income. 

Lastly, the CTR program supports Other Programs and Support such as the expansion of defense 
and military contacts with the NIS. When the Soviet Union dissolved, the republics it contained 
were left with structures, forces, and equipment that were not well suited to their new-found 
sovereignty. The United States, through defense and military contacts, has been able to assist in the 
development of democratic and civilian control of military departments and the restructuring and 
downsizing of defense capabilities to better reflect these new nations’ current needs. For example, 
the CTR program sponsors regular exchanges on defense strategy and greater transparency of 
budgets and programs. These countries will remain important players in world events and the United 
States benefits greatly from the close contacts with its military and defense counterpans. These 
contacts are part of U.S. efforts across the board to expand the domain in which U.S. security 
concerns coincide, rather than conflict, with those of the NIS. Recognizing that differences will still 
occur, developing long-term institutional relationships contributes to improving substantive 
professional dialogue on important defense and military issues, in addition to facilitating 
denuclearization and nonproliferation activities. 
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COOPERATIVE THREAT REDUCTION 


PROGRESS IN CTR IMPLEMENTATION 

To meet CTR objectives, the program consists of numerous separate projects agreed to in the 
agreements and memoranda of understanding between the United States and Russia. Belarus. 
Ukraine, and Kazakhstan. The CTR program has grown impressively, particularly over the past 
year, with the baseline obligation rate increasing over four-fold, to about $434 million at the end of 
FY 1994 (see chart above). By that time. DoD had notified Congress of proposed obligations 
totaling nearly $969 million from funds authorized for FY 1992 to FY 1994 for specific projects for 
the eligible states. More importantly, the total assistance committed under agreements concluded 
with DoD and for which implementation is actually underway is now $898 million. The following 
chart indicates CTR funding commitments by program area. 



The CTR process from negotiation, to project formulation, to requirements definition, to final 
execution, involves many steps in the respective state-to-state relationships as well as within the U.S. 
government. Congress has directed that Ameri can c ontractors be used for CTR support to the extent 
feasible. Accordingly, DoD contracting for CTR goods and services is accomplished based on 
Federal Acquisition Regulations to ensure that U.S. businesses are treated fairly. In the final 
analysis, CTR benefits the U.S. economy by providing additional jobs for American workers and 
expanded markets for U.S. corporations. 
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APPENDIX F. 


NEWS RELEASE, ASST. SEC. OF DEFENSE 

Illustrated here are the narrow and short-sighted applications behind defense 
conversion policies. 
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OFFICE OF ASSISTANT SECRETARY OF DEFENSE 
(PUBLIC AFFAIRS) 

WASHINGTON, D.C. - 20301 

PLEASE NOTE DATE 


No. 007-95 
(703)695-0192(media) 
(703)697-3189(copies) 

IMMEDIATE RELEASE January 5,1995 (703)697-5737(public/industry) 

Remarks Prepared for Delivery by Secretary of Defense William J. Perry 
The National Press Club 
Washington, D.C. 

January 5,1995 

At the peak of the Cold War, Andrei Sakharov, the great Russian physicist, said, 
“Reducing the risk of annihil ating humanity in a nuclear war carries an absolute priority over all 
other considerations.” At the time Sakharov said that, both the United States and the Soviet 
Union believed that the danger of annihilating humanity with nuclear weapons was very real. 

Both developed a strategy, Mutual Assured Destruction, or MAD, to prevent a nuclear 
catastrophe. And both developed awesome nuclear arsenals to cany out their strategy. 

MAD has been compared to two men, standing ten feet apart, each pointing a revolver at 
the other’s head. The revolvers are loaded, each man has his finger on the trigger, and each is 
shouting insults at the other. This vivid metaphor captures the mutual terror that was at the base 
of our security policy during the Cold War. Today, with a democratic government in Russia, the 
Cold War is history and we would like to forget the nightmare that was Mutually Assured 
Destruction. We’re now pursuing a strategy of Mutually Assured Safety, which is based on 
cooperation and build-down of weapons, instead of competition and buildup. 

But we must not forget that, while MAD no longer exists, the tens of thousands of nuclear 
weapons spawned by MAD still do exist And we must recognize the fragility of democratic 
institutions in Russia. As the ongoing tragedy in Chechnya makes all too clear, political stability is 
not assured in Russia. 

A reversal of reform could result in an authoritarian, militaristic regime hostile to the West 
— and which still possesses 25,000 nuclear weapons. In short, a reversal of reform in Russia 
could return us to the MAD nightmare. As my friend and colleague Tony Lake said this weekend 
on Meet the Press, “We have a tremendous stake in a healthy and democratic Russia.” 

In that connection, I can only reiterate our continuing concern over the crisis in Chechnya. 
This is a terrible tragedy for everyone involved. We deeply regret the violence that has left so 
many innocent civilians killed or wounded. We have repeatedly urged an end to this violence and 
called for a negotiated settlement 






or Iraq or Iran. Both Russia and the United States will have access to the results of their civilian 
work, which could lead to joint commercial projects or joint business ventures. 

However, these are the kind of Nunn-Lugar projects that suffer the most from 
misconceptions. When I talked with a group of freshmen House Republicans last month, I was 
asked, “Why are we spending money on quality of life forfoimer Soviet troops when we should 
be worried about American troops?” 

Let me answer that question with a real-world example. As I related earlier, we’re helping 
the Ukrainians shut down Pervomaysk and also their other ICBM launch facility at Khmelnitsky. 
Who’s helping us close these bases? The same people who operated them: former officers of the 
Soviet Strategic Rocket Forces. But this creates a problem. These people live on these bases. 
They have no other homes. And there are no other homes for them, since Ukraine has a severe 
housing shortage. By law in Ukraine, military officers cannot be decommissioned unless housing 
is provided. Like any nation, Ukraine doesn’t reward military officers for a lifetime of service by 
putting them out onto the streets. But we want these officers to retire. We certainly don’t want a 
corps of disgruntled nuclear weapons officers at loose ends. The only way to ensure Ukraine’s 
missile bases will be closed and the missile officers will leave the service is to help Ukraine build 
housing for them. 

So this year, the Nunn-Lugar program helped to set up two partnerships between 
American and Ukrainian firms to build housing for demobilized missile officers at Pervomaysk and 
Khmelnitsky. The first partnership will convert a Ukrainian military shipbuilding factory into a 
prefab housing facility. The other will build four apartment complexes with materials produced in 
a factory in Kiev that once made Soviet missile silos. And when these projects are completed, 
these U.S.-Ukraine business partnerships can build housing at these factories for the commercial 
market 


Therefore, my answer to that congressman’s question was, “We’re not helping to build 
housing for Soviet missile officers to improve their quality of life; we’re doing it to improve our 
quality of life.” That housing is critical to eliminating nuclear weapons that could threaten us. 
And, at the same time, we’re bringing U.S. businesses into a potential new market. 

The same holds true for dealing with nuclear weapons factories. The Nunn-Lugar 
program puts up a little seed money to help U.S. businesses create joint ventures with former 
Soviet weapons industries. Together, they’ll produce non-military products for commercial sale. 
Nunn-Lugar money leverages investments by American businesses, which can then go on to 
establish a new market for their goods in expanding economies. 

For example, four American companies - Rockwell, Double Cola Company, International 
American Products and Hearing Aids International - signed agreements this summer to help 
convert four Russian firms to commercial production. Instead of m aking nnrlp.ar weapons —, 
components, the Russian firms will make dental equipment, hearingai^’and air traffic control 
equipment, or bottle cola. 

Our cities can’t be destroyed by dental equipment or hearing aids. And these deals are 
small steps toward building the Russian economy and a Russian-American economic partnership. 





APPENDIX G 


TRW/TRADE AGGREEMENTS 

This is a copy of the 2 September 1993 United States, Russian Space Trade 
agreement. It was this agreement the facilitated Lockheed-Martin (and TRW) arranging 
16 satellite launches over the next several years. This joint-venture will infuse 
approximately one billion dollars into the Russian economy. This thesis holds that it is 
investment on this magnitude that is what will re-ignite the teetering Russian economy, 
and thus stabilizing the region, not Defense conversions. 



Odyssey™System Program 

One Space Park, 

Redondo Beach, CA 90278 
310.814-5832 Facsimile 


TRW 


Facsimile Message 


Date; Way 

0>4c.: Ais6>&& 

FAX Number; 

Subject; OS ■ Q-^juritn^ 
From; 



(ftjpiuuL SaML ryu 

Mid- 





JICAXED TEXT AS SIGNED SEPTEKEER 2, 1953 


AGxr.ratrare between 

THE OOVEENHEHT OT THE TOTTED STATES 07 SJt£&I£t AND 
TSS BOVSSKKENT OF THE StJSSIRH FEDHaATIQS 
REGARDING INTERNATIONAL TRASS XK COKMERCIMi 
SPACE lAENCE SERVICES 

The Government of the United States or America and the 
Government of the Russian Federation (hereinafter the e ?cr-ties ,T } , 

Recalling the contributions of ail space-Taring nations in 
developing space launch industries, 

Taking note of the importance si access to space for 
peaceful purposes. 

Recognizing the utility of developing multilateral 
principles far government involvement in commercial space launch 
activities, 

Bearing in mind that tbs Russian space launch sector is in 
the process of transition to operation based on market 
principles, and 

Desiring to facilitate early Russian entry into the 
international commercial space launch market in a manner that 
encourages market-oriented reform in the Russian economy, 
including its space-launch sector; permits Russian entities to 
offer commercial space launch services to international customers 
at fair find reasonable prices, consistent with market principles; 
and does not disrupt the international market for commercial 
Space launch services, 

Have agreed as fellows* 




iancLB i 


usnaxTioua 

?or the purposes.or tills agre&aant, 

i- n SoasLeroial apace launch services" ueans the 
commercially offered or provided services to launch. Into space 
any spscecreit or satellite , including taut not United to 
communications satellites, for an international customer; 

2. "Russian space launch service providers" means any 
entity, or agent or instrumentality acting on its behalf, 
permitted by the GcrvorsEsnt of the Russian Federation to provide 
commercial space launch services or the space launch vehicles for 
such services. 

3. "International customer" asans: any person; or any kind 
of corporation, company, association, venture, partnership, or 
ether entity, whether or not organizes for pecuniary gain, or 
privately or governmentally owned or controlled; or any 
governmental body, excluding the Government of the United states 
of America and. the Government of the Russian Federation; or any • 
intergovernmental organisation or gua s i-governments. 1 consortium, 
including taut not limited to iktzlsat, Inmarsat and their 
respective legal successors, that ic the ultimate owner or 
operator of a spacecraft or satellite or that will deliver the 
spacecraft or satellite to orbit for use by such ultimate owner 
or operator. 

4. "Contract" means CiJ to agree or commit to the 
provision of commercial space launch services such that a launch 




i* eitectively removed Iron competition in the international 
mark et, or (ii) any such agreement or ramlwrit. 

5. "Camparabie commercial space launch services’' means 
commercial. space launch earvioes offered. to launch a spacecraft 
ol the weight class that is the subject of a launch connotation, 
talking into consideration specific factors that nay be considered 
when evaluating the price, terns and conditions ef such services. 
Including, but not limited to, intended orbit, risk management, 
financing, satellite lifetime or, orbit and integration costs. 

6. "Induesmente" means any incentive offered or provided to 
influence the purchase of comaarcial space launch services, 
including, but tot limited to, the provision of arty resources of 
commercial value unrelated to the launch service competition an 
well as offers to participate under faVoreble conditions in ths 
implementation of defense and national security policies snd 
programs, and development assistance policies and programs. 

7. "Unfair business practices" includes the making of any 
offer, a payment, a promise to pay, a promise or offer of 
anything of value or to authorise the payment of anything of 
value, or any promise to make such payment, to any official, 
individual, or any other entity for the purpose of obtaining er 
retaining business for or with, or directing business to, any 
person; including making payaazit to a person While knowing that 
ell or a portion of the payment will be offered, given or 
promised, directly or indirestly, to any official, individual or 



any other- entity for the purposes Of Obtaining e- retaining 
boainaas. 

E„ ” Geosynchronous earth orbit c naar.fi an orbit 

approalpa.tu.ly is.aao nsutioal piles (35,90s Jsiloneterc) above the 
surface of the earth at the equator in which a payload eoaplotos 
one Earth, orbit in a 24-hour period, holding a fixed position 
relative to the Earth. 

9. "Geosynchronous transfer orbit* naans a tanparary orbit 
used to reposition a spacecraft or satellite into a 
geosynchronous Earth orbit. 

1C. "low earth orbit* means an orbit approximately 100 to 
1,060 nautical alias £185 to 1,850 hiloaeters) above the surface 
of the Earth. 

11. “Principal payload" naans a talecouaunioations 
satellite or, ir. the absence c£ a teleeoanunications satellite, 
any other spacecraft or combination of spacecraft. 

WWEiCLE II 
BCOT2 

This hgr&scent applies to cenmeroial space launch services 
for Uunehss to geosynchronous earth orbit or geosynchronous 
trsnsfor orbit- Ercspt for the pricing provision set forth in 
article V, paragraph 2, this Agrcccsst applies to ccsmsrcial 
space launch services for launches to other orbits and suborbital 
launches. Nothing in this Agreement applies to launches of 
payloads for military purposes or fer use in the nOh-conpsrcial, 



civilian space programs nf either party, including pr o grams using 
spacecraft or satellites made by end primarily far the use of 
Berbers cf the Commonwealth of independent States and which are 
executed in accordance with existing cooperative agreecenta. 

AEtICuE SH 
GEH2BAL KUWOTiES 

1. The Parties shall endeavor to ensure the application of 
market principles to international competition among providers of 
comnereial space launch services, including t^ie avoidance of 
below—cost pricing and unfair trade practices. 

2. Neither party shall engage in practices that distort 
competition ater.g providers of commercial space launch services, 
including, but not limited to: 

a. the provision of grants or subsidies that distort the 
production or operation costs far suppliers of commercial space 
launch systems; 

b- the provision of inducements to international customers 
sr potential international customers for commercial space launch 
services ; 

c. the offering of additional services such as insurance or 
reflight guarantees except on a par with prevailing rates and 
practices In international markets for comparable risk; 

d. the provision of government-supported financing fer 
commercial specs ia-cnch vehicles or services except in accord 




with thus terms of the OECD'S "Airangemint on Guidelines for 
Officially-supported Export credits. 

3. The Parties, including their agents and 
instrvmer.halitiea, shall net engage ir. unfair business practices 
to secure contracts to provide eceassercial space launch services. 
Each Party shall also ead&rvor to ensure that any entity or 
crgttitatiar., subject to its jurisdiction -whether or net owned or 
controlled by that Party, shall not engage in corrupt business 
practices to secure contracts to provide consanrclal space launch 
services. 


&KTICL3 IT 
flcsssiTRirre limits 

1. During the term of this Agreement, Russian space launch 
service providers cay contract with international customers to 
provide comaarciai space launch services for the launch of up to 
eight (a) principal payloads (in addition to the INMARSAT 3 
satellite) to geosynchronous; earth srbit or geosynchronous 
■transfer erbit, except that the Russian space launch service 
providers may not conduct more than two {2J such launches in any 
twelve-month period. The Russian Federation will ensure a 
proportionate distribution of contracts by Russian space launch 
service providers within any two-year period, 

Z. Cp to four launches of principal payloads to 
geosynchronous earth orbit or geosynchronous transfer orbit may 
consist of two principal payloads on a single launch vehicle. 



The Parties shall jointly evaluate uch ouch launch on a case-by- 
case basis and, tuting into account the current situation in the 
international cesmercial space launch aarfcet, may decide by 
mutual agreement to treat that launch as a single principal 
payload for the purpose of Article IV, paragraph 1. 

2. During hhE term of this Agreement, Russian space launch 
service providers msy contract te provide commercial space launch 
services for up to three (3) launches of satellites to lav earth 
erbit for the Iridium system. 

4. In the course of consultations unaeg Article VII, 
paragraph 1, the Parties shall consider jointly cn a esae-by-case 
basis and decide by mutual agreement =n proposals by Russian 
space launch service providers ror commercial suborbital launches 
and additional eosanarciti launches to orbits other than 
geosynchronous earth orbit, geosynchronous transfer orbit, and. 
lov-earth orbit for the Iridius systss, where there are competing 
comparable commercial space launch services. 

ARTICLE V 

raicure 

1. The contractual terms and conditions. Including the 
price, of commercial space launch services offered or provided by 
Russian space launch service providers to international customers 
shall bo Caspar able to the terms and conditions, including 
pricae, for comparable commercial space launch services offered 



by commercial apace launch services providers fro® marJiec economy 
countries, including the Unit.ad states. 

2. A bid or offer by Russian space launch service providers 
is provide rcrttreltl space launch services at a price more than 
sevan and one-half (7.5) percent below the lowest bid or offer by 
e. csasnercia.1 spare launch service provider from a market economy 
country, inducing the united states, shall require special 
consultations between the Parties under Article VII, paragraph 2, 
of this Agreement. 


ARTICLE VX 
TECHNOLOGY COITStOLE 

1. Notwithstanding any other provision of this Agreement, 
the Parties shall negotiate and conclude prior to each launch a 
satisfactory technology safeguards agreement, for each payload 
subject to a United states export license. Such technology 
safeguards agreement will be intended to facilitate the issuance 
of United States export licensee and shall,include requirements 
relating rc the control of the transfer of missile technology. 

2. Any application for a United states export license will 
be reviewed cr. a case-fey-easa basis consistent with United States 
l=w® and regulations. Nothing in this Agreement shall be 
construed to mean that the United States is constrained from 
taiing appropriate action with respect to any United states 
export license. The United States will use its best efforts to 
assure, consistent With United States laws ana regulations. 



authorization and coaipJ.et.ian of techno Logy transfers subject to 
this Agreement. 


ASIIfLE VSX 
cqhs01TSSXDS;3 

x. The Parties obeli bold rss-iilar consultations on an 
annual basis to review ar.fi aninfe lap ion an tati on of the 
Agrseisent and market dsveiopserits ir. scraorcihl spice launch 
services. 

2. The Parties shall hold special consultations on an 
argent basis, prior to the conclusion nf & contract far 
gomr-trcisl space launch services id possible, at the rsgusst of 
either party, if that Party has reason so be lieve Thar such 
contract as pending contract is inconbistmnt with the termB of 
this Agreement. 

3. If, after consultations provided for under this Article, 
either Party dsiersinas that the provisions of this Agreement 
have been violated by the other Party, each party reserves its 
right to take any action pamittad under its national laws and 
regulations. 

4. IS, in the course cf the annual reviews provided in 
paragraph 1 of this Article, the Parties agree that the market 
far coaafirciil Space launch services has developed more favorably 
than anticipated and if each Party is satisfied with the other 
Party's compliance with teres of this Agreement, the quotas set 







forth in Article IV of this Agra<«n«nt :say be increased, by 
written agreement of the Parties. 


AETSdE VXXI 
ISFtSiOStOS 13CE31KGE 

1. The Parties stall exchange »l.'. infcrSition, : including 
prices., terse art conditions offered for ananwrclal apace launch 
services, that is necaesary to monitor implementation of the 
Agreement and carry out regular and special consultations. Such 
inf Croatian shall be provided promptly, in any ease no lator than 
30 days after receipt of a request by the ether Party for such 
information, errant that such inf Croatian need not he provided 
prior to bids far commercial space launch services. 

2. Parties shall protect the confidentiality or information 
exchanged, shell not use any such information for pecuniary gain 
and shall not release such inf Croatian to third parties- 

h&TXCiE rs 
TERK AMD BAVZES 

1. “his Agreement shall enter into fores upon signature and 
remain in force until December 31. 2 Doe. 

2. The Parties shall review the implementation Of this 
Agreement after three years from its entry into force. Following 
such review, the parties may, toy mutual written agreement, 
t a . ro lcats this Agreement.. 
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3. Either Parry may request negotiations to amend the tarns 
o£ this Agreement to take account o= devaionineut* in the 
international market .for commercial a pane launch services and 
progress in the transition of Russia.-'s space launch sector to a 
market basis. 

4. Any contract entered into pursuant to this Agreement 
will continue to be subject to the provisions of this Agreement 
even if the deration of the contract extends beyond the 
expir-aticR date of this Agreement. Termination of thie Agreement 
will nerc affect contracts entered into purslane to thie 
Agreement. 

DONE at Washington, thie second day :: September, 1393, in 
duplicate in the English and Russian languages, both texts being 
equally authentic. 

FOR TH2 GOtSRKHENT OF FOR THE GOVEEKMZNT OF 

TEE HSXTC2S STATES OF &KEE1CA: THE RUSSIAN TESSRAT10K: 



TOTPL PfiGE. 
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